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a b s t r a c t

This paper describes a novel privacy-aware geographic routing protocol for Human Movement Networks
(HumaNets). HumaNets are fully decentralized opportunistic store-and-forward, delay-tolerant networks
composed of smartphone devices. Such networks allow participants to exchange messages phone-to-
phone and have applications where traditional infrastructure is unavailable (e.g., during a disaster) and
in totalitarian states where cellular network monitoring and censorship are employed. Our protocol
leverages self-determined location profiles of smartphone operators’ movements as a predictor of future
locations, enabling efficient geographic routing over metropolitan-wide areas. Since these profiles con-
tain sensitive information about participants’ prior movements, our routing protocol is designed to min-
imize the exposure of sensitive information during a message exchange. We demonstrate via simulation
over both synthetic and real-world trace data that our protocol is highly scalable, leaks little information,
and balances privacy and efficiency: messages are approximately 20% more likely to be delivered than
similar random walk protocols, and the median latency is comparable to epidemic protocols while
requiring an order of magnitude fewer messages.

Published by Elsevier B.V.

1. Introduction

The ubiquity of smartphones enable new communication mod-
els beyond those provided by cellular carriers. While standard cel-
lular communication uses a centralized infrastructure that is
maintained by the service provider, smartphones have communi-
cation interfaces such as ad-hoc WiFi and Bluetooth that allow
direct communication between devices. Since smartphone owners
often carry their devices, leave them on, and encounter other indi-
viduals (and their smartphones) in their daily routines, smart-
phones enable fully decentralized store-and-forward networks that
completely avoid the cellular infrastructure.

1.1. Human movement networks

(HumaNets) [1,2] fit this model and are designed to allow partic-
ipants to exchange messages phone-to-phone without using any
centralized infrastructure. HumaNets’ ‘‘out-of-band’’ message pass-
ing is applicable when cellular networks are unavailable or if the
networks are untrusted (i.e., operated by a totalitarian state that

censors [3], shuts down [4], or otherwise leverages its communica-
tion systems to restrict its citizenry [5]).

Rather than rely on network addresses, HumaNets route mes-
sages using geocast – an addressing scheme that directs messages
towards a particular geographic region. Such a messaging system
could be used, for example, to notify a group of people in a targeted
area of an upcoming event, or to warn them of some impending
crisis. To cope with mobility, HumaNet routing protocols route mes-
sages based on message carriers’ predicted future locations. This is
accomplished by leveraging self-determined location profiles that
approximate the smartphone owners’ routine movements. The
patterns of human mobility – for example, the daily commute to
and from work – serve as predictors of future locations. HumaNets

take advantage of this observation by greedily forwarding mes-
sages to smartphones whose owners’ location profiles indicate that
they are good candidates for delivery.

Privacy issues must be central when designing a HumaNet rout-
ing protocol since location profiles contain sensitive information
about participants’ prior movements. The disclosure of such infor-
mation is particularly dangerous when HumaNets are used for cov-
ert communication in totalitarian regimes. Existing decentralized
routing approaches that do not consider privacy [6,7], rely on
trusted third parties [8], or assume a priori trust relationships [9]
are also unsuitable for HumaNets.
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This paper proposes a novel routing protocol for HumaNets that
protects participants’ location profiles from an adversary who
wishes to learn previous movements and/or determine ‘‘impor-
tant’’ locations of network users (e.g., home, work, or the location
of underground activist meetings). Our technique, which we call
Probabilistic Profile-Based Routing (PPBR), balances performance
and privacy by efficiently routing messages in a manner that min-
imizes the exposure of users’ location profiles. We demonstrate
through trace-driven simulations using both real-world and syn-
thetic human movement data that our PPBR protocol is highly scal-
able, efficiently routes messages, and preserves the privacy of
profile information. In summary, the contributions of this paper
are:

� The introduction and design of a fully decentralized, privacy-
preserving, geographic-based HumaNet message routing proto-
col for smartphones;
� An analysis of the privacy and security properties offered by our

routing protocol;
� A trace-driven simulation study (using both real-world and syn-

thetic data) that evaluates our method’s scalability and
efficiency.

2. Network assumptions and goals

To achieve reasonable performance, HumaNets leverage humans’
tendency to follow routines: The locations that people frequented
in the past are predictors of their future locations [1]. However, a
device’s location history may be extremely sensitive, and more-
over, combining multiple nodes’ location histories may allow an
adversary to discover social networks and enumerate participants’
movements. Hence, the high-level goal of our PPBR protocol and
the central challenge of this paper is to enable efficient geo-
graphic-based messaging that limits the exposure of information at
message exchanges. In particular, an adversary who witnesses a
message exchange should learn little important information about
the participants’ location histories.

Importantly, however, our HumaNet routing protocol does not
conceal the identities of the network’s participants. An adversary
who intercepts a PPBR message can reasonably conclude that the
sender is participating in a HumaNet. Participating in a HumaNet

inherently carries risk if used as an anti-censorship technology:
This is unfortunately true of any system that may be deemed ‘‘sub-
versive’’. However, when other means of communication are
impossible (either due to global monitoring or blocked connectiv-
ity), HumaNets provide a means to exchange information in a man-
ner that is efficient, scalable, difficult to surveil, and privacy-aware.1

2.1. Requirements

HumaNets routing protocols are designed for location-aware
mobile devices. We assume that network participants can learn
their locations (e.g., via GPS2) without relying on the cellular service
provider’s network, and that devices contain sufficient storage to
record their movement histories. We note that current generation
smartphones meet HumaNets’ modest storage and processing
requirements.

If GPS is used to determine location, the GPS receiver needs to be
activated intermittently and only during regularly scheduled times
during which HumaNets messages are exchanged. As recent work
notes that GPS reception increases power consumption on smart-

phones only by approximately 15% [10], we expect the power con-
sumption due to HumaNets to be manageable. Additionally, if any
other application on the smartphone requests location information,
HumaNets software may use the ‘‘last known position’’ OS feature to
determine location with negligible cost. We evaluate the energy
costs of our routing scheme in more detail in Section 5.11.

We additionally assume that participants have knowledge of
the routing area. Since HumaNets enable geocast routing, a message
that is targeted at specific receivers requires the sender to have
some knowledge about the receivers’ likely future locations (e.g.,
their home or work); this requirement is similar to that imposed
by traditional networking where users need knowledge of a ser-
vice’s hostname or IP address. We also assume that participants
know some coarse-grain information about general movement sta-
tistics over the routing area. In particular, nodes should be capable
of estimating the ‘‘popularity’’ of city areas – e.g., that the upper
west side of Manhattan is more densely traveled than Far Rocka-
way, Queens. This information can be obtained from census data,
other public source of information, or personal experience. Such
information can be shipped with the HumaNets software and is
assumed to be known to an adversary.

2.2. Threat model

We envision both passive and active adversaries. A passive
adversary may have any number of confederates and is able to
observe message exchanges at a fixed number of locations
throughout the HumaNet routing area. An active adversary may
additionally participate in HumaNets by generating fake messages,
accepting messages, and/or dropping or misrouting messages.

We do not provide protection against a mobile targeting adver-
sary. An adversary that can physically follow a node can trivially
learn about its whereabouts and discover its routine movements.
Such a ‘‘stalker’’ adversary is also very costly to deploy. In this paper,
we focus on less targeted attackers and assume an adversary who
monitors, intercepts, or participates in local exchanges that occur
in its presence. The adversary is aware of the participants and their
locations at the time of an exchange, and thus we do not claim that
our system provides traditional location-privacy [11] for ad hoc net-
works, although such extensions may be relevant here.

The adversary’s goals are as follows:

� DISRUPTION: Inject failures into the network such that messages
can no longer be reliably delivered.
� DE-ANONYMIZATION: Determine the originating sender of inter-

cepted messages.
� PROFILING: Infer movement patterns of a targeted individual or

learn his/her ‘‘important’’ locations (e.g., home, work, under-
ground meeting place).

2.3. Performance and security goals

The goal of our routing protocol is to provide the following
properties in the presence of active and passive adversaries:

� RELIABILITY: Messages should reach their intended destinations
with high probability.
� EFFICIENCY: Messages should reach their intended destinations

with reasonable latency and overhead.
� SCALABILITY: HumaNets should be able to scale to a large number of

participants with many concurrent messages.
� POINT-TO-POINT: Messages should be exchanged only point-to-

point and avoid any centralized routing structures.
� PRIVACY-PRESERVATION: The protocol should not leak the sender’s

identity, nor should it reveal information about participants’
previous locations. We do not distinguish between locations

1 It may be possible for users to use steganographic channels to conceal their
participation in a HumaNet, although we do not explore such techniques in this paper.

2 GPS is a unidirectional protocol and requires only the reception of signals from
U.S.-operated satellites.
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