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a  b  s  t  r  a  c  t

Reversible  image  steganographic  scheme  has  become  one  of main  research  contents  in information
hiding  field  in recent  years.  Reversibility  allows  the  original  images  to  be  completely  reconstructed
without  any  distortion  after  the  embedded  information  has  been  extracted.  Image  interpolation  is  a
key  image  processing  method  and  has  been  widely  applied  in  imaging  processing  relevant  areas,  such
as  image  reconstruction  by  simulating  image  adjacent  pixels  between  two-dimensional  images.  This
paper  proposed  a  reversible  and  adaptive  image  steganographic  algorithm  based  on  a  novel  interpola-
tion  technology,  which  can  improve  the  performance  of information  hiding  schemes  proposed  before.
The  proposed  scheme  has  the  benefits  of higher  embedding  capacity  with  lower  computational  complex-
ity and  better  image  quality.  The  experimental  results  show  that  the  proposed  scheme  can  gain better
performance  than  other  state-of-the-art  algorithms.

© 2015  Elsevier  GmbH.  All  rights  reserved.

1. Introduction

Information hiding (or data hiding) is the art of secret informa-
tion communication via public networks [1]. In the past 10 years,
information hiding techniques have become an important infor-
mation security technology. It is widespread in a great deal of
application fields [2]. It, for example, is used for protecting secret
information not to be perceptible. Secret information sender can
apply the information hiding technique to embed secret infor-
mation which can avoid being detected, stolen, or destroyed by
unauthorized persons in the process of transmission. It mainly con-
cerns with embedding of information in a “cover file” so that the
very existence of hidden information is concealed. Anyone should
not doubt or know the presence of secret messages except for the
sender and the authorized users of the stego files. Information hid-
ing is able to avoid suspicion from the visual view, which is lacking
in traditional encryption system.

Steganography (or steganographic algorithm) is one of main
branches of information hiding which refers to a number of dis-
ciplines. Security, capacity, and robustness are three main aspects
that affect an information hiding system and its applications.
Steganographic methods are concerned primarily with high secu-
rity and capacity. Robustness is usually one of main research
contents in the watermarking technology. Because of their inherent
redundant information, digital files (such as digital images, videos,
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sound files, and other computer files) have widespread application
for information hiding and steganography using as “cover files” or
carriers to embed secret information.

In the information hiding systems, there are two types of
information hiding algorithms. Methods based on spatial domain
techniques are a kind of image steganographic techniques. In the
spatial domain, information hiding algorithms can embed secret
messages into the intensity of pixels value of images directly. The
least significant bits (LSB) embedding is the simplest and most
popular scheme for digital images. The LSBs of image pixel values
have pseudo random and noise-like characteristics. So, embedding
information in them cannot be visually detected. Methods based
on spatial domain are a widely used technique due to its superior
capacity, good image quality and its low computational complex-
ity [3]. Hence, information hiding in the LSBs was one of the most
early steganographic methods and its variations are still being con-
sidered by the researchers in this field. Methods based on transform
domain techniques are another kind of image information hiding
techniques. In the transform domain, images are first transformed
to another domain (such as DCT domain), and then secret messages
are embedded into transform domain coefficients in Ref. [2]. The
LSBs of transform coefficients have also the same characteristics,
such as pseudo random and noise-like characteristics.

The capacity or embedding rate is an important characteristic
of a steganographic algorithm which is defined as the number of
information bits that can be embedded in each pixel of a cover
image. The embedding rate is one bit per pixel (bpp) in the two
mentioned steganographic methods of LSB-F and LSB-M. When the
hidden messages contain a smaller number of bits than the number
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of the cover-image pixels, we assume that the information hiding
is distributed randomly throughout the cover image based on a
secret key (or stego key) shared with the authorized users of the
stego image. Some of the classic algorithms will be presented as
follows.

Mielikain proposed an information hiding method based on LSB
matching revisited (LSB-MR) which has also better performance
than the powerful LSB [4]. Using a pair of pixels as an information
hiding unit, the secret information is embedded in the image pix-
els in LSB-MR. The LSB of the first pixel hides one bit of message,
and a function of the two pixel values embeds another bit of mes-
sage. Experimental results demonstrate that the proposed method
is with fewer revisions to the pixels of the cover image than LSB-
M when embedding the same capacity messages. The embedding
rate is 0.5 bit per pixel (bpp) in LSB-MR. Omoomi et al. proposed a
novel efficient high payload ±1 steganographic scheme based on
a special two variable binary functions [5]. Embedding capacity is
1.00 bit per pixel (bpp) in the EPES method.

The proposed information hiding methods can also be clas-
sified into two kinds, such as irreversible information hiding
schemes (e.g., [6–10]) and reversible information hiding algo-
rithms (e.g., [11–20]). Irreversible steganographic techniques may
generally obtain better embedding capacity and higher image qual-
ity. Reversible information hiding methods get the advantages of
the exact recovery of the original images when extraction of the
embedded information. The latter is the fundamental research con-
tent of this paper.

Image interpolation is a rather important technique in digi-
tal image processing by which a small image is scaled-up larger.
High speed and low time complexity are two main advantages
of image interpolation method. Based on the existence informa-
tion of image to estimate unknown approximation pixel values
at the adjacent pixel positions, the size of the image is magnified
by image interpolating methods up to several times or more. An
interpolated image will always lose some quality after image inter-
polation is performed each time [9]. Image interpolation is widely
used in the medical imaging processing in Ref. [21]. Moreover, med-
ical imaging processing requires enormous amounts of information
and extreme precision. So, it is essential for a better interpolating
technique to reduce the processing time and remain or improve
good quality of reconstructed images. It is important for a speedy
and efficient interpolating technique that provides extremely good
image quality.

It is a hot topic for combination interpolation technology with
information hiding in recent years. In 2009, Jung and Yoo first pro-
posed the use of image interpolation to information hiding in the
spatial domain in Ref. [11]. The interpolating method proposed by
Jung and Yoo in [11] is Neighbor Mean Interpolation (NMI). Using
image interpolation technique, Luo et al. presented a reversible
image watermarking method [12]. In [13], Lee et al. presented an
interpolation technique by Neighboring Pixels (INP). By the inter-
polation technique, INP method hides secret information based on
maximum adjacent pixels difference values. Using optional predic-
tion error histogram modification, Ou et al. put forward a reversible
watermarking method which reduced the image distortion of high
capacity in Ref. [14]. Using the idea of reference pixel and multi-
layer hiding, Zeng et al. presented a Reversible Data Hiding Scheme
(RDHS) based on the pixel difference histogram shifting to spare
space for embedding secret information [15]. Based on image inter-
polation and direction order mechanism, Wang et al. proposed a
reversible data hiding for high quality images in spatial domain
[16]. Qian et al. presented a framework of reversible information
hiding method in an encrypted JPEG bitstream [17]. Utilizing a
multi-layer information embedding technique, Tang et al. proposed
a high Capacity Reversible Steganography (CRS) [18]. When the
good visual quality being retained, Wu  et al. presented a novel

reversible digital images information hiding algorithm [19]. Based
on the minimum rate criterion and optimized histograms modifica-
tion, Hu et al. [20] designed a reversible information hiding scheme
by applying a pixel prediction method to embed secret information.
Depending on adjacent pixels when image interpolation, informa-
tion hiding scheme produces the estimated pixel values to fill in the
blanks and hides secret sub-messages within them. This research
may contribute to the improvement of embedding capacity. But,
image quality is affected by introducing an image interpolation by
neighboring pixels.

Based on the above analysis and research, the paper proposed
a high capacity, Reversible and Adaptive Steganographic (RAS)
method based on a novel image interpolation and image compensa-
tion technique. The rest of the paper is organized as follows. Section
2 introduces the image interpolation technique and information
hiding algorithm proposed by Jung and Yoo [11], Lee and Huang
[13], Zeng et al. [15] and Tang et al. [18]. Section 3 describes the
proposed information hiding scheme and shows how the embed-
ding capacity in the image interpolating method can be improved as
well as good image quality being retained. The experimental results
and performance analysis are presented in Section 4. Conclusions
are finally outlined in Section 5.

2. Theoretical background

In this section, some classic reversible information hiding algo-
rithms using image interpolation are reviewed, including NMI
method [11], INP on maximum difference values [13], High Capac-
ity Reversible Steganography using multilayer embedding (CRS)
[18] and Reversible Data Hiding Scheme (RDHS) [15]. Let an input
image, original image, cover image (or scaling-up), and stego image
be Ii, Oi, Ci and Si, respectively.

2.1. Neighbor Mean Interpolation (NMI)

The NMI  method calculates the mean based on the neighbor-
ing pixel values, and inserts it into the blanks of scaling-up image
Ci as a pixel. The calculation process of NMI  method is as follows:
for a 3 × 3 overlapping sub-block, Ci(0, 0) = Oi(0, 0), Ci(0, 1) = (Oi(0,
0) + Oi(0, 2))/2, Ci(1, 0) = (Oi(0, 0) + Oi(2, 0))/2 and Ci(1, 1) = (Ci(1,
0) + Ci(0, 1) + Oi(1, 1))/3. A large amount of secret information can
be embedded by the NMI  method while maintaining good image
quality. The experimental results of NMI  method show that the
average stego image quality is 24.44 (dB) measured by peak signal-
to-noise ratio (PSNR), which is superior to the similar algorithms
proposed before. Meanwhile, the NMI  method gets the advantages
of high speed and low time complexity. Therefore, the NMI  method
is appropriate for application of interpolation calculation with a
large number of images. Please refer to [11] for the more detailed
descriptions and contents of embedding and extracting procedures.

2.2. Interpolation by Neighboring Pixels (INP) on maximum
difference values

At first, the INP scheme changes a H × G size input image Ii down
to 1/4 (that is, H/2 × G/2) of itself, and uses the reduced scale image
as an original image Oi. Secondly, the INP method uses an interpo-
lation method to enlarge Oi to form a four times image (that is a
H × G cover image Ci). And then, after embedding secret informa-
tion, a H × G stego image Si comes into being from the cover image
Ci. The authorized users can recover the original image Oi after the
embedded secret information is extracted from the stego image Si.
Please refer to [13] for the more detailed descriptions and contents
of embedding and extracting procedures.
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