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a b s t r a c t

Much of the existing work on wireless sensor networks (WSNs) has focused on addressing
the power and computational resource constraints of WSNs by the design of specific rout-
ing, MAC, and cross-layer protocols. Recently, there have been heightened privacy concerns
over the data collected by and transmitted through WSNs. The wireless transmission
required by a WSN, and the self-organizing nature of its architecture, makes privacy pro-
tection for WSNs an especially challenging problem. This paper provides a state-of-the-
art survey of privacy-preserving techniques for WSNs. In particular, we review two main
categories of privacy-preserving techniques for protecting two types of private informa-
tion, data-oriented and context-oriented privacy, respectively. We also discuss a number
of important open challenges for future research. Our hope is that this paper sheds some
light on a fruitful direction of future research for privacy preservation in WSNs.

� 2009 Elsevier B.V. All rights reserved.

1. Introduction

In recent years, wireless sensor networks (WSNs) have
drawn considerable attention from the research commu-
nity on issues ranging from theoretical research to practi-
cal applications. Special characteristics of WSNs, such as
resource constraints on energy and computational power,
have been well defined and widely studied [3]. What has
received less attention, however, is the critical privacy con-
cern on information being collected, transmitted, and ana-
lyzed in a WSN. Such private information of concern may
include payload data collected by sensors and transmitted
through the network to a centralized data processing ser-
ver. For example, a patient’s blood pressure, sugar level
and other vital signs are usually of critical privacy concern
when monitored by a medical WSN which transmits the
data to a remote hospital or doctor’s office. Privacy con-

cerns may also arise beyond data content and may focus
on context information such as the location of a sensor ini-
tiating data communication. Note that an alert communi-
cation originating from a patient’s heart monitor in the
medical WSN is enough for an adversary to infer that the
patient suffers from heart problem. Effective countermea-
sure against the disclosure of both data and context-ori-
ented private information is an indispensable prerequisite
for the broad application of WSNs to real-world
applications.

Privacy protection has been extensively studied in var-
ious fields related to WSN such as wired and wireless net-
working, databases and data mining. Nonetheless, the
following inherent features of WSNs introduce unique
challenges for privacy preservation in WSNs, and prevent
the existing techniques from being directly transplanted:

� Uncontrollable environment: Sensors may have to be
deployed to an environment uncontrollable by the defen-
der, such as a battlefield, enabling an adversary to launch
physical attacks to capture sensor nodes or deploy coun-
terfeit ones. As a result, an adversary may retrieve private
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keys used for secure communication and decrypt any
communication eavesdropped by the adversary.

� Sensor-node resource constraints: A battery-powered sen-
sor node generally has severe constraints on its ability to
store, process, and transmit the sensed data. As a result,
the computational complexity and resource consump-
tion of public-key ciphers is usually considered unsuit-
able for WSNs. This introduces additional challenges
for privacy preservation.

� Topological constraints: The limited communication
range of sensor nodes in a WSN requires multiple hops
in order to transmit data from the source to the base sta-
tion. Such a multi-hop scheme demands different nodes
to take diverse traffic loads. In particular, a node closer
to the base station (i.e., data collecting and processing
server) has to relay data from nodes further away from
base station in addition to transmitting its own gener-
ated data, leading to higher transmission rate. Such an
unbalanced network traffic pattern brings significant
challenges to the protection of context-oriented privacy
information. Particularly, if an adversary holds the abil-
ity of global traffic analysis, observing the traffic pat-
terns of different nodes over the whole network, it can
easily identify the sink and compromise context privacy,
or even manipulate the sink node to impede the proper
functioning of the WSN.

The unique challenges for privacy preservation in WSNs
call for the development of effective privacy-preserving
techniques. In this paper, we provide a state-of-the-art sur-
vey of existing privacy-preserving techniques in WSNs. We
review two main categories of privacy-preserving tech-
niques for protecting two types of private information,
data-oriented and context-oriented privacy, respectively.
In the category of data privacy, we mainly discuss how to
enable the aggregation of sensed data without violating
the privacy of the data being collected and guarantee the
privacy of data query initiated by users of the network.
For context-based privacy, we analyze the protection of
location privacy and temporal private information. In addi-
tion, we build a table to compare different techniques in
terms of their effectiveness in practical applications. Last
but not the least, we discuss some interesting and chal-
lenging open issues on this topic, which are expected to
shed light on a fruitful direction of future research on pri-
vacy preservation in WSNs.

The rest of the paper is organized as follows. We review
privacy-preserving techniques in related fields in Section 2.
In Section 3, we introduce our taxonomy of privacy-pre-
serving techniques in WSNs. Sections 4 and 5 address tech-
niques for data and context-oriented privacy protection,
respectively. In Section 6, we evaluate and compare the
performance of different privacy-preserving techniques.
Section 7 outlines the open challenges for future research,
followed by final remarks in Section 8.

2. Related work

Research on issues related to WSNs requires multi-
disciplinary studies spanning networking, databases,

distributed computing, etc. To properly understand the
challenges of privacy preservation in WSNs and the tech-
niques necessary to address such challenges, it is important
to first examine the privacy issues and privacy-preserving
techniques in such related fields as databases, data min-
ing and wireless networks, which we briefly review as
follows.

In the field of database and data mining, privacy con-
cerns may arise from three types of systems [36]: The first
is an information sharing system which involves two or
more mutually untrusted parties. The objective is to guar-
antee that no private information beyond the minimum
necessary is disclosed during information sharing. Crypto-
graphic secure multi-party computation techniques are
usually used for this type of systems [1,11,35,38]. The sec-
ond is a data collection system where one centralized data
collector/analyzer collects and mines data from multiple
distributed data providers. Random perturbation tech-
niques [2,15,33,34] are usually applied to protecting pri-
vacy in these systems. The third type is a data publishing
system, the objective of which is to publish data to support
data analytical application without compromising the ano-
nymity of individual data owners. k-anonymity [27] and l-
diversity based algorithms [19,20] are proposed for privacy
protection in these systems.

Privacy issues have also been extensively studied in the
domain of generic networking. Location privacy is of par-
ticular concern with the pervasive development of ad-
vanced wireless device, like PDA, and with the advent of
location-based service (LBS). In an LBS system, a user hold-
ing a wireless device queries the LBS server to obtain the
nearest restaurant or hospital to the user. Nonetheless,
the user would not willingly disclose his/her real location.
To address such location privacy concerns, ANONYMIZER,
a trusted-third-party based framework, was proposed
[13]. With this framework, a user first sends his/her loca-
tion to the centralized anonymizer which then queries
the LBS server with not the user’s real location but a cloak-
ing region which covers not only the user but also a num-
ber of other users. This technique prevents the LBS server
from distinguishing one user from many others. However,
it is unlikely to be practical for two reasons: First, it is not
reasonable to assume the existence of a trustable third
party. Second, even if such a trusted third party exists, it
creates a single point-of-failure for the system because if
the third party is compromised, the privacy preservation
over the whole system will completely collapse. To remove
the requirement of a trusted third party, a private-infor-
mation-retrieval based technique was proposed [12].
Nonetheless, this technique also suffers from significant
computation and communication overhead. Besides the
direct disclosure of user’s location from query payload,
traffic flow information may also breach location privacy.
In particular, the server may pinpoint the location of a user
based on the user’s IP address. In order to provide traffic
flow confidentiality, Tor [10] is designed, as the second
generation onion routing [22], and becomes a popular
anonymous communication network which consists of
thousands of Tor routers to relay user traffic to or from
LBS server.

1502 N. Li et al. / Ad Hoc Networks 7 (2009) 1501–1514



Download	English	Version:

https://daneshyari.com/en/article/446257

Download	Persian	Version:

https://daneshyari.com/article/446257

Daneshyari.com

https://daneshyari.com/en/article/446257
https://daneshyari.com/article/446257
https://daneshyari.com/

