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Recently a lot of efforts are focused on the most promising solutions in future communication environ-
ments with information and communication security technologies. As a result of anonymity and contri-
bution resources voluntary of nodes in P2P wireless network, the overwhelming nodes lack enthusiasm
when they provide service, which is easy to cause free riding phenomenon. Thus, it leads to the emer-
gence of hubs. Due to the existence of hubs in P2P wireless networks, the network becomes much more
vulnerable because of great reducing in defending against coordinated attacks.

Efgfg;‘f; Therefore, in this paper we provide a secure model for controlling the hubs in P2P network based on
lncemiveg trust value. In detail, this paper proposes a model based on trust value of nodes against vulnerability,

which not only takes into account a node’s connections, but also gives full consideration about a node’s
trust value. The calculation of trust value is broken down to various types of resources. In accordance
with the type of pre-transaction resources, the nodes that have higher trust value and fewer connections
are chosen to make transaction. Simulation results demonstrate that this model can encourage nodes to
participate in sharing recourses with other nodes in the network actively, and simultaneously it can avoid
generating hubs effectively. Our model could improve the ability of defending against coordinated
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attacks, and also could enhance the network robustness and stability.

© 2010 Elsevier B.V. All rights reserved.

1. Introduction

Recently positive efforts are focused on the most promising
solutions in future communication environments with information
and communication security technologies. Here we are interested
in a secure model for Peer-to-Peer (P2P) network, which breaks
the traditional Client/Server (C/S) mode. In this network, each node
is equal logically, which is both a provider and recipient of re-
sources [1]. P2P file sharing business has exceeded the World Wide
Web (WWW) [2], and becomes one of the most important internet
application systems in the world. However, this pattern of work
has a number of drawbacks. For example, the design philosophy
of P2P wireless network is to improve the network efficiency by
using the network bandwidth fully and developing the potential
of each node as possible as it can. However, as a result of anonym-
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ity and contribution resources voluntary of nodes in P2P wireless
network, the overwhelming nodes lack enthusiasm of providing
service since a single node is to only attempt to maximize its
own network effectiveness. Thus, it is easy to cause free riding phe-
nomenon. In this network, a large number of nodes just use the
network resources without contributing anything, and only a small
number of nodes in network provide resource, which will lead to
the emergence of hubs. That is, a small number of nodes own many
connections, while the majority has only few connections. The
existence of hubs may cause the entire network’s ability of defend-
ing against coordinated attacks to decrease greatly, and increase
the vulnerability of the network [3]. In addition, the anonymity
and openness of P2P wireless network make the issue of network
security becoming increasingly prominent [4], which can be seen
from the performance of providing reliable services or fraud acts
[5], it is necessary to regulate the users’ behavior in network
through the trust value.

Therefore, in this paper we propose a model against vulnerabil-
ity based on trust value. Compared with the traditional models, our
model has below characteristics:
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(1) The calculation of trust value is broken down to various
types of resources. We will take high trust value for type
of resources as a factor while selecting service provider,
which ensures the success rate of downloading resources.

(2) The accumulation of trust value needs a number of success-
ful transactions, which can prompt nodes providing high
quality resources. Thus, it can avoid free riding phenomenon
and fraud actions.

(3) We take into account the node’s connections, select nodes
that have higher trust and fewer connections to make trans-
action. This can avoid generating hubs effectively, improve
the ability to defend against coordinated attacks, and also
enhance the network robustness and stability.

The rest of this paper is organized as follows. Section 2 gives the
research status. In Section 3, we propose the model based on trust
value against vulnerability in P2P wireless network. Section 4
shows the analysis of vulnerability against model. In Section 5,
we give the simulation analysis to demonstrate that our model is
effective. Finally, Section 6 presents the conclusions and future
work.

2. Research statuses

Scientists have found that the distribution of nodes’ connection
in P2P wireless network follows the “power-law distribution” [6],
i.e., for an existing network, new nodes prefer to connect to the
nodes that already have more connections. As time goes by, these
nodes have more connections than the others, which may lead to
the formation of hubs. In addition, the existence of free riding phe-
nomenon, which makes network only have a small number of net-
work nodes to provide resources, is also one of the reasons to lead
to generate hubs. Once a hub fails or quits from the network, it will
affect the P2P system significantly [7]. Thus the existence of hubs
in the network will reduce the performance and quality of service
of P2P system, and also make the network more vulnerable.

Literature [8] has reported the results of network traffic mea-
surement in the Gnutella system in 2001. This article points out
that nodes maintain an average of 3.4 connections in the Gnutella
peer-to-peer network, while the maintain connections of a small
number of enthusiasm nodes maybe reach the thousands, or even
tens of thousands, and the connections of nodes distribute simi-
larly to power law. However, the actual distributions curve of de-
grees differs from the power law distribution due to some nodes
owning too small connections. The great differences of nodes’
maintaining connections with the number of free-riders reported
in [9] have the consistency.

At present, the controlling mechanisms on hubs mainly focus on
restricting the behavior of the users for the single node, such as
incentive mechanisms [10,11], the game theory [12], social net-
works or economic models and other methods of controlling strat-
egy [13], in which incentive mechanism is one of the most popular
means of researching and controlling the hubs. The most common
measure of this method is through designing the utility function to
calculate the contribution value of nodes, awarding the uploading
behavior by increasing its contribution value and punishing the
downloading acts by reducing its contribution value, then in accor-
dance with the contribution value to determine the node whether
is free rider and decide whether the download request can be met.
However, such a strict method may make some of the free-riders
lose interests on the system and thus it reduces the number of
its users, which acts against the purpose to let the system develop
more continually and healthily. The utility function only takes into
account the total number of the shared files, the total size of the
shared files, the degree of the shared data and other factors, though

some of the literature in order to be more equitable, it also consid-
ers the node’s hardware facilities, such as CPU and network band-
width. However, many of them ignore the major issues of the
quality of the files and regard all trading activities as a successful
transaction.

In addition, another noteworthy research perspective in P2P
wireless network is to control the network’s logical topology struc-
ture to avoid generating the hubs. Literature [14] has proposed a
hierarchical strategy to deal with the hubs in P2P wireless network,
that is, when catching out a node »; going to become a hub in the
network, it should find out the resources that have the most re-
quest connections from all the resources that »; is sharing and
search out other nodes that are sharing this resources in the net-
work by starting from the node »;. From these nodes, then the most
two excellent nodes are selected to support more remainder con-
nections as the left child and right child (standby nodes) of the
node »;, form a multilayer binary tree in logic structure to control
the hubs. But when choosing standby nodes, it just considers the
remainder connections of a node and the distance between nodes,
without concerning the node’s trust value, which may result in
nodes to have low trust value and no resources or unreliable re-
sources are offered as standby nodes, thereby it reduces the effi-
ciency of the network.

3. The model against vulnerability in P2P wireless network
3.1. The ideology of against vulnerability model

P2P wireless network is a collaborative system, the nodes can
choose their own interactive objects, and can exchange services
or resource. The choice of interactive objects to some extent deter-
mines the quality of interaction, as well as reliability. Trust value
can be calculated in P2P wireless network, which enable node
gains trust value of candidates before making transaction, then
the node that have higher value and fewer connections is chosen
as a across-node object. Thus, using trust value can improve the
quality of services and could inhibit the activities of malicious
nodes, as well as the spread of malicious content.

Definition 1. P2P wireless network will be expressed as G(V,E),
where G is a network graph which is composed by a set of nodes in
which V is the nodes set and a set of edges E is the edges set,
v, vj € V(i,j=1,2,...,n),nis the number of the nodes in G, and the
number of the nodes connected to a node is called the node’s
connections. A node »; sends the transaction request to a node v,
then z; will select the node who has higher trust value and fewer
connections to inhibit the free riding phenomenon, to distribute
network traffic, and to avoid the formation of the hubs. At the same
time, it can increase the success rate of downloading, can use
network resources fully, can improve network performance effi-
ciently, and can enhance the network robustness and stability.

3.2. Node’s trust value for type of resources

In 1994, Marsh described the formal problem of trust firstly,
and then he divided content and level from the concept of trust,
and posed a mathematical model of the trust metric from subjec-
tivity of trust [15]. In 1996, Blaze et al. first put forward the “trust
management” concept [16] in order to address the internet secu-
rity issues. After that, different scholars from different angles, dif-
ferent applications of the trust model and trust management
techniques carried out deep research [17,18]. The definition of
trust is given in the X.509 specification of ITU-T Recommendation
standards (x.509, section 3.3.23): Entity “A” trusts entity “B” when
“A” assumes that “B” will behave exactly as what “A” expects [19].
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