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Abstract

Privacy and security should be paid much more attention in secure vehicular ad hoc networks (VANETs). However, as far as we
know, few researches on secure VANET protocols have addressed both the privacy issues and authenticated key establishment. There-
fore, in this work, a lightweight authenticated key establishment scheme with privacy preservation to secure the communications between
mobile vehicles and roadside infrastructure in a VANET is proposed, which is called SECSPP. Our proposed scheme not only accom-
plishes vehicle-to-vehicle and vehicle-to-roadside infrastructure authentication and key establishment for communication between mem-
bers, but also integrates blind signature techniques into the scheme in allowing mobile vehicles to anonymously interact with the services
of roadside infrastructure. We also show that our scheme is efficient in its implementation on mobile vehicles in comparison with other

related proposals.
© 2008 Elsevier B.V. All rights reserved.
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1. Introduction

Vehicular ad hoc networks (VANETSs) with intercon-
nected vehicles and numerous services promise superb inte-
gration of digital infrastructure into many aspects of our
lives, from vehicle-to-vehicle, roadside devices, base sta-
tions, traffic lights, and so forth. A network of a huge num-
ber of mobile and high-speed vehicles through wireless
communication connections has become electronically
and technically feasible and been developed for extending
traditional traffic controls to brand new traffic services that
offer large traffic-related applications. Applications of
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vehicular ad hoc networks range from rapid transportation
development to civil life-support operations such as elec-
tronic toll systems, vehicle-collision avoidance, collection
of traffic information, vehicle diagnostics, cooperative driv-
ing, and entertainment-related applications. In VANETsS,
the vehicles act as mobile nodes, and self-organized, wire-
less communications occur with each other directly, by
multi-hop communications, and do not rely on a prede-
fined or centralized infrastructure to keep the network con-
nected such as with MANETSs (Mobile Ad Hoc Networks)
[1,3,22,25,28,30]. Some important characteristics need to be
considered for VANETs and are quite different from
MANETS shown in Table 1. Jungels et al. [21] simply clas-
sify the VANET applications into two types, namely: vehi-
cle-to-vehicle communication and vehicle-to-roadside
infrastructure communication, respectively. For the former
type, vehicles are able to communicate with others in order
to receive some valuable traffic information from them,
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Table 1
Comparisons of VANETs and MANETs
Characteristics MANET VANET

Network topology
Mobility

Route direction
Communication models
Resource constraints
Connected range and nodes
Application areas

Random deployment

Normal speed (less than 20 km/h)
From any direction

Peer-to-peer

Limited computation ability and power

Small scale and few nodes (10-100 communication nodes)
Military, calamity, emergency, and civil environments

Deployment stands on the direction of the roadway route
High speed (more than 40 km/h)

Driving directions (or reverse of driving direction)
Vehicle-to-vehicle and vehicle-to-roadside device

Unlimited computation ability and power

Large scale and many nodes (more than 100 nodes)

Traffic safety, traffic control, and electronic toll systems, etc.

such as roadway conditions, accidents on the road, etc. For
the latter type, Dotzer et al. [4] further classify it into two
communication modes, namely: (1) transmitting messages
from fixed roadside nodes to mobile vehicular nodes (i.e.
transmission of traffic signals and entertainment services),
(2) transmitting messages from mobile vehicular nodes to
fixed roadside nodes (i.e. an ambulance can transmit emer-
gency signals to control the destined traffic lights). In this
issue, we would like to propose a new secure communica-
tion scheme and apply it to above-mentioned two situa-
tions for VANETs.

Unlike traditionally wired networks are protected by
several lines of defense such as firewalls and gateways,
security attacks on such wireless networks may come from
any direction and target all nodes. Therefore, VANETS are
susceptible to intruders ranging from passive eavesdrop-
ping to active spamming, tampering, and interfering due
to the absence of basic infrastructure and centralized
administration. Moreover, the main challenge facing vehic-
ular ad hoc networks is user privacy. Whenever vehicular
nodes attempt to access some services from roadside infra-
structure nodes, they want to maintain the necessary pri-
vacy without being tracked down for whoever they are,
wherever they are and whatever they are doing. It is consid-
ered as one of the important security requirements that
should be paid more attention for secure VANET schemes,
especially in privacy-vital environment. A number of secu-
rity threats to vehicular ad hoc networks have been
addressed [5,13,14,18]. In [19,20], Raya et al. introduced
three kinds of security threats in VANETS, including
attacks on safety-related applications, attacks on pay-
ment-based applications, and attacks on privacy. They fur-
ther proposed certain recommended mechanisms to
achieve security issues in VANETS. For example, establish-
ing vehicular public key infrastructure, setting up an Event
Data Recording (EDR) machine and tamper-proof hard-
ware in vehicles, etc. In [15], Leinmiiller et al. proposed
some security requirements and two solutions including
reactive and proactive security concepts for securing
VANETs. In [17], Moustafa et al. developed an AAA
(Authentication, Authorization, and Accounting) scheme
for vehicular environments by employing EAP-Kerberos
and EAP-TLS authentication protocols, however, an on-
line centralized authority (CA) is not suitable for VANETs
due to the CA being a single point and it is susceptible to
damage the security of the entire network whenever it fails
or is compromised.

According to the security threats and privacy issues into
consideration, our proposed scheme must maintain the fol-
lowing essential requirements:

e Providing mutual authentication between the two com-
municating parties such as vehicle-to-vehicle and vehi-
cle-to-roadside device.

Allowing mobile vehicles to anonymously interact with

the roadside devices to access the service.

The system must have light overheads in terms of com-

putational costs and high efficiency.

Generating dynamic session key to secure the communi-

cations between nodes in VANETS.

e Providing data confidentiality and integrity in applica-
tions of vehicle-to-vehicle and vehicle-to-roadside device
communications;

e Preventing impersonation attacks, that is, no one can
impersonate another authorized member to cause ser-
vice abuse problems and to damage the security of
VANETS.

e Preventing eavesdropping, in other words, an intruder
cannot discover some valuable information from com-
munications between members in VANETs.

In summary, our proposed scheme has two main advan-
tages that compared with other related schemes: one is that
it allows anonymity of the communications between vehi-
cles and roadside infrastructure, and the other one is that
it combines the authenticated key establishment into the
scheme by using the following cryptographic techniques
including non-interactive key agreement, blind signature,
one-way hash function, and nonces. To the best of our
knowledge, this work is the first attempt to provide a secure
communications model with mutual authentication, key
establishment protocol, and privacy preservation in vehic-
ular ad hoc networks.

The rest of this article is organized as follows. In Section
2, we describe some basic preliminaries of our scheme. In
Section 3, we present our secure communication scheme
for VANETS, followed by the security analysis and perfor-
mance evaluation in Section 4. Finally, we conclude this
article in Section 5.

2. Preliminaries

As a preliminary, we used some cryptographic tech-
niques and basic tools in our scheme. The security of our
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