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As the interest in Wireless Mesh Networks (WMN), as an infrastructureless wireless
network, grows, security issues, especially intrusion detection, become of paramount
importance. The diversity in hardware along with a variety of WMN applications, have
resulted in WMN with different network characteristics (e.g., resource levels, system and
security models, etc.). Consequently, different intrusion detection mechanisms have been
proposed by the research community. Recently, the community has proposed several mon-
itoring techniques for intrusion detection where each considers different assumptions and
presents a different problem formulation for optimal monitoring. This article proposes a
taxonomy that categorizes existing solutions in this research area and identifies the
similarities and differences in their optimal monitoring problem formulations. We then
concentrate on two classes of monitoring techniques for intrusion detection in WMN: Traf-
fic Agnostic and Resourceful and Traffic Aware and Resourceful and present centralized and
distributed algorithms for solving optimal monitoring problem in these networks. Through
extensive simulations and a real implementation, we demonstrate the effects of different
network characteristics on the problem formulation and consequently the performance
(e.g., intrusion detection rate and resource consumption) of proposed solutions for optimal
monitoring in WMN.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

wireless medium and the emerging information security
threats, security has become one of the most critical issues

Wireless Mesh Networks (WMN) has emerged as self-
managing networks that provide Internet, intranet, and
other networking services to fixed and mobile clients using
a multi-hop multi-path wireless infrastructure [2-4]. The
number of deployments of WMN is continuously increas-
ing as they are suitable for many application domains such
as disaster response [5-9], rural IT services [10-14],
environmental monitoring [15-17] and many others, as
surveyed in [4]. Because of the intrinsic sharing of the
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WMN deployments face today.

Although Intrusion prevention methodologies, e.g.,
encryption protocols, public key infrastructure (PKI), etc.,
are known as the first line of defense in wireless networks,
this may not be enough in mission critical scenarios that
require strictly secure communication. It has been argued
[18] that regardless of the number of intrusion prevention
strategies used in a network, some vulnerabilities can
always be found to allow intruders passing the first line
of defense. For example, an unauthorized client physically
located in the WMN coverage area, but not associated to a
WMN access point, can launch attacks against WMN com-
munication links, e.g., Jamming attacks. To address the
issues of intrusion prevention, one of the most effective
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ideas proposed was to add layers of additional security
tools, e.g., intrusion detection systems (IDS), that take appro-
priate actions when the network is perceived to be under
attack. Simply adopting IDS from wired networks is chal-
lenging because WMN lack: (a) single vantage points
where traffic can be analyzed, which is typical in wired
networks (e.g., a gateway or router in a corporate
network); (b) the hardware resources(e.g., CPU and RAM)
available to wired networks; and (c) the practically unlim-
ited energy for powering WMN hardware.

The lack of concentration points where network traffic
can be analyzed has been investigated mainly in the context
of MANET and sensor networks. There, IDS were completely
decentralized, and an intrusion detection agent was placed
on each node [18]. These solutions were very inefficient
since nodes in the network would execute intrusion detec-
tion in a redundant manner (e.g., a multi-hop stream was
analyzed multiple times) thus consuming both hardware
resources (that could be allocated to other network func-
tions) and energy. These identified inefficiencies have trig-
gered significant research on optimal monitoring for
intrusion detection. The optimal monitoring has been typi-
cally solved by selecting a few nodes (called monitoring
nodes) that execute IDS [21,25-27]. The research has shown
that these solutions suffer from high false negative rates if
the hardware resources are not sufficient for executing
complete IDS functions [19,28]. Consequently, “cooperative
monitoring” has been proposed, where nodes are assigned
with few distinct IDS functions for local intrusion detection
and exchange information for cooperative intrusion
detection [29-37]. Cooperative monitoring for intrusion
detection has proven viable in scenarios where network
traffic is not significant, e.g., sensor networks, but it is prob-
lematic in networks with significant traffic [4,11,38,39] as
expected in WMN. Consequently, in this paper we investi-
gate non-cooperative approaches for IDS in WMN.

Recently, it was proposed that knowledge about net-
work traffic (i.e., traffic-awareness) be used for optimal
monitoring for intrusion detection [24,40|. The traffic
awareness is particularly helpful in networks with signifi-
cant constraints on hardware resources (designated herein
as resourceless). Some WMN may fall in this category and
can benefit from such solutions [40]. Other WMN have
wireless routers with more hardware capabilities (desig-
nated herein as resourceful), that can be dedicated to per-
forming full IDS functions [7,16,22]. We hypothesize that
traffic awareness can also be helpful for resourceful WMN.

To better understand the space of solutions for intru-
sion detection in WMN, we propose a taxonomy, presented
in Table 1. This taxonomy allows us to identify gaps in
existing solution-dedicated space and validate our afore-
mentioned hypothesis. As shown, our taxonomy is based
on the hardware resources available to WMN nodes (i.e.,
Resourceless and Resourceful) and based on Traffic Aware-
ness (i.e., Traffic Aware and Traffic Agnostic). It is impor-
tant to observe that our taxonomy addresses IDS
architectural issues and not intrusion detection engine
specific issues (e.g., if the IDS engine is Snort or Bro or some
other one). Traffic Agnostic and Resourceless solutions (e.g.,

Table 1
Taxonomy for traffic and resource aware intrusion detection in WMN.

Hardware resources

Resourceless Resourceful
Traffic awareness
Traffic Agnostic ~ OpenLIDS [19], DogoIDS [20]  [21,22], EEMON
Traffic Aware TRAM [23], PRIDE [24] TRAIN

OpenLIDS [19] and DogolDS [20]) use lightweight IDS for
resource-constrained WMN devices, but they can only
detect a limited number of attacks (they have higher false
alarm rates). Traffic Aware and Resourceless solutions (e.g.,
PRIDE [24,40] and TRAM [23]) assume that security admin-
istrators have the traffic information and distribute
reduced IDS tasks to monitoring nodes in the network, thus
using fewer hardware resources while still achieving high
detection rates. Traffic Agnostic and Resourceful solutions
(e.g., [21,22]) assume resourceful WMN devices (so called
specialized monitoring nodes in [22]) that are able to
perform complete IDS configurations and tolerate IDS com-
putational load.

In this article, we identify that the node coverage
approach of existing IDS for WMN is problematic for some
network security attacks (Section 3 shows that link cover-
age provides higher intrusion detection rate than node cov-
erage). Additionally, using our taxonomy, we observe that
no solution was proposed for intrusion detection in Traffic
Aware and Resourceful WMN. Consequently, we present
the EEMON design, an IDS for Traffic Agnostic and
Resourceful WMN that monitors links instead of nodes.
EEMON also considers the limited energy of WMN nodes.
This article also introduces TRAIN, an IDS for Traffic Aware
and Resourceful WMN that monitors traffic paths and also
takes into account the limited energy of WMN nodes. More
precisely, our contributions are as follows:

e We present similarities and differences in state-of-
art-art formulations for optimal monitoring problem,
based on our proposed taxonomy.

We formulate a novel optimal monitoring node
selection problem (Weighted Monitoring Coverage
(WMQ)) for Traffic Agnostic and Resourceful WMN
whereby monitoring nodes are responsible for monitor-
ing wireless links and not individual neighbor nodes.
We show that WMC is NP-hard.

We formulate a novel optimal monitoring node
selection problem (Path Monitoring Problem (PMP))
for Traffic Aware and Resourceful WMN, in which mon-
itor nodes are responsible for monitoring traffic paths.
We propose a protocol (EEMON) for solving WMC and a
protocol (TRAIN) for solving PMP.

We provide analysis of algorithms used in EEMON and
TRAIN to illustrate the tradeoff of time and message
complexities for intrusion detection rate.

Through extensive simulations, we evaluate the
performance of TRAIN and EEMON for intrusion detec-
tion rates and energy consumption in battery-powered
WMN.
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