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a b s t r a c t

Wireless sensor networks (WSNs) have been proven a useful technology for perceiving information about
the physical world and as a consequence has been used in many applications such as measurement of
temperature, radiation, flow of liquids, etc. The nature of this kind of technology, and also their vulner-
abilities to attacks make the security tools required for them to be considered in a special way. The deci-
sion making in a WSN is essential for carrying out certain tasks as it aids sensors establish collaborations.
In order to assist this process, trust management systems could play a relevant role. In this paper, we list
the best practices that we consider are essential for developing a good trust management system for WSN
and make an analysis of the state of the art related to these practices.

� 2010 Elsevier B.V. All rights reserved.

1. Introduction

Computer systems are not able to perceive the physical informa-
tion of the real world by themselves. It is possible to use sensor hard-
ware to convert a physical property (e.g. temperature, radiation) into
a digital signal. However, it would be interesting to have a compo-
nent, either application-specific or off-the-shelf, which provides
the functionality of a sensory system to any kind of computer system.
That is the task of wireless sensor networks (WSNs). The primary ele-
ments of a WSN, the sensor nodes, are constrained devices capable of
sensing and processing the information of the environment. Besides,
they can use a wireless channel to collaborate among themselves. Fi-
nally, they are able to send the information to powerful devices
known as base stations, which act as front-ends of the WSN, provid-
ing data to any human or non-human user (e.g. a RTU in a SCADA sys-
tem [1]). The benefits of using WSN technology are numerous: it is
easy to deploy and not expensive mainly due to the use of a wireless
interface (cf. [16] for an industrial example), and it is able to run
unattended and survive in its deployment area for long periods of
time (e.g. a year or more [12]).

While self-sufficiency is considered to be one of the major fea-
tures of WSN, this property does not come into existence automat-
ically: it needs to be enforced. The elements and protocols of a
WSN must be prepared to cope with variable conditions, faulty
nodes and malicious entities. One mechanism that can be used to
support the decision-making processes of the network is a Trust
Management System. It aids the members of WSN (trustors) to
deal with uncertainty about the future actions of other participants

(trustees). By evaluating and storing the reputation (‘‘What is gen-
erally said or believed about a person or the character or standing
of a thing”) of other members, it is possible to calculate how much
those members can be trusted (‘‘the firm belief in the reliability or
truth or strength of an entity”) to perform a particular task.

The importance of trust management systems in WSN has been
acknowledged by the research community, and there exist many
approaches that pursue the creation of a functional and light-
weight system. However, many of these approaches do not take
into account some specific features of WSN that can influence over
their construction and functionality.

It is the purpose of this paper to derive certain trust manage-
ment best practices from the specific features of WSN, and to ana-
lyze the compliance of the actual state of the art on trust
management systems with those best practices. As an output of this
analysis, we can identify those aspects that need to be further
developed in present and future systems.

The structure of this paper is as follows. In Section 2 we intro-
duce the general characteristics of WSN, provide an overview of
trust management systems, and show the importance of trust
management systems for WSN. Section 3.1 provides an analysis
of the actual state of the art and Section 4 discusses how the sys-
tems studied in the previous section fulfil certain best practices,
which should be taken into account on the development of any
trust system. Finally, we present our conclusions in Section 5.

2. Sensor networks and the importance of trust

2.1. Elements and features of sensor networks

While modern research on sensor networks started on the late
seventies [6], this paradigm acquired an identity of its own at the
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beginning of the 21 century [21]. Present-day sensor networks can
be considered as living beings, usually born (configured) in a con-
trolled environment, where all its nodes are cells that work self-
lessly towards a common goal. Such nodes can work
autonomously and are able to perform various tasks. The overall
architecture of a WSN is highly dependent on its intended func-
tionality. Another relevant feature of these networks is that no hu-
man user directly controls the nodes: they are usually accessed
through the base station. Finally, WSN are usually long-lived, and
the sensor nodes may have limited mobility [32].

From a technological perspective, as shown in Fig. 1, a WSN is
mainly composed of two types of devices: sensor nodes and base
stations. The sensor nodes, also known as motes or simply nodes,
are small and constrained devices equipped with hardware sen-
sors, microcontrollers, transceivers and batteries. Hardware sen-
sors are used to sense the physical features of the environment
(e.g. temperature, humidity, radiation, vibration). Microcontrollers
are highly constrained in both computational power and memory,
but thanks to them nodes are capable of processing information on
their own. Wireless transceivers enable nodes to collaborate to-
wards a common goal, such as routing the information to a base
station. Finally, most nodes are battery-powered thus, they can
survive in their deployment field for more than a year if their inter-
nal operations are optimized [12].

The base station is a more powerful device that behaves as a
front-end between the services provided by the sensor nodes and
the users of the network. While it would seem that WSN are highly
dependent on the existence of this base station, the architecture of
the network is not centralized. The nodes operate in a decentral-
ized fashion, managing themselves without accessing the base sta-
tion. In fact, there are some specific networks, known as unattended
sensor networks, where the base station is only available at certain
moments in time. Still, the base station usually plays an important
role on the overall behaviour of WSN. Normally, a base station col-
lects all the information coming from the sensor nodes and stores
it for later use. Also, it may issue control orders to the sensor nodes
in order to change their behaviour.

The network architecture of a WSN can be organized in a com-
pletely distributed way (flat configuration), but it can also imple-
ment levels of hierarchy (hierarchical configurations). In flat
configurations all the nodes contribute in the decision-making pro-
cess and participate in internal protocols such as routing. Con-
versely, in hierarchical configurations the network is divided into
clusters or group of nodes. Inside a cluster all organizational deci-
sions, like data aggregation, are made by a single entity called clus-
ter head. It should be noticed that it is also possible to have a
combination of the two previous configurations into the same net-
work; for instance, to avoid situations where the spinal cord of the

network – the cluster heads – fails and the information must be
routed to the base station.

Regarding the services offered by wireless sensor networks they
can be classified into four major categories: monitoring, alerting,
provisioning of information on-demand and actuating. Due to the
computational capabilities of the sensor nodes, it is also possible
to re-program the network during its lifetime, or even use it as a
distributed computing platform under specific circumstances.

� Monitoring: Sensor nodes can continuously monitor certain fea-
tures of their surroundings (e.g. measuring the ambient noise
level) and timely send such information to the base station.

� Alerting: Sensor nodes can check whether certain physical cir-
cumstances (e.g. a fire) are occurring, alerting the users of the
system when an alarm is triggered.

� Information on-demand: The network can be queried about the
actual levels of a certain feature, providing information when-
ever the user needs it.

� Actuating: Sensor nodes can be able to change the behaviour of
an external system (e.g. an irrigation system) according to the
actual state of the context (e.g. humidity of the soil).

There have been many experimental applications (from envi-
ronmental monitoring to smart environments) created by the re-
search community that take advantage of the previously shown
WSN services [9]. For example, sensor nodes are very useful in pre-
cision agriculture [35], where they can improve the quality of the
crops through actively managed irrigation. Moreover, a specific
application that has attracted the attention of the industrial com-
munity is nuclear power plant monitoring [4], where sensor nodes
can provide real-time information of the radiation levels of both
workers and physical structures of a nuclear power plant. We be-
lieve that potential markets for WSN are likely to be increased
drastically in the next coming years mainly due to recent develop-
ments in the field. This prediction is based on the rapid adoption of
WSN in the areas mentioned above during the last few years.

2.2. Security and trust

The emerging importance of sensor networks could be hindered
by their inherent security problems. This technology is tightly
associated to the physical world. Thus, the nodes are as accessible
as the event they monitor. The wireless channel used in the com-
munications can also be accessed by anyone. Also, the nodes are
highly constrained in terms of computational power, memory,
communication bandwidth and battery power. Consequently, any
malicious adversary could launch a certain set of attacks that could
render the network partially or totally useless.

Fig. 1. An overview of the architecture of WSN.
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