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a b s t r a c t

Identification and isolation of malicious nodes in a distributed system is a challenging
problem. This problem is further aggravated in a wireless network because the unreliable
channel hides the actions of each node from one another. Therefore, a regular node can
only construct a belief about a malicious node through monitoring and observation. In this
paper, we use game theory to study the interactions between regular and malicious nodes
in a wireless network. We model the malicious node detection process as a Bayesian game
with imperfect information and show that a mixed strategy perfect Bayesian Nash Equilib-
rium (also a sequential equilibrium) is attainable. While the equilibrium in the detection
game ensures the identification of the malicious nodes, we argue that it might not be prof-
itable to isolate the malicious nodes upon detection. As a matter of fact, malicious nodes
can co-exist with regular nodes as long as the destruction they bring is less than the con-
tribution they make. To show how we can utilize the malicious nodes, a post-detection
game between the malicious and regular nodes is formalized. Solution to this game shows
the existence of a subgame perfect Nash Equilibrium and reveals the conditions that are
necessary to achieve the equilibrium. Further, we show how a malicious node can
construct a belief about the belief held by a regular node. By employing the belief about
the belief system, a Markov Perfect Bayes–Nash Equilibrium is reached and the equilibrium
postpones the detection of the malicious node. Simulation results and their discussions are
provided to illustrate the properties of the derived equilibria. The integration of the detec-
tion game and the post-detection is also studied and it is shown that the former one can
transit into the latter one when the malicious node actively adjusts its strategies.

� 2014 Elsevier B.V. All rights reserved.

1. Introduction

In a distributed wireless system where multiple nodes
work towards individual or common goals, cooperative

behavior among the nodes (such as controlling the trans-
mit power level, reducing interference for each other,
revealing private information, adhering to network poli-
cies) is highly desired for increasing system capacity.
Though this desirable property makes it easy to analyze a
system due to state space reduction; in reality, this
assumption might be too strong. For example, there might
be entities in the network (also called nodes) which might
act in a selfish manner. These selfish nodes, governed by
their utility function, care about their own payoffs and
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choose corresponding strategies to maximize them. Usu-
ally, the payoffs are the benefits a node can derive from
other nodes or the network. However, it is possible that
there are some nodes whose objective is to cause harm
and bring disorder to the network. These nodes, referred
as malicious nodes, do not reveal their identities while
disrupting network services. The objective of such
malicious nodes is to maximize the damage before they
are detected and isolated. They are also rational, and their
payoff is determined by the amount of damage they cause
to the network.

In order to minimize the impact of the malicious nodes,
detection mechanisms need to be in place. Thus, a regular
node should monitor its surroundings and distinguish a
malicious node from a regular one. However, the detection
process has challenges. First, active monitoring can be
costly. To identify malicious behaviors, a regular node
has to listen to the channel and/or process the information
sent by the nodes being monitored. These monitoring
activities consume resources and hence, an ‘‘always on’’
monitoring scheme is not efficient even if plausible. Sec-
ond, the malicious node can disguise itself. To reduce the
probability of being detected, a malicious can behave like
a regular node and choose longer intervals between
attacks. Third, the randomness and unreliability of the
wireless channel bring more uncertainty to the monitoring
and detection process.

In spite of the above challenges, mechanisms to detect
malicious nodes can always be designed. However, the
important question is ‘what should the regular node do
upon detecting a malicious node?’ Though the reasonable
response would be to immediately isolate the malicious
node, there might be situations where malicious nodes
can be kept and made use of. The most straightforward
reason for the coexistence is that a malicious node has
no idea whether it has been identified or not, and it will
continue to operate like a regular node to avoid detection.
During this time, i.e., when the malicious node cooperates
in disguise, it can be exploited for normal network opera-
tions. This ‘‘involuntary’’ help from the malicious node
may be valuable, especially when the network resource is
limited. As a matter of fact, from the perspective of the
malicious nodes, coexistence gives them a longer lifetime
in the network and the opportunity to launch future
attacks. As far as the regular nodes are concerned, they
have a criteria to evaluate the benefit from the malicious
nodes. The criteria also determine when to terminate the
coexistence and isolate the malicious nodes.

To make the process of detection even more difficult,
the malicious nodes do not act passively and wait to be
detected. Instead, they also study the interaction they have
with the rest of the network and adjust their subsequent
actions accordingly. It is also possible that a malicious
node is wise enough to learn and predict the actions of
the regular nodes to assist itself in making its own
decisions on how to behave. The options available to the
malicious nodes complicate the solution space and most
traditional control theoretic approaches fail to find the
equilibrium strategies for both the regular and malicious
nodes. In particular, these problems fall more appropri-
ately in the domain of static and dynamic distributed

games and thus the application of game theory is an
elegant way to tackle such problems. It is important that
solution concepts from game theory are used to guide
the protocol design process such that nodes working in a
distributed manner can co-exist, even with different
intents.

Game theory [7,24] has been successfully applied to
solve various problems in wireless networks including
cooperation enforcement [5,6,11,21,26], routing protocols
[10,22,30,34] and other system design issues
[2,13,17,20,25,32,33]. Recently, much work has been done
that investigates the interactions between the regular and
malicious nodes using game theory. Kodialam et al. for-
mally propose a game theoretic framework to model how
a service provider detects an intruder [14]. However, their
assumptions of zero-sum game and complete, perfect
knowledge have limitations. Agah et al. study the non-
zero-sum intrusion detection game in [1]; their results
infer the optimal strategies in one-stage static game with
complete information. In [19], Liu et al. propose a Bayesian
hybrid detection approach to detect intrusion in wireless
ad hoc networks. They design an energy efficient detection
procedure while improving the overall detection power.
The intrusion detection game with networked devices are
investigated in [35], where Zhu et al. introduce an
N-person non-cooperative game to study incentive com-
patibility of the collaborative detection. [18] models the
intention and strategies of a malicious attacker through
an incentive-based approach. The importance of the topol-
ogy on the payoffs of the malicious nodes is investigated in
[28]. An interesting flee option for the malicious node is
proposed in [16]. In that analysis, a malicious node decides
to flee when it believes it is too risky to stay in the net-
work. While the approach focuses on how the flee action
affects the result of the game, it does not consider the
noises in observation.

There have been some recent researches that focus on
the effects of imperfect and/or incomplete information in
networking and communications security. In [23], the
attacker defender game is modeled as a fictitious play
(FP) game, and the authors study the effect of observation
errors on the convergence of Nash Equilibrium when the
error probability in the channel is unknown. They showed
that in a stochastic FP game, the attacker can conceal its
true strategy by including an entropy term in the payoff
functions. The authors in [8] propose an interesting
application of physical layer security game, where the
source node pays the surrounding friendly jammer nodes
to interfere the eavesdropper, so that the eavesdropper
can be masked. The focus is on how to apply game theory
to set the price charged by the friendly jammers. The
research in [3] deals with malicious jammers when the
user does not know how the jamming efforts are distrib-
uted among sub-carriers or the fading gains with certainty.
The equilibrium strategies in closed form are derived and
the range of sub-carriers where the transmitter can expect
the jamming attack is specified. The jamming game in
multi-band covert timing networks is considered in [25],
where the camouflaging resources in the covert time
network introduce uncertainty. In their modeling, a sens-
ing game is played so that covert timing network can
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