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a b s t r a c t

Probing the wireless channel in wireless networks to generate a shared key is an increas-
ingly interesting security topic. However, not much work has been focused on wireless
channel probing in multi-user applications for Shared Key Generation (SKG). In this paper
we propose a scheme of multi-user wireless channel probing using a broadcast approach
and a fuzzy controller. In the proposed scheme, the concept of Desired-Weighting Factor
(DWF) is introduced to meet a user’s Key Generation Rate (KGR) requirement. The exper-
imental results in this primary study show that the fuzzy controller can be used to satisfy
KGR requirement by efficiently tuning the probing rate under dynamic conditions.
Compared with the conventional Proportional–Integral–Derivative (PID) controller, the
proposed probing scheme with a fuzzy controller may produce smaller overshoots and
fewer oscillations. The fuzzy controller in the proposed scheme also stabilizes the KGR
at desired values, improves the SKG accuracy, enhances the control capability, and
increases the entropy rate. The study indicates that the proposed multi-user probing
scheme can be used to make a trade-off between probing efficiency and the user’s KGR
requirement.

� 2013 Elsevier B.V. All rights reserved.

1. Introduction

Generating a shared key between two parties (legiti-
mate users) through a wireless channel is an increasingly
interesting topic of security in wireless networks [1–14].
The properties of a wireless probing channel such as reci-
procity, randomness, and location–specification can be
used to produce highly-correlated states in terms of bits
for a shared key. Such key generation is information-theo-
retically secure, since a third party (an illegitimate user)
half a wavelength away from the legitimate users may
eavesdrop but has difficulty generating the same key in a

rich scattering environment where the channel varies
rapidly with time and spatial position [15]. The illegitimate
user is unable to break down the key even with supercom-
puting power. One feasible and simple method to generate
a shared key through a wireless channel is to use the
Received Signal Strength (RSS) [1–4]. The RSS-based meth-
od has three major steps: quantization, information recon-
ciliation, and privacy amplification. First, the legitimate
users can send channel probing frames to each other to
measure the RSS from participating wireless devices. This
process is called channel probing. The measured RSS se-
quences can then be quantized in terms of bits. An infor-
mation reconciliation process can be applied to correct
the difference of bits streams obtained by different users
in order to reach an agreement on the key. Often, a pri-
vacy-amplification process is then employed to remove
unnecessary bits and to minimize the correlation between
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bits to make strong keys. The detailed steps can be found in
[2] and the method implementations can be found in [2–5].

Early work concentrated on theoretical analysis [9–12,14],
while recent work has focused on the implementations of
Shared Key Generation(SKG) schemes using off-the-shelf
wireless devices [1–4,13]. In practical implementations,
the phase reciprocity of frequency selective fading
channels [12,16] is employed.

Communications in many group-oriented multiple-user
applications have various settings, ranging from multicast-
ing in a network layer to teleconferencing/videoconferenc-
ing in an application layer. The privacy and integrity of
such communications require specific security services.
Although peer-to-peer security implementation has be-
come more mature, the security of group communication
remains challenging and relatively unexplored. People
realize that SKG in group communication is not a simple
extension of two-party communication. The demand for
specific techniques to generate a group key in multi-user
applications in group communication is relatively high
[17,18].

As an extension of our previous work [1,34] that only
concentrated on two-user application scenarios, this paper
focuses on a wireless channel probing technique to gener-
ate a shared key for multiple users. The proposed multi-
user channel probing scheme is based on broadcasting
technology. Without losing generality, in this paper we
consider three multi-user network topologies: single clus-
ter, isolated multi-cluster, and networked multi-cluster. In
order to meet multiple users’ KGR requirement, we intro-
duce an index called the Desired Weighting Factor
(DWF). In addition, we employ a fuzzy controller to tune
the probing rate for obtaining an actual KGR which is as
close as possible to a desired value. We empower each user
to have own desired KGR and corresponding DWF. Like the
one-time pad cryptographic system, we try to increase the
frequency of key changes in applications and provide a
large desired-KGR value for high security consideration.
In order to study the feasibility and applicability of the pro-
posed SKG scheme on multi-user application scenarios, we
experiment with different DWF values. For applications
that either cannot tolerate any delay, any failure of key
generation (e.g. videoconference), or are sensitive to the
key generation rate, we set a large DWF value, while for
ones that are not sensitive to the key generation rate we
set a small DWF value.

In order to produce smaller overshoots and fewer oscil-
lations, stabilize the KGR at desired values, improve the
SKG accuracy, enhance the control capability, and in-
creases the entropy rate, we use a fuzzy controller. The
performance evaluation of the fuzzy controller is com-
pared with the Proportional–Integral–Derivative (PID) con-
troller in the proposed channel probing scheme.

The paper is organized as follows. Section 2 presents
the system model, adversary model, and problem defini-
tion. Section 3 depicts the multi-user wireless channel
probing scheme. Section 4 gives the test-bed setup. Sec-
tion 5 presents experimental results and discussion, fol-
lowed by a last section that gives conclusion with
future work.

2. System model, adversary model and problem
definition

2.1. System model

Assume there are N users in a wireless network, with
each user considered as a node. Each user has equal com-
munication and computation capacities. We term any
two nodes within their communication coverage as a pair.
Any pair holds a bidirectional wireless link. We consider
two legitimate users (say Alice and Bob, as one of the pairs)
who want to generate a shared key. Alice and Bob indepen-
dently apply the following four steps [2]: channel probing,
quantization, information reconciliation, and privacy
amplification [19], respectively.

Channel probing is first used to collect wireless channel
characteristics by legitimate users Alice and Bob. In this
step, Alice and Bob exchange their request/reply probing
frames within the duration Tp. Alice sends every probing
request frame to Bob who instantly replies a packet back
to Alice after he receives the request. We assume Alice
sends the probing request frame with a fixed interval in
single probing duration. At the end of the channel probing,
Alice and Bob get channel measurements H

!
a and H

!
b

respectively as

H
!

a ¼ fĥa½1�; ĥa½2�; ĥa½3�; . . . ; ĥa½N�g
T

H
!

b ¼ fĥb½1�; ĥb½2�; ĥb½3�; . . . ; ĥb½N�g
T

ð1Þ

where the superscript T denotes a matrix transpose and
ĥu½i� ðu ¼ a; b; 1 6 i 6 NÞ is the estimation of the channel
characteristic hu[i] at time i. The subscript u stands for a
user and H

!
a stands for the set of network channel charac-

teristics in terms of a matrix or vector.
Quantization is used to convert the measured channel

characteristics H
!

a and H
!

b into bit sequences. Information
reconciliation is an error correction process carried out
by both legitimate users in order to ensure that the keys
generated separately on each side are identical [10]. Dur-
ing the reconciliation, some of the bitwise information
may be revealed to an illegitimate user (Eve) from the
eavesdropping during the communication between Alice
and Bob.

Privacy amplification is a process to reduce or effec-
tively eliminate Eve’s partial information about the legiti-
mate key and to minimize the correlation between the
bits in a bit stream.

Any pair of legitimate network users would adopt these
four processes. The details about how to implement the
processes can be found in [2].

2.2. Adversary model

In an adversary model, we assume that there is an
adversary (say Eve), who tries to break the key generation
by eavesdropping on the communication among legitimate
users. In this study, we make the following assumptions.

� Eve can read all the communication and can measure
the channels.
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