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a b s t r a c t 

Intrusions and intrusive behaviour can be aimed at different parts of the system, ranging from lower-level 

network attacks intended to disrupt the flow of data in general, to higher-level attacks targeted against 

specific applications or services. Due to the constant growth of network traffic and the need to inspect 

the traffic thoroughly, intrusion detection and prevention are becoming increasingly complex and require 

significant computational resources. This paper presents a distributed, scalable solution for the detection 

of lower-level Denial-of-Service (DoS) attacks which are executed by transmitting overwhelming amounts 

of data with the intention of disrupting regular network service. Scalability is achieved by active traffic 

balancing among multiple traffic processors, exploiting the flexibility and network programmability that 

Software Defined Networking paradigm brings and packet processing based on device polling. Traffic pro- 

cessors can be elastically added into the pool depending on the traffic volume. The whole system is com- 

pletely transparent to the external observers. The paper shows that the implemented balancing algorithm 

further improves the reliability of the intrusion detection. 

© 2016 Elsevier B.V. All rights reserved. 

1. Introduction 

With the constant advances in information and network tech- 

nologies, the entire landscape of computer networks has changed 

significantly in recent years. Various new types of client devices 

and available content and offered services are only few of the fac- 

tors that contributed to the current state of technology in this field. 

At the same time, these factors have entailed a number of changes 

in network design and the set of network technologies needed to 

support the increased complexity of the environment, new needs 

and a larger user base. Contemporary networks support simulta- 

neous transfer of various content and services multiplexed over a 

single physical infrastructure. The number of services supported by 

this converged network infrastructure is constantly growing as is 

our reliance on them. Therefore, one of the most important as- 

pects of network implementation which is affected by this con- 

verged network model is security [1] . Modern security protocols 

and techniques have to be robust enough to filter anomalous be- 

haviour from a large volume of very diverse traffic. This paper 

presents a solution for detecting and mitigating Denial-of-Service 

(DoS) attacks, which are among the most common types of attacks 
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aimed at the disruption of service operations and reliability. DoS 

attacks are generated by overwhelming amounts of unwanted net- 

work traffic or by forcing computing resources to waste process- 

ing and/or storage capacities on unwanted tasks. Detecting DoS at- 

tacks requires processing large volumes of traffic and its detailed 

inspection. This can present a bottleneck and disrupt the other ser- 

vices itself if inserted along the traffic path and if the computing 

power of the detectors is not sufficient. Therefore, creating a scal- 

able solution for attack detection, capable to be deployed in the 

most challenging environments is required. Recently, a new net- 

work management paradigm, Software Defined Networking (SDN), 

emerged. It allows flexible and adaptable definitions of the packet 

forwarding and rewriting rules, and network element programma- 

bility from a central controller. These properties enable the de- 

sign of the attack detection systems that can easily split the load 

to multiple processors and implement feedback actions that can 

stop the attack. The solution described in this paper leverages the 

advantages of multicore processing and a proposed load balanc- 

ing mechanism, which enable it to overcome the limitations of the 

standard approach to network threat prevention, and to maintain 

security without disrupting normal network operation. 

The rest of the paper is organized as follows. Section 2 dis- 

cusses the common characteristics and issues of intrusion detec- 

tion and prevention. Section 3 shows a detailed view of the cur- 

rent state of technology and research in this field. All parts of the 

proposed solution and the underlying technologies are described 
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in Section 4 . This section is divided into 6 subsections, each dis- 

cussing a distinct segment of the proposed solution: System archi- 

tecture, software components, communication protocol, load bal- 

ancing mechanisms and, finally, the detection algorithm and attack 

mitigation. Section 5 contains an overview of the experiments con- 

ducted to prove the efficiency of the platform and the results ob- 

tained by those experiments. Finally, at the end of the paper some 

concluding remarks and outlines of the future work are given. 

2. Intrusion detection and prevention - characteristics and 

common issues 

Any action performed by one or more hosts on the network 

aimed at disrupting the normal operation of the network or ob- 

taining otherwise restricted capabilities or information can be con- 

sidered as an intrusion. Intrusions and intrusive behaviour can be 

aimed at different parts of the system, from lower-level network 

attacks intended to disrupt the flow of data in general, to higher- 

level attacks targeted against specific applications or services. One 

of the main issues with intrusion detection and prevention is that 

each type of attack is specific enough to make it almost impos- 

sible to create a general-purpose solution that would provide full 

protection against all types of known and future attacks [2] . One 

of the main goals of network attacks is to disrupt regular net- 

work activity by exploiting protocol vulnerabilities or by sending 

a large volume of data (i.e. flooding) or specifically created service 

requests to overwhelm the receiver’s network connectivity or pro- 

cessing resources and cause a denial of service to legitimate users. 

The attack can be initiated by a single sender, or by a number of 

compromised hosts (bots) coordinated by the attacker. The latter 

variant is identified as a Distributed Denial of Service (DDoS) at- 

tack. 

Although similar in execution and their effects, distributed and 

non-distributed DoS attacks present an important difference from 

the standpoint of the security device that is supposed to detect and 

mitigate the attacks. As the number of attack sources is usually 

very large, the amount of traffic generated by a single source may 

often be similar in volume and pattern to regular traffic, and thus 

difficult to detect. It is only when the attack traffic is aggregated 

at the entry point of the target network that its destructive po- 

tential becomes obvious. As a result, there are no widely accepted 

procedures for preventing DDoS attacks. Some designs have been 

proposed in literature that would require an Internet-wide deploy- 

ment of security nodes and proprietary protocols in order to en- 

able efficient detection and mitigation [3] . These protocols would 

enable an ISP to remotely enforce security policies based on de- 

tected attacks, although the compromised hosts may belong to net- 

works which are administered by different ISPs. The mitigation ap- 

proach involving inter-ISP communication, although currently im- 

plemented in a large number of networks [4] , may be challeng- 

ing to implement for all service providers (especially for smaller 

providers who have no commercial incentive or resources for im- 

plementation of such solutions), which arguably leads to reduced 

efficiency [5] . 

Intrusion detection systems (IDS) function as passive monitor- 

ing devices that alert the network administrator or another net- 

work device in case of suspicious network activity. On the other 

hand, Intrusion Prevention Systems (IPS) actively participates in 

the flow of traffic, because the process of intrusion prevention re- 

quires them to control the transmission of data. 

Both types of security devices can be classified by their ap- 

proach to traffic analysis or by their threat detection methodology. 

One of the frequently used traffic analysis techniques is the deep 

packet inspection (DPI), which provides the widest range of possi- 

bilities for detection, because the detection process can be based 

on any information contained in either the header or the payload 

of the packet. In recent period, another approach to traffic analysis, 

called the flow-based detection, has seen a significant development 

and increase in popularity, despite certain inherent performance 

issues concerning flow export mechanisms and flow sampling in 

high speed networks [6] . However, several extensions have been 

proposed that should increase the performance of flow-based at- 

tack detection solutions, especially in the field of DDoS attacks [7] . 

Depending on the threat detection methodology, intrusion de- 

tection can be either signature- or anomaly-based [8] . Signature- 

based detection algorithms assume that every attack can be, with 

varying precision, described by a set of rules and packet patterns 

that are compared to every incoming packet by the scanner in real 

time. Therefore, the attack signature has to be known before the 

attack happens in order to correctly configure the matching pat- 

tern. In reality, this is often not the case and such strategy can be 

easily exploited by deducing which patterns are recognized by the 

detection device, and modifying and executing the attack accord- 

ingly. 

The other major group of detection algorithms, anomaly-based, 

relies on the fact that, during the attack, one or more network pa- 

rameters values will significantly differ from the measured base- 

line. These algorithms require a scanner to undergo a learning pe- 

riod in order to establish the baseline values. Anomaly-based de- 

tection requires less configuration by the administrator and is ar- 

guably more robust in terms of discovering attacks that present 

themselves in previously unknown attack patterns [9] . 

Regardless of the attack detection approach, the IPS must per- 

form its function without introducing any significant latency, since 

the service levels of the protected network (the network behind 

the security appliance) are directly affected by the inspection. IDS 

devices have a slightly higher tolerance for latency, since they usu- 

ally receive a copy of the traffic which is forwarded along the orig- 

inal path. 

The most common point of deployment for an IPS/IDS within 

the protected network (i.e. the network which is the attack target) 

is as close as possible to the probable source of the attack. This 

deployment increases the chance for a positive detection, since the 

IPS/IDS device has access to the aggregated traffic that enables it to 

obtain a complete view of the attack in progress [5] . On the other 

hand, the placement of the device makes it a possible bottleneck 

and a single point of failure for high speed networks. Therefore, a 

logical solution to this issue is the introduction of a scalable de- 

vice that would distribute the processor load required for packet 

processing to a number of processors, while still maintaining ef- 

fectiveness. 

The solution proposed in this paper is a transparent intrusion 

detection system (TIDS), developed using the anomaly-based attack 

detection methodology. The design goals, operation and structure 

of the proposed system is explained in detail in Section 4 . 

3. Background and related work 

Contemporary security appliances (built either for intrusion de- 

tection or prevention) must operate in near real time in order to 

be able to efficiently respond to threats involving large volumes 

of traffic commonly found in today’s networks. This section high- 

lights the recent work in the domains of parallel traffic processing 

and scaling to large volumes of traffic during peak usage periods. 

Lakhina et al. [10] discuss the possibilities of detecting vari- 

ous attacks based on the entropy values of certain packet header 

fields of the incoming traffic. The same approach has been taken 

by Giotis et al. [11] , but with the introduction of SDN to increase 

the programmability and flexibility of the solution. Extending these 

findings, the solution proposed in this paper is a highly scalable 

multi-processor detection system based primarily on entropy cal- 

culations. 
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