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Key establishment among neighboring sensors is the most challenging issue for security
services such as authentication and confidentiality in wireless sensor networks (WSNs).
Many key establishment schemes have recently been proposed, but most have security
or performance issues. In this paper, we propose a novel key establishment protocol which
is suitable for low resource sensor nodes. In this protocol, each sensor has a secret key and
some common keys with other sensors. A common key between two sensors is generated
using the secret of one sensor and the identity of the other. This key is stored in one of the
sensors, and the other sensor generates it when a secure connection is required. We
develop the proposed protocol for different key distribution models. These models use
pre-deployment knowledge to distribute the common keys among sensors. The proposed
scheme is analyzed based on connectivity, scalability, memory consumption and resistance
against attacks. In comparison with previous approaches, the proposed protocol is the most
resilient against compromised node attacks. In addition, it has low memory requirements
and low computational overhead.
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1. Introduction used to achieve network security. Since authentication

and confidentiality protocols require a shared key between

Wireless sensor networks usually comprise a number of
sensors with limited resources. Each sensor includes sens-
ing equipment, a data processing unit, a short range radio
device and a battery [1-3]. These networks have been con-
sidered for various purposes including border security,
military target tracking and scientific research in danger-
ous environments [4-6]. Since the sensors may reside in
an unattended and/or hostile environment, security is a
critical issue. An adversary could easily access the wireless
channel and intercept the transmitted information, or dis-
tribute false information in the network. Under such cir-
cumstances, authentication and confidentiality should be
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entities, key management is one of the most challenging
issues in wireless sensor networks (WSNs) [4].

In the literature, key management protocols are based
on either symmetric or asymmetric cryptographic func-
tions [4]. Due to resource limitations in the sensors, key
management protocols based on public keys are not suit-
able [4,8]. Hence, key management protocols based on
symmetric cryptographic functions have been extensively
investigated [8-29]. There are two types of symmetric
key management schemes based on an on-demand trust
center or key pre-distribution. With an on-demand trust
center, the center must generate common keys for every
pair of nodes that wish to establish a secure connection.
Due to the lack of an infrastructure in WSNs, this scheme
is not suitable. With key pre-distribution, key material is
distributed among all nodes prior to deployment. In this
scheme, each node carries a set of keys to establish a se-
cure connection with other nodes.
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A number of key pre-distribution schemes have been
developed. A very simple approach is to have a unique
pre-loaded key that is shared among the nodes. Then all
sensors can encrypt or decrypt data between themselves
using this key. Due to its simplicity, this method is very
efficient in regards to memory usage and processing over-
head, but it suffers from a very serious security problem. If
even one of the sensors is captured by an adversary, the
security of the entire network will be compromised.
Another simple approach, called the basic scheme, is to
generate a distinct key between every pair of sensors and
store these in the sensors. In this case, if N sensors are de-
ployed in the network, each must store N — 1 keys. Despite
ideal resilience, this scheme is not scalable, and is not
memory efficient, particularly in large networks. In addi-
tion, after node deployment, if a new node wants to join
the network, none of the previously deployed sensors will
have a common key with the new node. Recently, many
key establishment protocols have been proposed to ad-
dress this problem [8-29], but as we will show most have
security or performance issues. These schemes are based
on random key pre-distribution, symmetric polynomials
and/or the Blom scheme. As shown in the analysis section,
with the protocols based on random key pre-distribution,
an adversary can obtain the common key between non-
compromised sensors by compromising some sensors.
Thus, these schemes have a serious security problem. In
the symmetric polynomial and/or Blom scheme, however,
perfect security can be achieved but resource consumption
is an issue. In this paper, we propose a novel key establish-
ment protocol employing four key pre-distribution models
for sensor networks with different requirements.

The rest of the paper is organized as follows. Section 2
reviews some required primitives including related work.
Details of our key establishment protocol are discussed in
Section 3. Performance evaluation and security analysis
of the proposed protocol are presented in Section 4. Finally,
some conclusions are given in Section 5.

2. Related work

Most of the proposed key establishment protocols in
WSNs are based on random key pre-distribution, symmet-
ric polynomials and/or the Blom scheme. In this section,
we review some well known protocols based on these
techniques.

2.1. Key establishment protocols based on random key
pre-distribution

Eschenauer et al. [9] proposed a random key pre-
distribution scheme for WSNs. In this approach, before
deployment some keys from a large key pool are selected
randomly and stored in the sensors. After deployment in
the network, a pair of nodes may have a shared common
key to establish a secure connection. If there is no common
key between two sensors, they have to establish a key
through an intermediate sensor node which has common
keys with both sensors. In this method, there is a tradeoff
between connectivity and security. Network connectivity

is determined from the probability of direct key generation
between two adjacent sensors. As the size of the key pool
increases, connectivity decreases, but protocol security in-
creases. Due to the distribution of random keys, it may not
be possible to establish a common key between every pair
of sensors.

Du et al. [10] proposed a deployment knowledge key
management protocol (denoted Du-1), based on the ap-
proach in [9]. In this case, deployment knowledge is mod-
eled using a Gaussian probability distribution function
(pdf). Methods which do not use deployment knowledge
such as in [9], assume a uniform pdf for the node distribu-
tion in the network. In this case, sensors can reside any-
where in the network with equal probability. In [10], the
network area is divided into square cells and each cell cor-
responds to one group of sensors. The key pool is divided
into sub key pools of size S, one for each cell, such that each
sub key pool has some correlated keys with its neighboring
sub key pools. Each sub key pool has «Sc common keys
with the horizontal and vertical neighboring sub key pools,
and BSc common keys with the diagonal neighboring sub
key pools, such that 4o +48 =1, with o > 8. Each sensor
in a cell randomly selects my keys from its associated sub
key pool.

2.2. Key establishment protocols based on symmetric
polynomials

A symmetric polynomial [11-13] is a t-degree (K + 1)-
variate polynomial defined as follows
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All coefficients of the polynomial are chosen from a finite
field Fq, where g is a prime integer. The polynomial f is a
symmetric polynomial so that [13]

F(x1,%2, - Xe1) = f(Xo), Xo), - - - Xok1))s (2)
where 9 denotes a permutation. Every node using the sym-
metric polynomial based protocol takes K credentials
(I,I,...,Ix) from the key management center, and these
are stored in memory. The key management center must
also compute the polynomial shares using the node cre-
dentials and the symmetric polynomial. The coefficients
b; stored in node memory as the polynomial share are com-
puted as follows
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Every pair of nodes with only one mismatch in their iden-
tities can establish a shared key. Suppose the identities of
nodes u and v have one mismatch in their identities
(€1,€2- - -, Cin1, UisCis1, - - -, Ck) and (€1,€, - - -, Cim1, Uy Cir1s - - -, CK)s
respectively. In order to compute a shared key, node u
takes v; as the input and computes f,(#;), and node v takes
u; as the input and computes f,(u;). Due to the polynomial
symmetry, both nodes compute the same shared key. In
[13] it was shown that in order to maintain perfect security
in the WSN, the polynomial degree must satisfy
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