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In recent years, wide attention has been drawn to the problem of containing worm prop-
agation in smartphones. Unlike existing containment models for worm propagation, we
study how to prevent worm propagation through the immunization of key nodes (e.g.,
the top k influential nodes). Thus, we propose a novel containment model based on an
influence maximization algorithm. In this model, we introduce a social relation graph to
evaluate the influence of nodes and an election mechanism to find the most influential
nodes. Finally, this model provides a targeted immunization strategy to disable worm
propagation by immunizing the top k influential nodes. The experimental results show that
the model not only finds the most influential top k nodes quickly, but also effectively
restrains and controls worm propagation.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

The number of smartphones in use is steadily increas-
ing, as they are becoming more and more popular. For an
increasing percentage of users, smartphones have become
an integral part of their everyday lives. Moreover, all
smartphones are now being equipped with advanced fea-
tures, such as SMS (short messaging services), and MMS
(multimedia messaging service) [1,2]. SMS and MMS
attract more and more people due to their convenience,
speed, and economic characteristics, making them a com-
mon means of communication in the daily lives of people.
However, the significant development and pervasive use of
smartphones also has attracted worm writers to pursue
their malicious goals by exploiting smartphones’ vulnera-
bilities [3].
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According to recent security reports [4-8], the num-
ber of malicious exploits and executed attacks has
recently surged. In 2010, more than 1 million cell phone
users in China were infected by the ‘Zombie’ virus, which
can automatically send text messages, and the attack
resulted in a loss of $300,000 per day. The Juniper Net-
works Mobile Threat Center (MTC) released its 2011
Mobile Threats Report in February 2012, which reported
that mobile malware increased 155% across all platforms
over the previous year, and provided evidence of a new
level of maturity in the security threats aimed at mobile
devices.

The influence of a node reflects its importance in a
social network. The reason is that a node with a larger
influence usually has more connections with others.
Therefore, it is extremely important for us to design an
effective and efficient mechanism to find the top k influ-
ential individuals, something which remains an impor-
tant yet challenging problem [9]. Most of the existing
models focus on greedy algorithms and mainly suffer
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from low computational efficiency, greatly hindering
their application to real-world social networks. Although
the existing models provide some valuable insights into
the problem of influence maximization in social net-
works, strategies based on greedy algorithms fail to
decrease the complexity.

Due to the scale-free characteristics of mobile social
networks, a traditional immunization strategy [10], such
as a random immunization strategy, a targeted immuniza-
tion strategy, or an acquaintance immunization strategy,
remains a huge challenge: a random immunization strat-
egy needs to immunize 80 percent of the total number of
nodes, a targeted immunization strategy requires knowing
the global topology of the network, and an acquaintance
immunization strategy needs to vaccinate the highly-con-
nected important nodes.

How can we find the important nodes quickly and con-
tain worm dissemination by immunizing these nodes? To
answer this question, we need to evaluate which nodes
are important without prior knowledge of the global net-
work topology, and decrease the computational complex-
ity for finding the important nodes in large-scale
networks. In this paper, we present a novel approach that
can significantly reduce the running time, can identify
the most influential k nodes effectively and accurately
without information about the global topology of the net-
work, and effectively control worm propagation in a net-
work. The contributions of our work are summarized as
follows:

e We establish a social relationship graph based on the
theory of complex networks. This graph is constructed
using the actual SMS/MMS communication data from
people’s daily lives for social interactions. It is built to
reveal the connections of social interaction and the
spreading of SMS/MMS.

We design a method of analysis of the behavior of a
mobile social network based on the social relationship
graph. The related factors of behavior analysis and their
computing model are provided in this method, and they
are used to count and analyze the characteristics of the
mobile social network, such as in-degree, out-degree,
the number of friends, activity degree, and intimacy
degree.

We design a mechanism to mine the top k influential
nodes based on a voting algorithm. In this mechanism,
each node for votes the most influential node among
its set of friend nodes, according to the intimacy degree
with these friends. Then, the heap sorting algorithm is
employed to sort the results of the voting to discover
the most influential former k nodes.

We find that the immunization of the top k influential
nodes can disable worm propagation more effectively
than the traditional random immunization strategy or
acquaintance immunization strategy, based on the
worm propagation model presented in [1,2], and by
improving the targeted immunization strategy.
Extensive simulations using a real-world SMS/MMS-
based communication data set demonstrate that the
proposed algorithm is more effective and efficient than
the existing models.

The remainder of this paper is structured as follows: In
Section 2, we provide an overview of related work. We dis-
cuss the construction of the social relationship graph in
Section 3. In Section 4, we perform an analysis seeking
the factors of node influence and their computing models
and present a mechanism to mine the influential top k
nodes in Section 5. In Section 6, we design a containment
scheme and provide the results of a model validation in
Section 7. Finally, we conclude this paper in Section 8.

2. Related work

In this section, we review related work in terms of three
dimensions. The first dimension is the worm propagation
modeling; the second is related to the influence maximiza-
tion algorithm; and the last one is related to worm
containment models.

2.1. Worm propagation modeling

Zheng et al. [11] focused on modeling population distri-
bution density, Bluetooth radius, and node velocity. They
pointed out a variety of quarantine methods that could
greatly reduce the potential poisoning. But the authors
did not consider the impact of individual differences on
the propagation dynamics of different worms, and did
not characterize the effect of the real-world social interac-
tions on the propagation dynamics of Bluetooth worms.

Yan and Eidenbenz [12] presented a model to study the
spread of Bluetooth worms and investigated the impact of
mobility patterns on Bluetooth worm propagation. In their
proposed model, the impact of mobility patterns on Blue-
tooth worm propagation can be investigated by introduc-
ing some input parameters, such as the average node
degree, average node meeting rate, and the link duration
distribution. However, it is difficult to apply this model
to analyze the propagation of SMS/MMS worms.

Peng and Wang [13] proposed a worm propagation
modeling scheme (WPM) that used two-dimensional (2D)
cellular automata to simulate the dynamics of the worm
propagation process from a single node to the entire Blue-
tooth network. Although the WPM scheme integrates an
infection factor and a resistance factor, it fails to provide
specific expressions to compute these two factors.

Ruitenbeek et al. [14] proposed response mechanisms
to analyze the effects of multimedia messaging system
(MMS) viruses that spread by sending infected messages
to other phones. Fleizach et al. [15] developed an event-
based simulator to evaluate the effects of malware propa-
gation using communication services like VOIP and MMS
in mobile phone networks. However, they did not use real
traffic data in their worm propagation model.

Peng et al. [16] proposed an approach to characterize
the propagation dynamics of SMS/MMS-based worms.
The authors introduced social network theory to character-
ize mobile worms that spread using MMS or SMS and typ-
ically exploit the social network of users to propagate from
one mobile device to another. Moreover, the impact on the
malware propagation of individual differences was also
taken into account.
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