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a b s t r a c t

Mobile users present challenges for security in multi-domain mobile networks. The actions
of mobile users moving across security domains need to be specified and checked against
domain and inter-domain policies. We propose a new formal security policy model for
multi-domain mobile networks, called FPM-RBAC, Formal Policy Model for Mobility with
Role Based Access Control. FPM-RBAC supports the specification of mobility and location
constraints, role hierarchy mapping, inter-domain services, inter-domain access rights
and separation of duty. Associated with FPM-RBAC, we also present a formal security policy
constraint specification language for domain and inter-domain security policies. Formal
policy constraint specifications are based on ambient logic and predicate logic. We also
use ambient calculus to specify the current state of a mobile network and actions within
security policies for evaluation of access requests according to security policies. A novel
aspect of the proposed policy model is the support for formal and automated analysis of
security policies related to mobility within multiple security domains.

� 2012 Elsevier B.V. All rights reserved.

1. Introduction

The provision of services in networks with multiple
administrative domains requires support for cross-domain
security policy enforcement, management and verification.
The multi-domain mobile network environment consists
of multiple interconnected domains and mobile users,
hosts and objects as sketched in Fig. 1. Inter-domain poli-
cies in such an environment need to support concepts such
as mobility, inter-domain access rights, role mapping and
separation of duty between domains.

An inter-domain security policy is based on a set of
security agreements by participating organizations. The
provision of inter-domain information sharing with mobile
users call for an inter-domain policy model for mobile net-

works, which supports the concepts of inter-domain access
rights, role mapping, locations and mobility, as explained
below:

1. Inter-domain access rights are access rights for roles of a
foreign domain in a local domain and access rights for
local roles when accessing from a foreign domain. These
rights relate to inter-domain operations.

2. Role mapping maps user roles in one domain to another.
e.g. a lecturer in one university may become a
researcher in another.

3. Locations and mobility in multiple domains relate to
object, host and user mobility across domains. A mobile
user needs to be given access due to location and mobil-
ity constraints.

Current state-of-the-art in the area of multi-domain
security policy management are mostly related to feder-
ated systems. The federated system approach [1,2] re-
quires a centralized knowledge of all system resources
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and multi-domain users, which are assumed to be static in
the network. This approach is not suitable for multi-do-
main mobile networks where administration is distributed
and also users and resources are mobile. Other studies such
as [3–9] in the area of role based access control policies
with location information is mostly based on location of
users, not providing a general model for security policies
in a multi-domain mobile network.

In this paper, we propose a new formal security policy
model for multi-domain mobile networks, called FPM-
RBAC, Formal Policy Model for Mobility with Role Based
Access Control, for specification of domain and inter-do-
main security policies. The FPM-RBAC model is based on
the well-known RBAC [10,11] model. We use the RBAC
model since roles provide flexibility in assignment and
administration of permissions. In the context of multi-do-
main networks, roles are means of mapping permissions
of a user in one domain to another domain. In the context
of mobile networks, roles provide a user with the capabil-
ity to carry all permissions associated with a role from one
location to another. We augment the RBAC model by intro-
ducing services, inter-domain access rights, role hierarchy
mapping, mobility and location constraints and separation
of duty based on role mapping, locations and mobility.

Within the FPM-RBAC policy model, ambient logic
[12,13] is used to specify dynamic mobility and location
constraints in security policy rules. Logical constructs
based on predicate logic are used for specification of static
constraints such as separation of duty. We use the ambient
calculus [14] to specify the current state of a mobile net-
work and actions within security policies for evaluation
of access requests according to security policies. The
matching of mobility and location constraints in policy
rules is accomplished by checking the validity of ambient
logic formulas against ambient calculus specifications

based on the model checking algorithms presented in our
previous work [15].

Our first contribution is the introduction of a formal in-
ter-domain policy model for mobile networks. Second con-
tribution is a process calculus based formal mobility model
within security policies, capable of representing mobile
network state as well as complex location and mobility
constraints. The administration model is distributed,
where policy rules for inter-domain access are defined by
role hierarchy mapping between home, inter-domain and
foreign roles. Therefore our model does not require the glo-
bal knowledge of users and objects and does not introduce
conflicts caused by inter-domain hierarchy mapping.

In this study, we present an example scenario where we
demonstrate the concepts introduced above. In this sce-
nario, we consider a university involved in a joint research
project in the e-health area, with a hospital and an indus-
trial partner. The project members have a need to access
and share information both locally and remotely from dif-
ferent locations, possibly using mobile communication and
computing devices. Roles in each individual domain may
be mapped to another one through role mapping relations
during the project. Policy rules for inter-domain access
rights should be in place for accessing joint project infor-
mation. Location and mobility of users and information
also need to be restricted. An inter-domain security policy
rule may state that database records from the hospital do-
main related to patients may not be accessible from the
university or industrial partner domain and may not be
written to the university domain.

Section 2 summarizes the related work. In Section 3, we
present the formal role-based security policy model called
FPM-RBAC. In Section 4, we present the verification of
FPM-RBAC security policies by model checking. In Sec-
tion 5, we present an algorithm for giving the permission

Fig. 1. Example multi-domain mobile network environment.
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