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Abstract

In this paper we present a formal methodology to test both the functional and temporal behaviors in systems where
temporal aspects are critical. We extend the classical finite state machines model with features to represent timed systems.
Our formalism allows three different ways to express the timing requirements of systems. Specifically, we consider that time
requirements can be expressed either by means of fix time values, by using random variables, or by considering time inter-
vals. Different implementation relations, depending on both the interpretation of time and on the non-determinism appear-
ing in systems, are presented and related. We also study how test cases are defined and applied to implementations. Test
derivation algorithms, producing sound and complete test suites, are also presented. That is, by deriving these test suites we
relate the different notions of passing tests and the different implementation relations. In other words, for a given correct-
ness criterion, a system represents an appropriate implementation of a given model if and only if the system successfully
passes all the test belonging to the derived test suite.
� 2007 Elsevier B.V. All rights reserved.
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1. Introduction

The scale and heterogeneity of current systems
make impossible for developers to have an overall
view of them. Thus, it is difficult to foresee those
errors that are either critical or more probable. In
this context, formal testing techniques provide sys-

tematic procedures to check implementations in
such a way that the coverage of critical parts/aspects
of the system under test depends less on the intui-
tion of the tester. In this line, they allow to test
the correctness of a system with respect to a specifi-
cation. Formal testing originally targeted the func-
tional behavior of systems, such as determining
whether the tested system can, on the one hand, per-
form certain actions and, on the other hand, does
not perform some unexpected ones. While the rele-
vant aspects of some systems only concern what

they do, in some other systems it is equally relevant
how they do what they do. Thus, after the initial
consolidation stage, formal testing techniques
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started also to deal with non-functional properties
such as the probability of an event to happen, the
time that it takes to perform a certain action, or
the time when a certain action happens. The work
on formal testing applied to timed systems has
attracted a lot of attention during the last years.
In fact, there are already several proposals for timed
testing (e.g. [22,7,17,31,28,10,24,12,9,20,19,3]). In
these papers, time is considered to be deterministic,
that is, time requirements follow the form ‘‘after/
before t time units...’’ In fact, in most of the cases
time is introduced by means of clocks following
[1]. Even though the inclusion of time allows to give
a more precise description of the system to be imple-
mented, there are frequent situations that cannot be
accurately described by using this notion of deter-
ministic time. For example, in order to express that
a message will arrive at any point of time belonging
to the interval [0,1] we will need, in general, infinite
transitions, one for each possible value belonging to
the interval. In this case, it would be more appropri-
ate to use time intervals to describe the system. Let
us consider now that we have to simulate the perfor-
mance of a petrol station. Since cars arrive in such
stations by following a Poisson distribution, we
would need again to use an infinite number of tran-
sitions. Moreover, if we have to use a time interval
we would be very imprecise since all that we could
say is that the next car will arrive in the interval
[0,1). Thus, it would be very useful to have a mech-
anism allowing to express that a time constraint is
given by using a random variable that follows a pre-
cise probability distribution function.

In this paper we study formal testing methodolo-
gies where the temporal behavior of systems is taken
into account. In order to present our contribution,
we will use a simple extension of the classical con-
cept of Finite State Machine. Intuitively, transitions
in finite state machines indicate that if the machine
is in a state s and receives an input i then it will pro-
duce an output o and it will change its state to s 0. An
appropriate notation for such a transition could be

s!i=o
s0. If we consider a timed extension of finite state

machines, transitions as s!i=o
ds0 indicate that the time

between receiving the input i and returning the out-
put o is given by d, where d belongs to a certain time
domain. Even though we have chosen finite state
machines, because they are widely used in the for-
mal testing community, our results can be straight-
forwardly adapted to deal with (input-output)
labelled transition systems; the extension of our

results to deal with (timed) automata is more cum-
bersome, but not difficult taking as basis [28].

We consider three different domains to express
temporal requirements: Time given by fix values,
by random variables, and by time intervals. A transi-

tion such as s!i=o
ts0 indicates that if the machine is in

state s and receives the input i, it will perform the
output o and reach the state s 0 after t time units. A

transition as s!i=o
ns0 indicates that if the machine is

in state s and receives the input i, it will perform
the output o and reach the state s 0 after a certain time
t with probability Fn(t), where Fn is the probability
distribution function associated with n. Finally,

s!i=o
½t1;t2�s

0 means that if the machine is in state s and

receives the input i, it will perform the output o

and reach the state s 0, and it will take a time greater
than or equal to t1 but smaller than or equal to t2.
Even though our methodology allows three very dif-
ferent ways for representing time requirements, ran-
dom variables and time intervals present a more
complex situation than fix time values. Thus, we
need to treat them separately, although following a
common line. Specifically, due to the fact that we
work under the assumption of a black-box testing
framework, testers cannot compare in a direct way
timed requirements of the real implementation with
those established in the model (either random vari-
ables or time intervals). The idea is that we can see

the random variable (or the time interval) defining
a given transition in the model, but we cannot do
the same with the corresponding transition of the
implementation, since we do not have access to it.
Thus, in contrast with approaches considering fix
time values, to perform a transition of the implemen-
tation once does not allow us to obtain all the infor-
mation about its temporal behavior. In order to
overcome this problem, we have to perform the same
transition to collect different time values. So, we con-
sider a set of observations collected by means of the
interaction with the implementation and establish
different levels of temporal agreement with respect
to the (accessible) values appearing in the formal
model. We think that this additional complication
is the main reason why there is almost no work on
testing timed systems where time is not given by
means of fix time values. In fact, as far as we know
[25] represents the only proposal presenting a formal
testing methodology to test stochastic time systems
that can be described by means of finite state
machines. Also, [2,21] present testing frameworks
for stochastic systems but their approaches are not
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