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a b s t r a c t

Direct Anonymous Attestation (DAA) is a complex cryptographic protocol for remote attes-
tation and provides both signer authentication and privacy. It was adopted by the Trusted
Computing Group (TCG) as a technical standard. However, the DAA scheme in TCG spec-
ifications is designed for the single trusted domain attestation, and cannot be deployed
in different trusted domain directly. It limits its application range in mobile networks,
cloud computing, Internet of Things networks when users and authentication servers
belong to different domains. Based on delegation of the trusted relationship, a new cross
trusted domain direct anonymous attestation scheme is proposed in this paper. The proxy
signature is used for trusted relationship delegation among different domains, and the DAA
method is used for the computation platform authentication when a trusted platform
accessing different trusted domains. Then the authentication protocol is designed and ana-
lyzed under Canetti–Krawczyk (CK) model for the platform remote attestation. The further
analysis shows that our proposal can resist platform masquerade attacks and replay
attacks, and the authentication protocol is provably secure. The security of the DAA remote
attestation system is enhanced by the session key agreement. Finally, a prototype imple-
mentation and some experiments are given, the results show that the proposed scheme
is effective and suitable for cross domain applications.

� 2015 Elsevier B.V. All rights reserved.

1. Introduction

Trusted Computing (TC) technology was developed by
the Trusted Computing Group (TCG). Their technical spec-
ifications have been both accepted by the academia and
industry. The core of TC is embedding a cryptography chip
called Trusted Platform Module (TPM) [1] into the platform
functions. Nowadays millions of TPMs have been shipped

with personal computers. As a relative independent secur-
ity co-processor, TPM can provide encryption function,
protected storage, hardware assistance for security mecha-
nism and function. TPM is also the base for measuring and
validating the trusted attribution for the platform.
According to TCG specifications, the identity of the TPM
should be protected during the Remote Attestation (RA),
that is when a TPM proves to a remote verifier, its real
identity cannot expose to or be deduced by the verifier.

For the identity privacy protecting in remote attesta-
tion, TCG adopts two kinds of method, one is the Privacy-
CA based scheme [2], the other is the Direct Anonymous
Attestation (DAA) scheme [3]. The Privacy-CA method is
defined by TCG in TPM Specification Version 1.1b, as an
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authority of the Certificate Authority, the Privacy-CA issues
the identity certificate to the TPM. During the period of
attestation, while the TPM shows his certificate to a
verifier, the verifier will send the certificate back to
the Privacy-CA then checks the certificate with the
Privacy-CA together. In this case, Privacy-CA becomes the
bottleneck of the system because of participation in each
attestation round.

To overcome this security shortcoming, TCG adopts the
Direct Anonymous Attestation (DAA) scheme in TPM
Specification Version 1.2 for protecting the privacy of the
platform better. We can call it as a traditional DAA scheme,
as shown in Fig. 1. There are three types of participants in
the traditional DAA scheme: the trusted platform including
a Host and its TPM, the DAA Issuer, and the Verifier. The
trusted platform, which owns a TPM, can join the DAA
Issuer’s group as a member. The DAA Issuer verifies the
legitimation of the trusted platform, then issues a DAA cer-
tificate to it. The trusted platform can make a DAA signa-
ture on messages under the DAA certificate, here, the
TPM is the real signer with the help of the Host. The
Verifier can verify the membership from the signature
which means holding a valid DAA certificate, but he cannot
learn the identity of the TPM. Therefore, the trusted plat-
form, the DAA Issuer and the Verifier form a single trusted
domain system, which is managed by the DAA Issuer
commonly.

In the real condition, different TPM manufactures set
their DAA Issuers and form independent trusted domains,
while the participants in different trusted domains trust
their own domain managers. But under some cases such
as mobile wireless networks, Internet of Things networks,
cloud computing, the verifier and the platform (Host and
TPM) may locate in different trusted domains. For example,
users in mobile networks are usually roaming from the
home network to a visiting network. Generally, the home
network and the visiting network are different trusted
domains while the user platform should be authenticated
[4]. Therefore, they may trust certain DAA Issuers which
are designated by different TPM manufactures.

However, in the traditional DAA scheme as defined in
TCG specifications, the DAA certificate issuer and the veri-
fier are in a single trusted domain. The DAA certificate of
one certain TPM is trusted only in its own domain, but is

not trusted in the other network domains. The verifier in
one trusted domain does not trust the certificate belonged
to a TPM which is published in other trusted domains. So,
the traditional single-domain DAA protocols cannot func-
tion normally when the trusted platforms and the verifiers
are in different domains. The problem of the TPM
authentication in cross trusted domain must be considered.

Based on the delegation of the trusted relationship, we
propose a new Cross Trusted Domain Direct Anonymous
Attestation (CTD-DAA) scheme in this paper. Our scheme
includes two stages, the first is the domain attestation,
the second is the platform attestation. We integrate them
into one round of remote attestation in consideration of
the efficiency. For the domain attestation, we design a
trusted relationship delegation model between different
trusted domains. By using the proxy signature [5], the
domain manager, a trusted domain server, can delegate
his domain signature right to the signer, a trusted platform
with TPM. Under the delegation model, we design the plat-
form attestation by using a group signature [6] and knowl-
edge proof based DAA method [7], then the platform
identity may be verified directly by the verifier when he
accesses another trusted domain. In order to ensure the
security of the attestation, we design our authentication
protocol for the remote attestation according to the pro-
posed CTD-DAA system under a provable secure model-
the CK model [8]. As a benefit of it, the security of the
authentication protocol is enhanced by a session key
agreement between the trusted platform and the verifier.
Then we give the proof on the security and anonymity of
our protocol under Strong RSA Assumption, decisional
Diffie–Hellman assumption and computational Diffie–
Hellman assumption. The further analysis shows that our
proposal can resist on platform masquerade attacks and
replay attacks. Finally, we implement a prototype of the
proposed scheme and give some experiments on it. The
results show that the proposed scheme is effective and
suitable for the cross trusted domain authentication such
as mobile networks.

The rest of this paper is organized as follows. We intro-
duce related works in Section 2, and some cryptographic
preliminaries in Section 3. We give the model of our cross
trusted domain DAA in Section 4, and in Section 5 we
describe the detailed processing of our CTD-DAA scheme,
in Section 6 we give our CTD-DAA authentication protocol
and the security proof and property analysis, security func-
tion and efficiency analysis are given in Section 7, and we
show the implementation and experiments of CTD-DAA
scheme in Section 8, the last section gives the conclusions
of our work.

2. Related works

The first DAA scheme was introduced by Brickell et al. [3]
in 2004, which is adopted by TCG as its technical specifica-
tion as we mentioned above, called the BCC-DAA scheme
for brevity. But BCC-DAA scheme cannot be used for cross
trusted domain authentication directly, because the DAA
Issuer, trusted platforms and verifiers are in a single trusted
domain, other than the complex interactions and overmuch
computation between the TPM and the verifier.Fig. 1. Single trusted domain DAA.
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