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a b s t r a c t

Due to the convenience of deployment and maintenance, wireless mesh networks (WMNs)
have emerged as key techniques to support large-scale wireless coverage in both industrial
and academic fields. Secure and seamless handoff is important to support mobility in
WMNs. There are many existing works can be adopted to reduce the handoff latency, How-
ever, all these schemes require modifications to the original authentication protocols (e.g.,
different key architectures or trust relationships). In this paper, we propose a design based
on ticket to achieve fast and secure handoff in WMNs. By pre-distributing the tickets to
mesh client, the mesh client and the target mesh router can authenticate each other and
establish temporary connection. Our scheme can be regarded as a supplementary special-
ized for handoff in WMNs, and no modification is required to the IEEE 802.1x authentica-
tion architecture. We achieve seamless handoff by using symmetric key operations and
eliminating the involvement of a third party, which significantly reduces the computation
and communication overheads. The security and performance analysis shows that our
scheme is efficient in terms of security, computation overhead and handoff latency.

� 2014 Elsevier B.V. All rights reserved.

1. Introduction

Wireless mesh networks (WMNs) are designed to pro-
vide wireless access for mobile users. Compared with con-
ventional wireless networks, WMNs have many distinctive
features [1]:

1. Multi-hop wireless network. WMNs extend the coverage
of wireless networks to non-line-of-sight distance by
multi-hopping.

2. Capability of self-forming, self-healing and self-organiza-
tion. Network performance can be improved dramati-
cally due to flexible network architecture, easy
deployment and configuration, fault tolerance, and
multipoint-to-multipoint communications.
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3. Multiple types of network access. WMNs support Peer-to-
Peer communications, access to the Internet, and the
integration with other wireless networks
simultaneously.

4. Compatibility and interoperability with existing wireless
networks. A WMN can be inter-operable with WiMAX, Zig-
Bee and cellular networks, which support access for both
mesh capable clients and conventional wireless clients.

Due to these merits, WMNs have emerged for a variety
of applications in enterprise, community, metropolitan
area networks, etc. They are regarded as one of the most
promising backhaul techniques (that provide connectivity
to the Internet backbone).

1.1. Architecture of a WMN

As we can see in Fig. 1, there are two kinds of nodes in a
hybrid WMN: mesh routers (MRs) and mesh clients (MCs).
MRs are usually stationary wireless devices and have no
‘‘constraint’’ on energy, computation and communication
resources (compared with MCs). MRs provide wireless
access and relay packets for MCs through multi-hop com-
munication. Equipped with multiple wireless interfaces,
MRs use the bandwidth and communicate with each other
in an optimized way. MRs form the backbone of WMNs
(infrastructure) and provide a non-line-of-sight coverage
with much lower transmission power than conventional
wireless networks. They contain proper routing protocols
to balance the network load and offer a fair wireless ser-
vice. When the access to the Internet is needed, some of
them can serve as Internet gateways. MCs can be either
conventional terminal equipments or devices capable of
mesh functions. They can communicate with MRs as long
as the same radio techniques are used. Being battery oper-
ated, MCs can achieve the mobility at a higher level. How-
ever, this requires that operations performed on MCs must
be energy efficient.

Before a user obtains access to a WMN, it must perform
mutual authentication with the corresponding access MR to
make sure that both are legitimate entities. A successful
authentication must satisfy three basic requirements: (1)
Authenticity. The validity of the user and the access MR

can be proved; (2) Accessibility. The valid user can be autho-
rized the access to the network; (3) Integrity. The data
transmitted within the network can be protected (not been
tampered with, replayed and delayed maliciously). These
objectives should also be guaranteed during handoff.

1.2. Handoff in WMNs

Due to users’ mobility in WMNs, MCs need to change
their current access MR to a new one. When an MC moves
to the serving boundary of its current connecting MR, the
signal-to-noise ratio will fall due to signal attenuation.
When it drops to a predetermined value, the MC will have
to find a new MR for a better wireless service, which trig-
gers handoff. We divide a handoff procedure into two
phases: probe and re-authentication.

In the probe phase, an MC needs to scan all the channels
successively to find an MR with the best signal quality to
connect to. The issue of probe latency depends on the
number of the available channels. Schemes in [2–4] can
be adopted to easy this problem.

The purpose of the re-authentication phase is the same
as that of authentication. This phase is affected by many
different factors: congestion, the distance from the authen-
tication server, the number of authentication message
exchanges, etc. MCs need to perform key materials deriva-
tion and establish trust relationship with the new MR.
Besides, MRs related to the roaming MC need to exchange
frames about the quality of service (QoS), communication
context, etc. As a result, re-authentication will cause a long
latency which could not be acceptable for a realtime appli-
cation. We focus on the reduction of re-authentication
latency in this paper. There are several issues in handoff
that deserve special attention [1]:

1. Multi-hop wireless authentication. In a three-party hand-
off protocol, authentication flows may need to travel
through multiple wireless hops on both wired and
wireless links, which will further increase the latency.
It would be desirable if message exchanges are carried
out only between two entities during handoff.

2. Power constraints. Mesh routers are capable for complex
calculations and communications, while mesh clients
are often power limited to support mobility. Mesh rou-
ters should carry most resource consuming operations
to easy the burden of mesh clients.

3. Cooperation feature. Mesh routers relay packets for cli-
ents in a cooperative way. That means a roaming client
can still connect to the previous access router by using
the new router as a relay after handoff. In this case, a
full authentication between the new router and the cli-
ent is not necessary.

With these issues in mind, we design an efficient seam-
less handoff scheme for WMNs without any modifications
on the original authentication protocol.

1.3. Motivation and our contributions

A number of schemes (e.g., [5–19]) have been proposed
to cut down handoff latency. These schemes can be classi-Fig. 1. Network model of a WMN.
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