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onic system, comprising software and hardware, should be considered at the system level. Thus, software and
hardware components should be planned, developed and certified in a unified, harmonized manner to ensure
the integral safety of the entire avionic system. One of the reasons for the high development costs of avionic sys-
tems complying with standards may be a lack of sufficient understanding of how to employ these standards ef-

ls(gt\v:gris;nd hardware quality assurance ficiently. Therefore, it is important to understand the similarities and differences between DO-178B and DO-254
Airborne software and hardware to effectively manage the processes required by these standards, to minimize cost, and to ultimately ensure the
Safety certification safety of the entire avionic system. Thus, the goal of this paper is to compare various aspects of DO-178B and DO-
DO-178B 254 comprehensively. The paper may serve as a useful supplementary material for the practitioner to understand

DO-254 the rationales behind and the differences between two main standards used in avionic industries.
© 2014 Elsevier B.V. All rights reserved.
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1. Introduction

Over the past several decades, safety has been a critical issue in many
embedded applications in aerospace, aircraft, road vehicles, railways,
nuclear systems, and implanted devices because the failure/malfunction
of a safety-critical system may cause catastrophic damage or loss of life
[1]. Society has the obligation to protect itself, and governments and
industry organizations have established guidelines and standards for
engineers to follow in developing systems in these areas. In particular,
the introduction of such guidelines and standards started relatively
early in the aviation industry due to the serious consequences of
aircraft-related accidents.

To ensure that newly developed aircraft systems are designed and
built to comply with applicable regulations and the highest levels of
safety integrity, certification is mandatory in every country before a
new aircraft system is put into operation. The definition of certification
is the “procedure by which a third-party gives written assurance that a
product, process, or service conforms to specified requirements [2].” For
example, every country needs to certify new aircraft to assure compli-
ance with applicable airworthiness requirements before it is cleared
for flight. This procedure is known as type certification; a certification
authority approves one sample of the developed system for flight
usage [3].

Modern safety-critical systems for avionics utilize not only an
increasing amount of sophisticated software but also a software-
embedded hardware to process the large amount of data needed to con-
trol avionic systems and monitor their current status [4]. Avionics safety
is considered at the system level and has no important implications
when considered separately with regard to software and hardware
[5]. The failure or malfunction of software can be due to interactions
with hardware. Additionally, software and hardware domains have mu-
tual influence on each other during aviation system development. Con-
sequently, the software and hardware components of safety-critical
systems must be developed and certified in a unified manner to ensure
the integral safety of the entire avionic system [4].

To assure the reliability of the software/hardware and to ultimately
ensure the safety of passengers, the U.S. Federal Aviation Administration
(FAA) requires software/hardware certification suited to the develop-
ment of safety-critical systems [6]. The FAA accepts standards devel-
oped by the Radio Technical Commission for Aeronautics (RTCA) for
the reliability and safety that are vital in this field: Software Consider-
ations in Airborne Systems and Equipment Certification (DO-178B) for
software [7] and Design Assurance Guidance for Airborne Electronic
Hardware (DO-254) for hardware [8]. DO-178B and DO-254 prescribe
the design assurance guidance for airborne software and hardware, re-
spectively. Although the implementation of DO-178B and DO-254 is not
a mandatory regulation, DO-178B and DO-254 have been widely ac-
cepted in civil aviation [5].

However, it has been reported that DO-178B and DO-254 have sev-
eral inadequate and ambiguous standards, such as ambiguity about the
concept of low-level requirements and inconsistent terminologies [2].
According to applicants [4], the relative ambiguity and flexibility of
these guidelines cause significantly different interpretations and
implementations. Additionally, compliance with DO-178B and DO-254
guidelines in software development and hardware design is often con-
sidered as contributing to the high expense of commercial aviation sys-
tems because the guidelines require rigorously iterative processes and
extensive documentation. However, the high cost may often be due to
a lack of sufficient understanding of how to efficiently implement
these standards [9].

Although there have been a number of studies exploring software and
hardware guidelines [10-12], there have been few studies reviewing the
similarities and differences between DO-178B and DO-254. It is important
to understand DO-178B and DO-254 and how their processes differ to
avoid potentially unnecessary work; this understanding will minimize
the expense of development while ultimately ensuring the integral safety

of the avionics at the system level. Therefore, the goal of this study is to
present a comprehensive comparison study of various aspects of the soft-
ware and hardware guidelines.

This paper is organized as follows. Section 2 outlines general soft-
ware and hardware characteristics. Sections 3 and 4 present brief gener-
al overviews of DO-178B and D0-254, respectively. Section 5 discusses
the specific similarities between DO-178B and DO-254, and Section 6
provides a detailed discussion of the differences. Finally, our conclusions
are summarized in Section 7.

2. Software and hardware characteristics

Although there are some similarities between software develop-
ment and hardware manufacture, they are basically different [13]. In es-
sence, software is a logical system, whereas hardware is a physical
system. Hardware and software are interconnected and require each
other, and neither can be realistically used without the other. In partic-
ular, it is the norm in modern avionics that the desired end functionality
is implemented using hardware (a microprocessor) running complex
computer software. The reliability of software is a difficult issue, and
there are even issues in defining software reliability (e.g., failure rate)
quantitatively [3]. Moreover, it is impossible to test even the simplest
software completely because the number of possible inputs, outputs,
and paths through software is extremely large. In contrast, although
there are several exceptions, in most cases, hardware reliability can be
measured quantitatively by means of statistical and operational testing
[14].

Fig. 1 shows failure rates as a function of time for software and hard-
ware. Both software and hardware exhibit relatively high failure rates at
the beginning of their service; defects are found and corrected, and the
failure rate drops to a steady-state level for some period of time. Over
time, however, the failure rate of hardware rises as hardware compo-
nents are adversely affected by environmental phenomena, such as
the cumulative effects of dust, vibration, abuse, temperature extremes
or electromagnetic fields. In contrast, software is not susceptible to
these problems because software does not physically fail as hardware
does [15]. In practice, however, software will undergo changes
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Fig. 1. Software and hardware failure rates.
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