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One of the most important aspects in the achievement of secure software systems in the software
development process is what is known as Security Requirements Engineering. However, very few reviews
focus on this theme in a systematic, thorough and unbiased manner, that is, none of them perform a
systematic review of security requirements engineering, and there is not, therefore, a sufficiently good
context in which to operate. In this paper we carry out a systematic review of the existing literature
concerning security requirements engineering in order to summarize the evidence regarding this issue and
to provide a framework/background in which to appropriately position new research activities.
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1. Introduction

The proliferation of connectivity of Information Systems (IS)
and the increasing complexity of applications and services, signify
that there is a correspondingly greater chance of suffering security
breaches [1]. Present-day information systems are vulnerable to a
host of threats and cyber-attackers such as malicious hackers, code
writers, cyber-terrorists, etc. [2]. In addition, owing to the heavy
dependence of computer network-based applications on various
software and software controlled systems, the consequences of a
security breach in these applications may range from extensive
financial losses to dangers to human life. The threat of technology-
enabled crime has given rise to a growing demand for the creation of
new response strategies [2]. Software security has therefore become
an essential issue [3] and a fair amount of additional security
expertise is needed to meet non-functional security requirements
[4].

However, security is rarely at the forefront of stakeholders
concerns, except perhaps to comply with basic standards or legal
requirements. Hence, work in requirements has primarily focused on
eliciting and representing concrete business requirements [5], whilst
requirements engineers often fail to pay sufficient attention to security
concerns. The biggest problem, however, is that in the majority of
software projects security is dealt with when the system has already
been designed and put into operation. In addition to this, the actual
security requirements themselves are often not well understood. This
being so, even when there is an attempt to define security require-
ments, many developers tend to describe design solutions in terms of
protection mechanisms, rather than making declarative propositions
with regard to the level of protection required [6]. As a result, and
perhaps for these reasons, although security requirements engineer-
ing has recently attracted increasing attention, it has lacked a
systematic review which would supply researchers with a summary
of all the existing information about security requirements in a

thorough and unbiased manner, thus providing a context in which to
operate.

Software Security Engineering, which is a practice through which
to address software security issues in a systematicmanner, is known to
be a very important part of the software development process for the
achievement of secure software systems. Nevertheless, within this
discipline we believe in the particular importance of Security
Requirements Engineering, which provides techniques, methods and
norms for tackling this task during the early stages of the IS
development cycle, since the building of security into the early stages
of the development process is cost-effective and also brings about
more robust designs [7]. It should involve the use of repeatable and
systematic procedures in an effort to ensure that the set of
requirements obtained is complete, consistent, easy to understand
and analyzable by the different actors involved in the development of
the system [8]. A good requirements specification document should
include both functional requirements (related to the services that the
software or system should provide), and non-functional requirements
(related to what are known as features of quality, performance,
portability, security, etc). In our contemporary Information Society,
depending as it does on a huge number of software systemswhich play
a critical role, it is absolutely vital to ensure that IS are safe right from
the very beginning [9].

During the last few years, a number of papers have focused on
security requirements, some of which have carried out reviews on this
issue. However, most of these reviews consist of only one section in
the paper/article and there are very few papers in which a review of
security requirements is the core. After performing preliminary
searches aimed at both identifying existing systematic reviews and
assessing the volume of potentially relevant studies, we can highlight
several works in which a summary of security requirements related
issues is carried out, such as [3,10–13]. However, none of them
perform a review focused on security requirements engineering in a
systematic manner, that is, none of them perform a systematic review
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