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ABSTRACT

The fundamental requirements of information hiding systems are good visual quality, high
hiding capacity, robustness and steganographic security. In this paper, we propose a new
data hiding method which can increase the steganographic security of a data hiding
scheme because it is less detectable by RS detection attack and the steganalytic histogram
attack of pixel-value difference. In our method, a cover image is first mapped into a 1D
pixels sequence by Hilbert filling curve and then divided into non-overlapping embedding
units with two consecutive pixels. Because the human eyes tolerate more changes in edge
and texture areas than in smooth areas, and pixel pairs in these areas often possess larger
differences, the method exploits pixel value differences (PVD) to estimate the base of digits
to be embedded into pixel pairs. Pixel pairs with larger differences are embedded with
digits in larger base than those pixel pairs with smaller differences to maximize the
payload and image quality. By using an optimization problem to solve the overflow/
underflow problem, minimal distortion of the pixel ternaries cause by data embedding can
be obtained. The experimental results show our method not only to enhance the embed-
ding rate and good embedding capacity but also to keep stego-image quality.

© 2014 Elsevier Ltd. All rights reserved.

1. Introduction

requirements of information hiding systems are good visual
quality (i.e., image quality), high hiding capacity, robustness,
and steganographic security (i.e., statistically undetectable)

Data hiding techniques can be carried out in three domains
(Langelaar et al., 2000), namely, spatial domain (Mielikainen,
2006), compress domain (Chang et al., 2006, 2009, 2009a), and
frequency domain (Lee et al., 2007). Each domain has its own
advantages and disadvantages in regard to hiding capacity,
execution time, and storage space. The fundamental

(Langelaar et al., 2000).

Designing a new data hiding system achieving good visual
quality, high hiding capacity, robustness, and steganographic
security is a technically challenging problem. Thus, there are
different approaches in designing data hiding systems in the
literature. Some of these approaches are as follows. The first
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approach is to increase hiding capacity (also called embedding
capacity or payload) while maintaining a good visual quality
or at the cost of lower visual quality (Lan and Tewfik, 2006).
This approach is appropriate to applications where high hid-
ing capacity is desired. The second approach purposes to
devise a robust data hiding scheme (Ni et al., 2008). This design
serves robust watermarking systems. The third approach
aims at enhancing visual quality while keeping the same
hiding capacity or at the cost of lower hiding capacity (Niet al.,
2006). The fourth approach intends to devise a data hiding
scheme with high embedding efficiency (Fridrich et al., 2006;
Mielikainen, 2006; Westfeld, 2001). This approach can in-
crease the steganographic security of a data hiding scheme
because itis less detectable by statistical steganalysis (Fridrich
et al., 2007).

In recent years many researchers are more enthusiastic to
improve the embedding efficiency and decrease the possibility
of detection. Least-significant-bit (LSB) matching is the con-
ventional efficient steganography method, and it is proved
much more difficult to detect than simple LSB replacement.

To defeat the histogram based steganalysis methods,
many efforts have been made by researchers to protect the
histograms of images. One of the first solutions to defeat these
attacks was LSB matching. LSB matching increases or de-
creases the pixel values with the same probabilities when the
least significant bit of the pixel value is not equal to the
message bit. In 2006, Mielikainen (2006) developed a pairwise
LSB matching method to improve the embedding efficiency.
Nevertheless, Mielikainen's scheme is incomplete because the
scheme only exploits two modification directions for secret
data embedding.

Tan and Li (2012) showed that the readjusting step of LSB
matching revised-based edge-adaptive (Luo et al., 2010) pro-
duces some effects in the long exponential tail of the histo-
gram of the absolute difference of the pixel pairs. By using
these effects, they proposed a steganalysis technique that
could detect stego images and could estimate the used
threshold in the data hiding process. In addition, Ghazanfari
et al. (Qazanfari and Safabakhsh, 2012, 2013) proposed an
adaptive steganography method based on the LSB matching
which increases the capacity up to 150% (Qazanfari and
Safabakhsh, 2012) and 158% (Qazanfari and Safabakhsh,
2013). Their second work (Qazanfari and Safabakhsh, 2013) is
the extension of their previous scheme (Qazanfari and
Safabakhsh, 2012) into the DCT domain. The LSB™ method
suggested by Wu et al. (Wu, 2008) preserved the image histo-
gram in spatial domain by embedding some extra bits in im-
ages. This method, however, results in statistical and
perceptual distortions. A new technique for image steganog-
raphy, called LSB**, was proposed in Kazem et al (2011), which
improves the LSB* by keeping some pixels from changing,
results in reducing the number of extra bits. Their later work
(Qazanfari and Safabakhsh, 2014), they improved the LSB™"
method by proposing a technique to distinguish the sensitive
pixels and keep them from extra bit embedding, as the
embedding process causes fewer traces in the co-occurrence
matrixes.

To fully exploit different modification directions for secret
data embedding. Zhang and Wang (2006) also proposed the
exploiting modification direction (EMD) method, which

employs n pixels as an embedding unit, and embeds digits in
2n + 1 base. Its maximum payload is 1/2log,5=1.161 bpp
when n = 2. Zhang and Wang claimed that the modification
directions of Mielikainen's scheme are not explored fully.
Specifically, the PSNR value of the EMD method is slightly
smaller than that of Mielikainen's scheme at hiding capacity
of 1bpp. In addition, for n = 2, Zhang and Wang's method only
utilizes four modification directions. Kieu and Chang (2011)
(FEMD) proposed a novel extraction function (also called the
modified extraction function) by modifying the extraction
function proposed by Zhang and Wang (2006). The modified
extraction function allows the proposed method to exploit
eight modification directions for embedding secret data,
restrict the embedding distortion into a square of various sizes
(e.g- 2 x 2,3 x 3, and so on) and use the minimum distortion
embedding (MDE) process. By this way, the proposed method
can achieve various hiding capacities and good visual quali-
ties compared to two recently published works, namely Mie-
likainen's method (Mielikainen, 2006), Zhang and Wang's
method (Zhang and Wang, 2006). To solve the irreversibility of
the EMD method in (Zhang and Wang, 2006; Qin et al. 2014)
proposed a novel data hiding scheme based on EMD with
reversibility by using two steganographic images, which can
also achieve satisfactory performances of the hiding capacity
and the stego image quality.

Inspired by EMD, Chao et al. (2009) proposed a diamond
encoding (DE) method to greatly improve the payload of EMD.
DE employs a search region of B = 2k? + 2k + 1 elements to
increase the payload because digits in base B can be embedded
into a pixel pair, where k > 1. A larger k indicates that a larger
payload can be embedded with greater image distortion. DE
employs an extraction function to generate diamond charac-
teristic values (DCV), and uses an embedding parameter k to
control the payload. A digitin a B-ary notational system can be
concealed into two pixels by modifying the pixel pairs ac-
cording to their DCV's neighborhood set. However, DE can't
embed digits in any notation system and the distortion caused
by DE is larger than some other embedding methods with the
same payload. Although DE has these advantages, it does not
allow embedding digits in multiple bases, Which is the
essential requirement for an embedding method with the
consideration of HVS. Besides, to prevent the overflow and
underflow problems from occurring, the pixel values exceed
0 or 255 will be added or subtracted by B to keep the pixel
values within the range [0, 255]. This adjustment may cause a
large distortion, and may result in image noise when the
embedding parameter k is large. For example, if k =5, then the
base B used to conceal datais 2 x 5% + 2 x 5+ 1 = 61. However,
a pixel value that is subtracted by 61 or added by 61 will cause
a large distortion.

The aforementioned methods regard all pixels within an
image can tolerate equal amounts of changes without causing
visual artifacts to an observer. However, the tolerance of the
changes to pixel values is different in smooth and edge areas
according to human visual system (HVS). Based on the fact
that edge areas can tolerate more severe changes than smooth
areas, edge adaptive schemes have been proposed, which
conceal more data in edge areas to acquire more embedding
capacity whereas conceal less data in smooth area to preserve
the visual quality. Moreover, in the kieu-Changs scheme
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