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a b s t r a c t

Information system security risk, defined as the product of the monetary losses associated

with security incidents and the probability that they occur, is a suitable decision criterion

when considering different information system architectures. This paper describes how

probabilistic relational models can be used to specify architecture metamodels so that

security risk can be inferred from metamodel instantiations.

A probabilistic relational model contains classes, attributes, and class-relationships. It can be

used to specify architectural metamodels similar to class diagrams in the Unified Modeling

Language. In addition, a probabilistic relational model makes it possible to associate a prob-

abilistic dependency model to the attributes of classes in the architectural metamodel. This

paper proposes a set of abstract classes that can be used to create probabilistic relational

models so that they enable inference of security risk from instantiated architecture models. If

an architecture metamodel is created by specializing the abstract classes proposed in this

paper, the instantiations of the metamodel will generate a probabilistic dependency model

that can be used to calculate the security risk associated with these instantiations. The

abstract classes make it possible to derive the dependency model and calculate security risk

from an instance model that only specifies assets and their relationships to each other. Hence,

the person instantiating the architecture metamodel is not required to assess complex

security attributes to quantify security risk using the instance model.

ª 2010 Elsevier Ltd. All rights reserved.

1. Introduction

Security issues related to information technology continue to

be a concern in today’s society, and for decision makers in it.

Security is a complex property, and several diverse factors

need to be considered to assess the security of a system’s

architecture. To support decision makers a plethora of

approaches, frameworks and methods has been proposed for

analyzing and ranking security – all with some explicit or

implicit definition of security.

From a decision maker’s perspective, tools and techniques

to assess security of both existing and potential future

architectures are needed. There is also a need to relate the

result of such an assessment to business decisions, such as

investment alternatives that strengthen security. The

concept of risk, defined as the product of the monetary losses

associated with security incidents and the probability that

they occur, has been suggested as a suitable input to decision

making (Ryan and Ryan, 2006; Tsiakis and Stephanides, 2005).

Several financial methods with risk measurements as a basis

have also been adapted for security to provide decision

makers with tools to manage security efficiently from a busi-

ness perspective. For example return on security investment

(Cavusoglu et al., 2004), and the methods presented in Gordon

and Loeb (2006), Ozier (1999), Huaqiang et al. (2001), Iheagwara

(2004).

Abbreviation: PRM, Probabilistic Relational Model.
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Although risk is well defined and practical for decision

making, it is often difficult to calculate a priori. Analysis

frameworks such as Gordon and Loeb (2006) restrict themselves

to three variables: the probability that a threat surfaces, the

probability that an attack succeeds, and the loss suffered from

a successful attack. While quantifying these variables provides

the necessary means for assessing risk, it is not apparent how

to obtain the numbers needed to do so. Decision makers typi-

cally have an understanding of the architecture of their orga-

nization and its systems. However, their understanding of the

dependencies among the properties of risk treatments, the

threat environment and sensitive assets is hazy. Methods that

support decision makers by deriving security risk associated

with both existing and potential future architectures are thus

desirable.

Architectural models provide decision makers with

a convenient tool to abstract and capture different aspects of

information systems in diagrammatic descriptions. Meta-

models like the one offered in CORAS (Hogganvik, 2007) guide

the modeler to create graphical descriptions that can be used to

assess risk. This type of metamodels does however not help the

modeler to identify the risks which their particular architecture

face, and do not provide the data needed to quantify security or

risk based on the model. This analysis is instead left for the user

of the metamodel. Methods such as Sheyner (2004) generate

attack graphs from descriptions of computer networks and

offer an alternative when the decision concerns network

security. But these do not provide support for assessing the

probability that a certain threat surfaces, i.e. that certain attack

steps are attempted, nor do they include losses in the models.

Consequently, they do not produce a measure of security risk

for the decision maker. This paper describes a formalism for

constructing architecture metamodels so that security risk can

be inferred from the metamodel’s instantiations.

1.1. Architecture models and security risk analysis

If security risk could be easily quantified from architecture

models of information systems this would provide an intuitive

way to assess the security risk associated with both the current

‘‘as-is’’ scenario, and potential future ‘‘to-be’’ scenarios. The

decision maker would create models of different architectures

by representing relevant objects and relationships in dia-

grammatic descriptions and from these assess the security risk

associated with the architectures. These architecture models

may cover management aspects, operational aspects or pure

technical aspects. They can for instance be created to assess

the security risk associated with different network architec-

tures, or to assess the impact of different password policies on

the over all security risk.

To make accurate predictions from an architecture model

it needs to represent objects and relationships that influence

security risk. If network architectures are assessed, it would

for example be of relevance to include information on the

placement of firewalls in the architecture model. A meta-

model can guide the decision maker to create instance models

that include relevant objects and relationships. To provide

this guidance the metamodel must resolve how security risks

(according to some theory) depend on different architectures,

at least to some level of detail.

If the security risk was possible to compute based on the

theory of how risk relates to different architectures it would

relieve the decision maker of extensive analytical efforts.

Security risk could then be derived from instantiated archi-

tecture models, and the decision maker would only be required

to represent the objects and relationships that constitute the

architecture.

This paper proposes the use of probabilistic relational

models (PRMs) (Friedman et al., 1999) to specify metamodels

for security risk analysis. A PRM is similar to a Class Diagram

in the Unified Modeling Language (UML) (OMG, 2009a) and

contains classes, attributes, and class-relationships. In addi-

tion, a PRM makes it possible to associate a probabilistic

model to the metamodel by defining relationships between

the attributes of classes in the metamodel. More specifically,

a PRM makes it possible to define how the value of one attri-

bute depends on the value of other attributes in an architec-

tural model. With these elements a PRM allows, in a general

sense, architecture metamodels to be coupled to a probabi-

listic inference engine. A PRM can for instance specify how

different logical network architectures and properties of its

users influence the security risk an organization faces. Hence,

if metamodels are expressed using the PRM formalism it can

be specified how security risk should be inferred from the

metamodel’s instantiations.

There is however an infinite number of (more or less suit-

able) ways that a PRM can be structured for security risk

analysis. A number of concepts need to be related to each

other when security risk is assessed. The main contribution of

this paper is the proposition of a package of abstract PRM-

classes that can be used to create PRMs that infer security

risk from architecture models.

The proposed class-package is expressed as a PRM and

specifies a set of classes, attributes, class-relationships and

a probabilistic model for how attributes of these classes

depend on each other. The classes in this PRM are abstract and

cannot be directly instantiated into an architecture model.

They can however be made concrete if they are specialized

into subclasses according to a set of constraints. If architec-

ture models are instantiations of such concrete classes, then

security risk is possible to infer from the architecture model.

This inference can also be performed on architecture models

that merely represent assets and assets relationships to each

other. Hence, little security expertise is required to instantiate

the architecture model, and security risk can still be inferred.

1.2. Outline

Chapter two describes related work within the field of security

and risk analysis. Chapter three explains the PRM formalism

and the terminology associated with it. Chapter four describes

the relationship between the different models presented in

subsequent chapters. Chapter five presents the main contri-

bution of this paper – a PRM consisting of abstract classes that

are associated with a set of constraints that state how these

can be specialized into concrete subclasses. Chapter six

exemplifies how these abstract classes can be specialized into

concrete classes and how probabilistic models can be associ-

ated with these classes. In chapter seven a case study applying

these specialized (concrete) classes to assess security risk
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