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Route diversity improves the security of Wireless Sensor Networks (WSNs) against adversaries attempting to
obtain sensitive sensor data. By limiting the fraction of data relayed over each link and/or routed through each
relay node, route diversity can be achieved, thus, extracting useful information from the network is rendered
more challenging for adversaries. Sensor nodes operate with limited energy resources, therefore, energy
consumption of security mechanisms is a central concern for WSNs. In this paper we evaluate the energy cost
of route diversity for security inWSNs through a novel Linear Programming framework. We characterize energy
dissipation and data relaying behaviors of three route diversity techniques to mitigate node capture only,
eavesdropping only, and node capture and eavesdropping attacks. Effects of node density, network area, level
of resilience, and network topology on energy cost are investigated.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

Wireless Sensor Networks (WSNs) are composed of small form fac-
tor devices (nodes) that are instrumented with different types of sen-
sors to carry out certain sensing tasks within a designated operation
area. With limited computation and energy resources, nodes are capa-
ble of sensing physical phenomena, processing the sensed data, and
transmitting the information. Being densely deployed, nodes cooperate
with each other to achieve the assigned tasks. For example, cooperation
in conveying sensed data towards the base station is achieved using
other nodes as relays. Self organization and infrastructureless character-
istics of WSNs make them promising solutions for surveillance and
control tasks [1,2]. SinceWSN characteristics are suitable for utilization
in hostile environments, they are invaluable assets for tactical commu-
nication and networking in military applications.

Security is a critical issue for WSNs because nodes usually operate
unattended and communication takes place in a broadcast medium. A
common and successful technique used against eavesdropping is cryp-
tographic encryption. With encryption, sensor data is scrambled using
a key to make eavesdropped data unintelligible to anyone who does
not possess the key. However there is always a possibility that a single
technique may be flawed or cracked (e.g., IEEE 802.11 WEP protocol).
Moreover, in WSN sensor nodes can be captured (i.e., node capture at-
tacks) and vital cryptography information such as keys can be extracted

from them. If keys are captured, this would render the encryption use-
less. Eavesdropping attacks are usually unnoticed (i.e., it is challenging
to detect a passive attack), thus, these attacks can succeed without
encountering any active defense [3]. Layered approach to security and
“defense-in-depth” strategy mandate that alternative or complementa-
ry techniques be used.

Security can be enhanced by using route diversity (i.e., multi-path
routing) which exploits multi-hop characteristics ofWSNs by providing
multiple paths between the source node and the base station to split
data on these paths. Route diversity can be used as a standalone security
countermeasure or in conjunction with encryption.While encryption is
a good defense against attackers who are already eavesdropping
wireless transmission, route diversity makes eavesdropping more
difficult in the first place1 [3]. By splitting data along different paths,
an adversary has to capture portions routed through different paths to
construct one node's data which requires more effort than extracting
information in a single path case. In other words, an adversary needs
to spendmore resources to collect data from the network if route diver-
sity is implemented.

Lifetime optimization of WSNs is one of the most important func-
tional design objectives because WSNs are envisioned to be operating
in hostile and harsh environments where human intervention is risky
or costly. In such environments, battery replenishment is not possible
or highly challenging. Adding security capabilities to a WSN without
considering energy efficiency can lead to inefficient energy dissipation
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characteristics in thewhole network and network lifetime can decrease
dramatically. Thus, while enhancing WSN security, energy require-
ments should not be overlooked.

Our goal in this paper is to investigate the energy impact of route di-
versity countermeasures inWSNs. There are at least two types of ener-
gy overhead route diversity brings. First of these is due to the need to
discover, establish, and maintain multiple routes instead of a single
route between sensor nodes and the base station. In WSNs consisting
of stationary nodes, this is a one-time operation for a substantial
amount of time [5], hence, can be ignored. There is a second factor
which makes the energy cost of route diversity more than the energy
cost of single route paradigm. When data is split into multiple parts
and forwarded via multiple routes, it is no longer possible to carry
all data in energy-optimal paths. Some portion of the data should be
transmitted towards the base station via less efficient paths. In fact,
all routes can be sub-optimal from an energy efficiency perspective
when compared to a single energy-efficient route. Broadly speaking,
we can say that the second factor is more significant than the first
one because it is applicable not only for a limited period of network
operation but during the entire network lifetime. In other words,
since WSNs generally exhibit stationary topology and connectivity be-
havior, route updates are infrequent. On the other hand, data transport
by using multiple paths is a continuous operation spanning the entire
network lifetime.

While it is tempting to state that the energy cost of route diversity
is high, we are not aware of any clear scientific evidence or convincing
analysis to support such a claim. It can also be argued that (with equal
lack of convincing scientific evidence) the energy cost associated with
route diversity is small and can easily be neglected. Given the fact that
without a proper analysis it is not possible to quantify or even give a
rough estimate on the energy cost of route diversity, in this paper
we make the first attempt to carry out an analysis on this subject by
building a framework using Linear Programming (LP). LP is a tech-
nique to solve the problem of maximizing or minimizing a linear
function whose variables are required to satisfy a finite set of con-
straints that are expressed either as linear equalities or linear inequal-
ities. In the context ofWSNs, LP approachhas previously been applied in
many studies to model the unique characteristics of WSNs and to
determine the optimal solutions to problems that are specific to WSNs
(e.g., [6–15]).

Choosing an LP based analysis method has a number of advantages.
One of them is the abstraction from a specific protocol which enables
us to investigate energy cost in ideal conditions with optimal routing
decisions. Secondly, due to global knowledge in the optimization prob-
lem solver, the results can be obtained in an efficient and consistent
manner.

In this study, we consider aWSNwhere nodes have sensitive data to
be conveyed to the base station. Data is spread out on multiple paths to
mitigate both active and passive attacks. Data flows on these paths are
optimized to minimize the overall energy consumption throughout
the network. Furthermore, to avoid premature death of any nodewithin
the network energy dissipation is evenly balanced throughout the
network, hence, the network lifetime is optimized. Within an LP frame-
work, wemodel the energy dissipation characteristics of route diversity
countermeasures against node capture (NCO), eavesdropping (EAO),
and both node capture and eavesdropping (NCE) attacks. Using the
developed LPmodels, we evaluate the energy cost of these countermea-
sures by benchmarking against the energy requirements of uncon-
strained optimal case.

The remainder of this paper is organized as follows. Related work is
presented in Section 2. Security assumptions, threat model, system
model, and LP formulations are presented in Section 3. Results of analy-
sis based on LP models are presented in Section 4. The discussion of
models, assumptions, analysis and implications of the results, and
promising future directions are presented in Section 5. Concluding
remarks are made in Section 6.

2. Related work

The literature on multi-path routing is extensive and has grown
rapidly in recent years. Providing a comprehensive overview of the pub-
lished research on multi-path routing is beyond the scope of our work.
We refer interested readers to the recent surveys on this topic [16,17].
Nevertheless, we present a brief overview of the literature on multi-
path routing by summarizing the studies most related to our work.

We first note that multi-path routing provides several attractive
properties other than security such as load balancing, reliability, and
quality of service support [16]. Multi-path routing can be used to im-
prove the lifetime of WSNs by enabling balanced energy dissipation
throughout the network. Consider the case where each node has a
single path to the base station, which leads to energy imbalances
throughout the networks (i.e., relay nodes on heavily utilized paths
dissipate more energy than the other nodes). Sending data in multiple
paths can be used to balance energy dissipation and prevents pre-
mature deaths of nodes on certain paths (e.g., minimum-energy path,
minimum-hop path). There are several studies which address the prob-
lem of imbalanced energy dissipation by designing protocols that use
multiple paths (e.g., [18–20]).

As a second note, we state that there are several related concepts in
this area which can also be named as multi-path routing and may be
confused with the meaning of multi-path routing as it is used in this
paper. In this paper, we use the terms multi-path routing and route
diversity interchangeably2 and refer to splitting the data into parts
without employing data redundancy and sending each part via a differ-
ent path towards the base station. Alternate path routing is different
thanmulti-path routing in the sense that a single path is used in normal
operation but alternative paths are kept ready to be used in case the
primary path becomes unavailable [22]. Redundant multi-path routing
is another related term that means the data to be conveyed to the
base station is transported via multiple paths with added redundancy
(e.g., multiple replicas of the data is sent on different paths). From secu-
rity point of view, adding redundancy is useful for enhancing resilience
against denial of service attacks [4].

Important problems in multi-path routing research include discov-
ering multiple paths, selecting a number of paths among them, and
distributing load across these selected paths [17]. In the following para-
graphs, we provide brief summaries of some exemplary protocols
which focus on one ormore of these problems in the context of security
and by considering attack resistance property.

In [23], the problem of data distribution across multiple paths is
studied with the aim of minimizing the maximum damage when a sin-
gle link attack occurs in the network. The solution is formulated as a
maximum-flow problem that can be solved in a distributed fashion.

In [24], a securemethod for choosingmultiple paths and distributing
data among these paths is presented. The design objective is to mini-
mize the percentage of captured data by an adversary. Each path is
assigned with a security parameter that identifies the past performance
on reliable data delivery. According to these parameters, multiple paths
are constructed and data is distributed among these paths using min–
max optimization and game theory.

In [25], an on-demand secure multi-path routing protocol is
proposed to protect communication against collaborating malicious
nodes. The protocol includes twophases. Thefirst phase achieves neigh-
bor node authentication by Elliptic Curve Cryptography. In the second
phase, node-disjoint paths are found between source and destination
nodes.

In [26], data is divided into parts and encrypted combinations of
these are sent on different paths. Two of the paths are used for signaling
and key sharing, thus, at least three paths between source and

2 We prefer to use the term “route diversity” in the title because we think it better re-
flects our focus on security in this paper. For a general discussion on the role of diversity
in security, see [21].
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