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ABSTRACT

Network Firewalls are considered to be one of the most important security components in
today's IP network architectures. Performance of firewalls has significant impact on the
overall network performance. Firewalls should be able to sustain a very high throughput
and ensure network services availability. In this paper, we propose an analytical dynamic
multilevel early packet filtering mechanism to enhance firewall performance. The pro-
posed mechanism uses statistical splay tree filters that utilize traffic characteristics to
minimize packet filtering time. The statistical splay tree filters are reordered according to
the network traffic divergence upon certain threshold qualification (Chi—Square Test). That
is, the proposed mechanism is able to decide whether or not there is a need to update the
dynamic splay tree filters' order for filtering the next network traffic window and predict
the best order pattern. Furthermore, the importance of optimizing packet rejection and
acceptance is done through the multilevel packet filtering process; where in each level,
unwanted packets are rejected as early as possible. The proposed mechanism can also be
considered as a device protection mechanism against denial of service (DoS) attacks tar-
geting the default filtering rule. Early packet acceptance is done using the splay tree data
structure which adapts dynamically according to network traffic flows. Consequently,
repeated packets will have less memory accesses and therefore reduce the overall packets
filtering time as demonstrated in the evaluation section.

© 2015 Elsevier Ltd. All rights reserved.

1. Introduction

Firewall packet filtering is performed in a sequential order
starting from the first rule until a matching rule is found. If no
matching rule is found, the packet is processed by the default

Firewalls use security policies to inspect incoming and out-
going network traffic. A security policy consists of a set of
filtering rules. Each filtering rule is defined by a set of filtering
fields, and associated with an action either to block or forward
a packet to its destination. The last rule in a security policy is
the default filtering rule which is usually assumed to be
“Deny”.
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rule. This is called the naive linear search algorithm of the
rule-base. Thus, the computational complexity of the filtering
process depends significantly on the length of each filtering
rule (number of rule fields) as well as the depth of finding a
matching filtering rule in the security policy (number of
filtering rules).
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A significant drawback of the linear search is that, un-
wanted traffic targeting specific rules such as the default
filtering rule may cause more harm than others by producing
an overhead to the system. This overhead is proportional to
the number of rules used in the security policy. Such un-
wanted network traffic may cause a DoS attack situation and
consequently may degrade the firewall performance consid-
erably. Thus, it is very important to reject such network traffic
as early as possible.

In this paper, we propose a mechanism to optimize the
early acceptance as well as early rejection packet filtering
paths of a firewall. The mechanism builds the security policy
filters using splay tree data structure that changes dynami-
cally according to traffic flows. This characteristic of the splay
tree allows for the early acceptance of repeated packets. On
the other hand, the mechanism uses multi-filtering levels to
reject unwanted network traffic as early as possible.

Based on network traffic statistics, a decision is made
regarding whether or not there is a need to reorder the splay
tree filters and find the best order that suits the next traffic
window. The proposed mechanism is based on the following
six optimization levels: 1) Splay tree filters are built using
splay tree data structure which adapts dynamically according
to the network traffic flows allowing early acceptance for
repeated packets (optimization in the acceptance path). 2)
Splay tree filters are reordered in a descending manner ac-
cording to their packet rejection rate. This reduces the time
required for comparing packets with splay tree filters as well
as early rejecting packets that do not match any splay tree
filter (optimization in the rejection path). 3) Each splay tree
filter has its own early rejection method by using a tree node
that contains the minimum prefix length. If a packet does not
match the node of minimum prefix length in a specific filter, it
deserves the early rejection (optimization in the rejection
path). 4) Packets will not propagate to the next adjacent splay
tree filter field until they pass a cascaded filtering level (opti-
mization in the rejection path). 5) The firewall will continue
filtering packets using certain order of splay tree filters under
a certain threshold qualification (Chi—Square stability test) to
compromise between performance and cost overhead (Fig. 2).
6) The optimum traffic window size that minimizes the packet
processing cost is obtained empirically and offline using a
training traffic that represents the network under normal
behavior. The training data allows identifying the best initial
order of the splay filters when the network is in its normal
status. Hence, in case of a DoS attack, the order of the splay
filters may change according to the Chi—Square stability test
decision, which is based on the DoS attack significance. These
optimization levels are expected to minimize the total packet
filtering time which results in improving the overall firewall
performance, as demonstrated later in the evaluation section.

The proposed early packet rejection and acceptance tech-
nique using statistical splay tree filters exhibit lightweight
implementations and do not require special support in the
firewall (i.e., can be easily integrated). Moreover, the mecha-
nism can be generalized for other filtering network and se-
curity devices, such as routers and intrusion detection
systems (IDSs).

The paper is organized as follows: Section 2 discusses the
related work. Section 3 gives an overview of splay trees and

binary search on prefix length algorithm. Then Section 4 de-
tails the proposed mechanism with illustrations of the
multilevel early packet rejection mechanism and Section 5
presents the mathematical model of the proposed mecha-
nism. Section 6 then sketches the proposed algorithms with
detailed description and Section 7 evaluates the effect of the
proposed mechanism on the firewall performance. Finally,
Section 8 concludes the paper with directions to future work.

2. Related work

Packet filtering in firewalls is done by sequentially searching
the rule list until a matching rule is found. This is the basic
search algorithm and it is very efficient in terms of memory,
but its scalability is generally poor as the packet filtering time
is proportional to the length and depth of the filtering rules. In
addition, the orders of both filtering rules and rule-fields have
a significant impact on the packet filtering time. The earliest
research works on firewall performance focused on improving
packet searching time using various algorithms, including
Hardware-based solutions (Baboescu and Varghese, 2001;
McAulay and Francis, 1993) where Content Addressable
Memory (CAM) was used to match multiple filtering rules in
parallel. However, these algorithms were limited by the
power, cost and size of CAMs to suit only small size policies.
There were also software based solutions, such as specialized
data structures, heuristics, and geometric algorithms based
approaches. Specialized data structures approaches
(Srinivasan et al., 1999) built a cross-products table of all
possible field values combinations, but the table size grew
dramatically with the number of filtering rules. Heuristics
approaches (Gupta and McKeown, 2001) pipelined lookup
stages, resulting in high filter throughput, but the algorithms
did not scale with the increase in number of filtering rules.
Finally, Geometric algorithm based approaches (Feldmann
and Muthukrishnan, 2000; Gupta and McKeown, 1999; Cohen
and Lund, 2005; Thomas, 2000) introduced Fat Invert
Segment (FIS) tree or decision tree based on geometric cutting.

Research works related to the proposed mechanism in this
paper contributed to enhance the filtering optimization
problem using one or more of the followings: traffic awareness
techniques, early packet rejection and acceptance techniques,
reordering of dependent and independent filtering rules as
well as rule-fields.

Although all previous works (Baboescu and Varghese, 2001,
McAulay and Francis, 1993; Srinivasan et al., 1999; Gupta and
McKeown, 2001; Feldmann and Muthukrishnan, 2000; Gupta
and McKeown, 1999; Cohen and Lund, 2005; Thomas, 2000)
have significant contributions to the packet classification
research field, their major objective was focused on improving
the worst-case filtering time rather than optimizing the
average filtering time. To overcome this optimization prob-
lem, research works (Gupta et al., 2000; Hamed et al., 2006a,
2006b; El-Atawy et al., 2007; Al-Shear et al., 2009) proposed
approaches that used statistical structures in optimizing the
average packet filtering time. In (Gupta et al., 2000), alphabetic
tree was used to reduce the lookup time by only searching
packet destination IP addresses against entries in the routing


http://dx.doi.org/10.1016/j.cose.2015.05.010
http://dx.doi.org/10.1016/j.cose.2015.05.010

Download English Version:

https://daneshyari.com/en/article/455842

Download Persian Version:

https://daneshyari.com/article/455842

Daneshyari.com


https://daneshyari.com/en/article/455842
https://daneshyari.com/article/455842
https://daneshyari.com

