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a b s t r a c t

Software as a Service (SaaS) offers major business and IT benefits that organizations are

looking to take advantage of. SaaS adoption presents serious and unique security risks.

Moving a company's sensitive data into the hands of cloud providers expands and com-

plicates the risk landscape in which the organization operates.

This paper highlights the significance and ramifications of a structured selection of a

Cloud Service Provider (CSP) in achieving the required assurance level based on an orga-

nization's specific security posture. This paper proposes a holistic model, known as the

Function, Auditability, Governability and Interoperability or FAGI, as an approach to help a

Cloud Service Consumer (CSC) to engage and select a trusted CSP through four major de-

cisions: Selecting a safe cloud that has adequate security functions; Choosing an auditable

cloud via third-party certifications/assessments or self tests; Picking out a governable cloud

that provides the required transparency; Opting for a portable cloud that ensures the

desired portability.

A case study reveals the FAGI approach offers an objective and efficient way to choose a

qualified and trusted cloud service and in turn saves CSCs' time, effort, and grief.

© 2015 Elsevier Ltd. All rights reserved.

1. Introduction

Cloud computing is not just a trend anymore. The cloud has

changed how enterprises design and deliver applications. This

change in application design and delivery has altered where

information is stored, how it is accessed, and how it is

managed (KMPG, 2011). Organizations are planning to, or have

already started, to integrate cloud into their organizations' IT
systems due to the extremely compelling cost-saving poten-

tial for cloud based deployments (Joyent, 2012). The benefits

from cloud (especially SaaS) include: reduced time to value,

increased connectivity, lower cost, scalability, integration and

ease of use.

The benefits need to be balanced by the potential risks that

come from cloud computing. The primary risk comes from the

very nature of cloud services: the co-localization of large

amounts of valuable data. Criminal attackers can go directly

to one source for multiple corporation and users sensitive

data rather than attacking multiple networks and users. For

the cloud to reach its incredible potential, business cloud

customers must address security gaps that represent signifi-

cant threats, especially to large organizations and those in

heavily regulated industries in order to securely realize the

full IT and business benefits available.

A whole spectrum of new risks and threats exist in the

cloud that were not present on traditional on-premise based
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networks. Although the security capabilities for SaaS appli-

cations have developed greatly they are still in flux with no

standards for individual organizations to build their infor-

mation security. In many cases, information security has

proven to be one of the major barriers to cloud adoption as

shown in Fig. 1 (ChangeWave Research, 2013).

The role of the Chief Information Security Officer (CISO) is

changing. Traditional responsibilities of securing on-premise

infrastructure, applications, people, and processes are mov-

ing into hybrid and cloud environments requiring different

strategies and techniques. Conventionally, security was seen

as a technical requirement of the SaaS program. The ability to

protect critical data is becoming a part of business goals and

objectives (Dimension Data, 2012).

Understanding the interaction of cloud computing and

the regulatory environment is a key component of any

cloud strategy. General perceptions around cloud security

are an aggregate of specific concerns (HiMSS, 2012). The

ability to vet those out may disperse some perceived con-

cerns in lieu of the truth: the cloud can be secure. More and

more people are demanding SaaS programs today causing

security standards to mature and become commoditized

(CloudComputingAdmin, 2014). Also, many organizations

do not realize that the cloud does not just bring security

Fig. 1 e Barriers of cloud computing adoption. Note: color on the Web only.

Fig. 2 e Top security concerns of SaaS. Note: color on the web only.
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