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a b s t r a c t

In digital investigations the investigator typically has to deal with thousands of digital
artifacts. Among them, email has long been one of the many focuses that potentially can
generate useful information. However, in our training we notice a tendency to overlook or
downplay the importance of analyzing spam emails as they are generally assumed to be
irrelevant junk emails. In this article we thus illustrate how these seemingly irrelevant
messages might play a crucial role in digital investigations. Five scenarios are introduced in
which the investigator tends to overlook crucial incriminating information that has been
disguised as spam. The methods used by criminals in these cases are discussed. In light of
these covert criminal communications, we call for more attention from the digital forensics
community to realize how email spam may assist in criminal activities.

© 2015 Elsevier Ltd. All rights reserved.

Introduction

Email is one of the most pervasive forms of computer-
mediated communication (Heisler and Crabill, 2006). It
allows for instant and free communication between people
at long distance. However, because email features conve-
nience and low cost, it has been involved in a variety of
criminal activities. Email could be used as a communication
tool among criminals or it could be used to store digital
evidence (Maras, 2012; Yu, 2011). Accordingly, email has
become one of the focal points in digital forensics
(Orebaugh and Allnutt, 2009; Garfinkel, 2006; Shields et al.,
2011). Nevertheless, current literature on digital forensics
rarely, if ever, pays attention to one email source that could
harbor crucial intelligence about criminal activities, that is,
email spam.

In USA, the CAN-SPAM Act defines email spam as un-
solicited commercial electronic mail that includes any

commercial emails addressed to a recipient with whom the
sender has no existing business or personal relationship
and not sent with the consent of the recipient, and com-
mercial electronic mail is defined as any electronic mail
message the primary purpose of which is commercial
advertisement or promotion of products or service (Rogers,
2006). Unsolicited commercial emails that fail to comply
with the CAN-SPAM regulations would be declared crim-
inal. The punishment could be a fine up to $16,000 for each
separate email in violation of the CAN-SPAM Act (Federal
Trade Commission, 2009), or it could be imprisonment
(Yeargain et al., 2004). However, research has found these
potential penalties do not really deter spammers (Yu, 2011).
This suggests that spammers do not believe law enforce-
ment would prioritize email spam cases. The lack of law
enforcement might be due to the limited resources as well
as jurisdictional issues, but it could also indicate an attitude
that sees email spam as a trivial problem that results in
minimal to no harm.

This downplayed significance of email spam could work
in the criminal's favor if digital investigators and re-
searchers share such a perception. Current research on
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email spam mostly focuses on the technical issues, such as
spam filtering methods (Blanzieri and Bryl, 2008; Zhou
et al., 2010; Liu and Wang, 2012; Zhou et al., 2014), or the
methods spammers use (Wang et al., 2013; Lumezanu and
Feamster, 2012). These discussions are generally irrelevant
to digital forensics as researchers in the field of email spam
are more concerned about detecting email spam while
reducing false positives, rather than extracting useful leads
from spam emails. Hence, email spam becomes a viable
medium for criminals to convey incriminatingmessages. To
illustrate, in this article we introduce five scenarios where
digital forensics practitioners tend to overlook crucial in-
formation hidden in spam emails.

Scenarios

The following five scenarios are based on real in-
vestigations involving email forensics. The investigators in
each case all initially overlooked crucial information about
the case as such information was hidden in email spam.

Computer-aided encryption

It is conceivable that criminals might attempt to conceal
their communications by means of encryption. However, if
the encryption is too obvious, it will inevitably arouse
suspicion. Sophisticated criminals would prefer their
encrypted messages to be unnoticed. To this end, email
spam offers an ingenious camouflage, becausemost people,
including well-trained digital investigators, probably do
not normally pay much attention to emails that are seem-
ingly irrelevant to the case, especially when there could be
dozens of spam emails in presence.

In a murder investigation, a housewife was shot to
death. The killer did not leave behind much physical evi-
dence to work with and seemed to be familiar with the
house. The husband naturally became the prime suspect,
but he had an alibi. Despite the alibi, the investigators were
convinced that the husband had hired someone else to
commit the crime. While searching for evidence of
communication between the husband and the killer, the
investigation soon turned to the digital world including the
suspect's three email accounts. Using keyword searches

provided by modern computer forensics tools resulted in
no solid clues. The investigators started to peruse all the
email messages found in the suspect's email accounts. The
conclusion was the same. None of the emails were deemed
relevant. However, the investigators did not know they had
made a mistake when they automatically dismissed the
messages in the spam folders. To be fair, even if they had
read those spam emails one by one, they probably would
have missed it anyway.

The clue did not emerge until a more thorough email
forensics analysis was performed. The incriminating mes-
sage is shown in Fig. 1. It was believed to be an encrypted
message that was sent to the husband from the killer asking
for a meeting. The original message reads: “first thursday
next month walmart on west 9am isle 1”. It means the
meeting should take place on the first Thursday next
month in theWalmart store on the west side of the town at
9am, and they should meet at aisle 1. This encryption was
created by a well-known website “spammimic.com”. This
site uses context free grammar to convert an input message
into the structure of a spam message. The sender does not
need to know how the conversion works exactly and can
still easily capitalize on the free web-based service.

To our best knowledge, no existing digital forensics tools
can detect such encryption. In the human eye, the message
reads nothing more than a common spam message that is
aimed to tout a quick-to-fortune scheme. However, a closer
examination on the message revealed some warning signs.
First, unlike most spam messages, this message did not
seem to be sent in bulk whenwe looked into this message's
header. Second, spam messages of this kind normally
would come with a link to a website where people can sign
up, but the link is missing in this particular message.
Therefore, this message stood out. Although by the time
this message was discovered the meeting had taken place,
this message eventually led the investigators to the killer's
location. Luckily this murderer did not hide his IP address
well and further evidence was found in his place to
incriminate both him and the husband.

It remains unclear as to how the offenders in this case
became familiar with this method. Neither the killer nor
the husband had an advanced background in computer-
related fields, but they did use the Internet on a daily

Fig. 1. Example of spam mimic.
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