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a b s t r a c t

The rapid growth of emerging applications and the evolution of cloud computing technologies have
significantly enhanced the capability to generate vast amounts of data. Thus, it has become a great
challenge in this big data era to manage such voluminous amount of data. The recent advancements in
big data techniques and technologies have enabled many enterprises to handle big data efficiently.
However, these advances in techniques and technologies have not yet been studied in detail and a
comprehensive survey of this domain is still lacking. With focus on big data management, this survey
aims to investigate feasible techniques of managing big data by emphasizing on storage, pre-processing,
processing and security. Moreover, the critical aspects of these techniques are analyzed by devising a
taxonomy in order to identify the problems and proposals made to alleviate these problems. Further-
more, big data management techniques are also summarized. Finally, several future research directions
are presented.

& 2016 Elsevier Ltd. All rights reserved.

1. Introduction

Over the last few years, the volume of data worldwide has
exploded with the amplified use of various digital devices that
continuously generate massive amounts of heterogeneous, struc-
tured or unstructured data, resulting in what is now called “big
data” (Kambatla et al., 2014). Big data refers to rapidly growing
amounts of data for which traditional database mechanisms have
become inefficient in terms of storage, processing and analysis
(Manyika et al., 2011). Managing big data with diverse data for-
mats is a main basis for competition in business and management.
Nonetheless, it has also become a new challenge for Information
and Communication Technologies in both Science and industry
encouraging the pursue of data-centric architectures and opera-
tional models (Han et al., 2014).

Meanwhile, traditional data storage and processing typically
fed with relatively clean data sets generated by limited sources;
hence, the results tended to be accurate. However, the evolution of
big data has revealed a serious management problem, as standard
tools and procedures are not designed to manage such massive
data volumes (Philip Chen and Zhang, 2014). At the same time,

current infrastructures are not yet capable of addressing the dis-
tributed computational needs of managing big data and exploiting
large quantities and varieties of data (Candela et al., 2012). This is
not only due to the growth in the volumes of data sets but also to
their complexity and volatility that makes processing and analysis
very hard to achieve through traditional data management tech-
niques and technologies. Obviously, it is very challenging for cur-
rent infrastructures to sustain huge amounts of data (Russom,
2011).

Current techniques and technologies designed to handle big
data management problems mostly emphasize on certain char-
acteristics of big data, such as volume, variety and velocity (Philip
Chen and Zhang, 2014). Moreover, big data comprise complex data
that are massively produced and managed in geographically dis-
persed repositories (Kambatla et al., 2014). Such complexity mo-
tivates the development of advanced management techniques and
technologies for dealing with the challenges of big data. However,
these advances in techniques and technologies have not yet been
studied in detail and a comprehensive survey of this domain is
required. Although several studies exist related to big data man-
agement (Han et al., 2014; Russom, 2013; McAfee and Brynjolfs-
son, 2012; Chaudhuri, 2012; Borkar et al., 2012), no one directly
focused on technical aspects of big data management providing a
description of existing techniques in storage, preprocessing, pro-
cessing and security. Moreover, this survey analyzes several
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problems inhibiting the big data management and review corre-
sponding solutions by devising taxonomy.

This survey focuses primarily on big data aspects in the context
of data management. A broad coverage of existing work on sto-
rage, preprocessing, processing and security is provided. In addi-
tion, this survey offers added value by means of a comprehensive
taxonomy of existing techniques and technologies as well as
highlighting the importance of typical big data management
challenges related to storage, preprocessing, processing and se-
curity. Moreover, this survey aims to be a useful guide to chal-
lenges and solution in big data management and also a point of
reference for future work on big data management. Furthermore,
this survey summarizes the benefits that can be achieved if tech-
niques are adopted for specific application areas of management,
such as storage, preprocessing, analysis and/or security. Most sig-
nificantly, this research contributes as a guide for researchers in
the expedition of suitable big data management techniques and in
the development of augmented techniques in response to the in-
sufficiency of existing solutions.

In order to achieve the aims as mentioned above, we carry out
our research investigation by answering the questions related to
recent big data management advances as follows: (a) how big data
management techniques optimize storage resources to meet rapid
growth and fast retrieval requirements? (b) how pre-processing
tools and technologies such as cleansing and transformation are
managed to support upcoming trends of big data? (c) how big data
analytics is being performed to deal with abundant information
that could impact the business? (d) how security infers big data
management process?

The contributions are as follows:

� A comprehensive review of big data management techniques
with respect to data storage, pre-processing, processing and
security

� A discussion on a taxonomy of big data management process
flow with focus on the problems and available solutions related
to storage, pre-processing, processing and security

� A comparison of different big data management techniques for
storage, pre-processing and processing based on parameters
including availability, scalability, integrity, heterogeneity, re-
source optimization and velocity

� A discussion on future directions and challenges regarding big
data management

The rest of the article is organized as follows: Section 2 pro-
vides a general overview of big data management. Taxonomy of
techniques for storage, pre-processing, processing and security
aspects of big data is presented in Section 3. Section 4 discusses
techniques for storage, pre-processing and processing and an
analysis of their capability to meet big data management re-
quirements, such as availability, scalability, integrity, hetero-
geneity, resource optimization and velocity. Section 5 highlights
challenges and future research directions for big data management
and Section 6 concludes the study.

2. Overview of big data management

Big data management is a new discipline, where data man-
agement techniques, tools and platforms including storage, pre-
processing, processing and security can be applied. However, data
management is a broad practice that encompasses other data
disciplines, such as data warehousing, data integration, data
quality and data governance (McAfee and Brynjolfsson, 2012).
Thus, big data management is a complex process, particularly
when abundant data originating from heterogeneous sources are

to be used for business intelligence and decision-making (Baker,
2014). Furthermore, big data management has become a key to the
success of many enterprises, science, industries, engineering fields
and government ventures (Chaudhuri et al., 2011). The main ob-
jective is to enhance data quality and accessibility for decision-
making and improve productivity. Russom (2013) reported in a
survey on managing big data that 75% of organizations manage
some form of big data.

Big data management has been successfully adopted in several
big data techniques and technologies to support its processes. Big
data management comes with new challenges in terms of data
integration complexity, storage capacity, analytical tools and lack
of governance (Russom, 2013). Han and Yonggang (Han et al.,
2014) categorized big data management processes into (i) big data
science and (ii) big data infrastructure. Big data science refers to
the study of techniques and technologies regarding big data ac-
quisition, conditioning and evaluation. Techniques and technolo-
gies are developed with attention to improve existing methods of
managing, analyzing, visualizing and exploiting informative
knowledge from various ample data (Philip Chen and Zhang,
2014). On the other hand, big data infrastructure is derived from
more than one big data framework to enable processing large
amounts of data in distributed environments across clusters of
machines (Han et al., 2014).

Fig. 1 depicts the scenario of healthcare system with the per-
spective of big data management. The aim of the system is to
generate the report from the voluminous amount of data stored in
the HDFS. Generally, when authorized medical staff submit quer-
ies, before getting the required information from pool of data, the
data passes through multiple steps. First, preprocessing methods
such as cleansing, integration and transmission of data to make
them ready for processing are applied. After cleansing process,
mining techniques are applied to extract the required valuable
information in the form of reports. Encryption techniques are used
during communication of the storage, pre-processing and pro-
cessing modules.

The work most relevant to the current survey is undoubtedly
recent work on the big data management revolution (McAfee and
Brynjolfsson, 2012). However, this survey provides a more in-
depth investigation of the challenges and solutions related to big
data management besides devising taxonomy. Related works in-
clude: What next?: a half-dozen data management research goals
for big data and the cloud (Chaudhuri, 2012) and Inside Big Data

Fig. 1. Healthcare big data management scenario.
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