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medium impede the realization of seamless execution in mobile cloud computing (MCC) environment.
This work is the first comprehensive survey that studies the state-of-the-art cloud-based mobile

Available online 14 March 2015 applfcatlor.) execution frameworks .(ClVl.A.EFs) in perspective of sea.mless application EXCCUFIOH in MCC
and investigates the frameworks suitability for the seamless execution. The seamless execution enabling
Keywords: approaches for the CMAEFs are identified and classified based on the implementation locations. We also

Mobile Cloud Computing
Seamless Application Execution
Cloud-Based Mobile Application Execution

investigate the seamless application execution enabling approaches to identify advantages and
disadvantages of employing such approaches for attaining the seamless application execution in MCC.
The existing frameworks are compared based on the significant parameters derived from the taxonomy

Frameworks of the seamless application execution enabling approaches. The principles for enabling the seamless
application execution within the MCC are also highlighted. Finally, open research challenges in realizing
the seamless application execution are discussed.

© 2015 Elsevier Ltd. All rights reserved.

Contents
B OO § oV o« LT (o o PPt 155
2. BaCKEIOUNA . . ..ot e e e e e e e, 156
2.1, Mobile cloud COMPULINE . . . .ottt et e e e e e e e e e e e e e e e e e e e e 156
2.2.  Cloud-based mobile application @XeCULION. . . . ...\ttt e e e e e et e e e e e e 156
2.3.  Seamless application execution in the MCC. . . ... ...ttt et e e e e e et et 156
23.1. DefiNItIONS . . o .ottt ettt et e e e e e e e e e e e e e e 156
3. Motivation for seamless application eXeCULION . . .. .. .. .ttt it ettt et e et e e e e 157
4. Research Method. . . . ... e e e 157
5. State-of-the-art cloud-based mobile application execution frameworks . . ... ..... ... .ttt ettt 158
51. Cloud-based fTameWOTKS. . . . . .ottt et e et e e e e e e e e e e e 158
5.2.  Cloudlet-based fTameWOTKS. . . . . . ..ttt et e e e e e e e e e e e 159
5.2.1. Server-based cloudlet . ... ... e e 160
5.2.2. Mobile ad-hoc cloudlet . . . . ... e e e 161
5.3.  Hybrid frameworKs . . ... ..o e e e e 161
6. Seamless application execution enabling approaches employed by CMAEFS . . . . ..ottt e et et et et et e s 162
6.1.  Thematic taxonomy of seamless enabling approaches and the CMAEFS COMPAriSON. . . . ..ot vt vttt et et et et eeeeeeennn 162
6.1.1. Cloud-CentriC @PPIOACHES . . . o\ttt et e e e et e e e e e e e e e e 162
6.1.2. Hybrid approachies. . . . ..ot e e e e e e 164

* Corresponding author.
E-mail addresses: ejazahmed@ieee.org (E. Ahmed), abdullahgani@ieee.org (A. Gani), mkhurram@ksu.edu.sa (M. Khurram Khan), raj@csse.unimelb.edu.au (R. Buyya),
samee.khan@ndsu.edu (S.U. Khan).

http://dx.doi.org/10.1016/j.jnca.2015.03.001
1084-8045/© 2015 Elsevier Ltd. All rights reserved.


www.sciencedirect.com/science/journal/10848045
www.elsevier.com/locate/jnca
http://dx.doi.org/10.1016/j.jnca.2015.03.001
http://dx.doi.org/10.1016/j.jnca.2015.03.001
http://dx.doi.org/10.1016/j.jnca.2015.03.001
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jnca.2015.03.001&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jnca.2015.03.001&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jnca.2015.03.001&domain=pdf
mailto:ejazahmed@ieee.org
mailto:abdullahgani@ieee.org
mailto:mkhurram@ksu.edu.sa
mailto:raj@csse.unimelb.edu.au
mailto:samee.khan@ndsu.edu
http://dx.doi.org/10.1016/j.jnca.2015.03.001

E. Ahmed et al. / Journal of Network and Computer Applications 52 (2015) 154-172 155

6.1.3. MoDbile-CentriC aPPIOAChES . . . ..ottt e e e e e e e 165

6.1.4. Network-CentriC aPPIrOACheS . . . . .ottt ettt e et e e e e e e e e e e e 166

7. Seamless application execution principles for MCC. . . .. ...ttt ittt et e e e e e e e e e e e 167
7.0, Optimal fUNCHIONALItY. . . . ..ottt e e e e e e e e e e e e e 167
71.1. Seamless cloud discovery and Service SeleCtion. . . ... ...ttt ettt e e 167

7.1.2. Optimal Cloud EXECULION . . . . o\ttt et e et e et e et e e e e e e 168

7.1.3. Optimal component deployMENt . . . ... ...ttt ettt e e et e et et e e e e 168

% £V =516 <] 3 <] 168

2 T N 103 To ) 00 28 PPN 168

74.  Minimal data @XCNange . . . . oottt et e e e e e e e e e e 168

7.5.  Seamless computational resources handoff . . . ... ... e 169

7.6.  Agile SeCUTity and PriVaACY . . . ..ottt ittt e e et e et e e e e e e e e e 169

8. Open challenges for seamless application execution in the MCC . . ... ... ittt et ettt e et ettt et et ettt e 169
8.1.  User-transparent cloud diSCOVEIY . . . . ...ttt et e et et e e et e e e et e e e e 169

8.2.  Unobtrusive application offloading. . . . . ... .. .t e e e 169

8.3, Optimal live VIV MIGIatiON . . o . v ot ittt ettt e e et e e et e e e e e e e e et e e e e e e e e e e 169

8.4. Seamless computational resources handoff . . . ... ... . 170

8.5.  Agile security and privacy MeChamiSIms . . . .. ...ttt e e e e e 170

LS @) ol L1 o) o - PP 170
ACKNOWIEA NS, . . o ottt ettt et e e e e e e e e e e e e e e 170
RO O OIICES . . . . ottt e e e e e e e e e e e e 170

1. Introduction

The incomparable advantages of mobile cloud computing (MCC)
and a diverse range of potential mobile cloud applications are pro-
voking mobile users to leverage on the benefits of emerging mobile
applications, such as m-learning (Chen et al., 2011), m-gaming (Cai et
al,, 2013), and m-health (Bourouis et al., 2013). In the MCC, computa-
tional migration has been introduced as a software level solution of
utilizing remote cloud-based resources for augmenting application
processing capabilities of the smart mobile devices. To execute the
mobile applications, application execution frameworks usually mig-
rate either part of an application (Cuervo et al., 2010; Giurgiu et al.,
2009) or the entire application to the cloud (Huerta-Canepa and Lee,
2010; Satyanarayanan et al., 2009). On the successful execution, the
results are sent back to the mobile device for integration with the rest
of the application inside the mobile device.

The run-time migration of an application to the cloud improves the
application responsiveness and energy consumption (Goyal and Carter,
2004). However, the application migration process in the MCC usually
involves human interaction; thereby, impeding the smooth execution
of the mobile applications. The intrinsic limitations of the mobile
devices and wireless access technologies are other common factors
that originate disruption in the execution of the mobile applications
and inhibit seamless execution of the application in MCC (Ahmed et al.,
2013a). The seamless application execution refers to the state of
unobtrusive application execution with the least possible user involve-
ment, interaction, and distraction aiming to deliver enhanced function-
ality, higher performance, and improved responsiveness towards a
richer user experience. The seamless execution is imperative to meet
the application requirements for mobile applications, particularly for
delay sensitive applications, such as m-health (Bourouis et al., 2013)
and augmented reality (Tsai et al, 2012). However, the realization of
seamless application execution in MCC is non-trivial due to several
issues, such as dynamic MCC execution environments, complex multi-
objective offloading decision functions, incompatible heterogeneous
wireless technologies (Ahmed et al., 2013b, 2014, 2015a), intrinsic
limitations in the wireless medium, intensive authentication, author-
ization, and accounting processes.

Although several surveys (Fernando et al., 2013; Dinh et al,,
2013; Kumar et al,, 2013; Khan et al., 2014; Abolfazli et al., 2014)
have studied various aspects of leveraging the cloud services to
augment the computing capabilities of resource-constrained

mobile devices, seamless execution of mobile applications within
the MCC has not been surveyed. Contrary to our prior efforts, this
study is the first effort that comprehensively surveys the seamless
application execution within the MCC. It describes the seamless
application execution in the MCC and comprehensively surveys
the state-of-the-art cloud-based mobile application execution
frameworks (CMAEFs) to investigate the suitability of the frame-
works. Moreover, we identify and describe the important princi-
ples and open challenges in realizing the vision of the seamless
application execution.

The contributions of the survey are manifolds. Firstly, we com-
prehensively survey the state-of-the-art CMAEFs to evaluate their
features implemented to achieve seamlessness in execution of the
mobile applications. Secondly, we classify the seamless application
execution enabling approaches employed by the current frameworks
to devise a taxonomy. Thirdly, we analyze and synthesize seamless
application execution enabling approaches to identify advantages and
disadvantages. Fourthly, we compare the state-of-the-art CMAAEFs by
using the thematic taxonomy of seamless application execution
enabling approaches. Fifthly, we identify the principles of designing
seamless CMAEFs in the MCC. Finally, we detail open challenges in
realizing the seamless application execution in the MCC. This paper
also enables the mobile cloud application engineers and cloud service
providers to leverage on the appropriate features that can mitigate
communication and computation latencies when developing applica-
tions or providing MCC services to increase the QoS for mobile-cloud
users. The identified principles guide the framework designers to
incorporate the specific features to efficiently realize the seamless
application execution. Similarly, the identified open research chal-
lenges highlight the future research directions. For the ease of reading,
we list all of the commonly used acronyms in Table 1.

The remainder of this paper is organized as follows. Section 2
introduces the MCC technology and explains the seamless applica-
tion execution definition. Section 3 discusses the significance and
motivation of attaining the seamless application execution in MCC.
The research methodology is provided in Section 4 for the readers
to give them information that how we have collected research
articles for the survey and what is our selection criteria. Section 5
presents the comprehensive survey of the state-of-the-art CMAEFs
and enquires the logical implications and critical aspects of the
frameworks with respect to seamless application execution in the
MCC. The taxonomy of seamless application execution enabling
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