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ABSTRACT

Man-At-The-End (MATE) attacks and fortifications are difficult to analyze, model, and evaluate
predominantly for three reasons: firstly, the attacker is human and, therefore, utilizes motivation,
creativity, and ingenuity. Secondly, the attacker has limitless and authorized access to the target. Thirdly,
all major protections stand up to a determined attacker till a certain period of time. Digital assets range
from business to personal use, from consumer devices to home networks, the public Internet, the cloud,
and the Internet of Things — where traditional computer and network security are inadequate to address
MATE attacks. MATE is fundamentally a hard problem. Much of the extant focus to deal with MATE
attacks is purely technical; though security is more than just a technical issue. The main objective of the
paper is to mitigate the consequences of MATE attacks through the human element of security and
highlight the need for this element to form a part of a holistic security strategy alongside the necessary
techniques and technologies. This paper contributes by taking software protection (SP) research to a new
realm of challenges. Moreover, the paper elaborates the concept of MATE attacks, the different forms,
and the analysis of MATE versus insider threats to present a thematic taxonomy of a MATE attack. The
ensuing paper also highlights the fundamental concept of digital assets, and the core protection
mechanisms and their qualitative comparison against MATE attacks. Finally, we present state-of-the-art
trends and cutting-edge future research directions by taking into account only the human aspects for
young researchers and professionals.
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1. Introduction

Any security system, no matter how intelligent, well-designed,
properly configured, thoroughly deployed, and meticulously main-
tained, will have to rely on people. The most stimulating and
overarching issue in security is the human element - and dealing
with it is perhaps one of the biggest challenges we face today. Trying
to design information security solutions without due consideration of
the complex human nature may prove to be an Achilles heel, “If the
human factor is not considered, information security might be just an
illusion” (Svensson, 2013). Technological advancements and innova-
tions make the armory more and more impressive, but according to
Schneier a high degree of security is in our hands. He further argues
that if you think technology can resolve your security problems,
then you neither understand the problems nor the technology
(Frangopoulos et al., 2013). Despite the implied focus on technology,
it is increasingly recognized that mere technology cannot provide a
complete solution; however, what has only started receiving exten-
sive recognition relatively recently is the role and importance of
people as part of the solution (Furnell and Clarke, 2012).

Despite technological progression, the problem of Man-At-The-
End (MATE) attacks is primarily harder (and, under very general
circumstances, difficult to resolve) than other, more common
studied problems in security. The reason behind this is the very
liberal attack model that software protection (SP) researchers and
practitioners must cope with: it is presumed that an all-powerful
adversary who has complete access to our software and hardware,
can examine, utilize his or her capabilities, modify, and probe it at
will (Ceccato et al., 2013; Falcarin et al., 2011; Gu et al., 2011).
Fundamentally, a MATE attack happens in a setting where an
adversary gains physical access to a device and compromises it by
tampering or inspecting the hardware itself or the software it
contains (Jakubowski et al., 2011). MATE attacks, therefore, essen-
tially encompass an adversary gaining an advantage by violating
software or hardware under their control, directly or via a rem-
ote connection also known as Remote Man-At-The-End (RMATE)
(Collberg, 2011; Collberg et al., 2011). Protection mechanisms
against MATE attacks are recognized as anti-tamper techniques,
digital asset protection, or, more commonly, software protection
(Falcarin et al., 2011).

Due to the powerful attacks launched in a MATE scenario, we
typically do not expect any technique in SP to hold off an attack for
an indefinite period of time (Collberg et al., 2011). Subsequently, no
piece of software, no matter how well protected, is likely to survive
unscathed for a long period of time. However, an attractive oppor-
tunity for MATE attackers is, in fact, today's open environments,
where the attackers prey on every single line of code, and commer-
cial off-the-shelf systems include a plenitude of unpatched and
known software vulnerabilities (Broadhurst and Chang, 2013). More-
over, in this dynamic world where digital content mainly relies on
software for its storage, consumption, creation, and distribution, it is
becoming an essential obligation that we protect digital assets by

continuously upgrading the protections in their associated software.
However, today, an increasing number of applications are vulnerable
to MATE attacks, and there is a need for comprehensive SP tech-
niques that deliver a nontrivial level of security against determined
attacks by skilled adversaries (Jakubowski et al., 2011). Besides,
firewalls are classic solutions to mitigate the threat of remote
attackers (i.e., Man-In-The-Middle) who try to break into software
systems; however, these typical approaches do not help in defending
software systems when the attacker is MATE (Ceccato et al,, 2013)
and it is equally hard to define and measure the MATE attacker's
capabilities (Collberg et al., 2011; Falcarin et al., 2011).

The literature available on MATE is very limited. To the best of
our knowledge, this is the first effort that studies MATE in detail.
The paper elaborates the concept of MATE attacks, its different
forms, and its analysis and characteristics. Moreover, we devise
MATE attacks taxonomy by critically analyzing and reviewing the
previous taxonomies in different fields of information systems and
security. Furthermore, we present three elements in properly sec-
uring digital assets, i.e., SP, hardware-based software protection
and MATE. However, the bygones of SP research are only based on
two elements: hardware and, software-based protection, and
some of the latest experts' opinions put forward the co-design of
hardware and software (Gu et al., 2011), where MATE assessment
has been addressed indirectly. Directly addressing the MATE, how-
ever, in the security chain has largely been neglected. The paper
highlights the need for human aspects to form part of a holistic
security strategy alongside the necessary techniques and technol-
ogies in SP research. The paper elaborates the concepts of digital
assets and review efforts that endeavor to mitigate MATE attack
consequences. MATE attacks and their role and effectiveness on
high-value digital assets are studied. We contribute by taking SP
research to a whole new realm of challenges and present the state-
of-the-art trends and future directions that researchers should
explore while addressing MATE attacks. These novel directions
directly take into account the human aspects, i.e., mental capabil-
ities, skills and expertise, different security-related and cross-
cultural behaviors, curiosity, fear, direct MATE aspects on software
resilience, and finding the actual behavior of MATE. Exploring
these future research challenges could have a high impact and
provide greater insight into properly addressing MATE attacks.
This in turn enhances the defense capabilities of high-value digital
assets with improved extant techniques and leads to innovate and
develop state-of-the-art next-generation security tools and tech-
nologies (to properly secure distributed software systems and
digital assets).

The remainder of this paper is organized as follows. Section 2
describes MATE attacks in details, which includes the concept of
MATE attacks, the different forms, and the characteristics and analysis
of MATE versus insider threats. Critical analysis and a comprehensive
taxonomy of MATE attacks are also devised in this section. Section 3
elaborates the fundamental concept of digital assets; the core protec-
tion mechanisms and their qualitative comparison against MATE
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