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a b s t r a c t 

This paper exploits the observability of control messages in a control network to formally monitor safety 

properties to verify a control application’s correct behaviour. A monitor scheme is proposed based on a 

runtime verification method, which can verify selected properties of an application’s behaviour, including 

the verification of formally specified functional safety properties. A prototype hardware based circuit is 

developed to provide a monitor function. A case study example for an automotive gearbox control sys- 

tem is presented. The control application is evaluated in the target application environment, which is a 

controller area network (CAN) based network. The behaviour of the monitor is assessed and the results 

show that it is feasible to monitor and verify functional safety properties, as defined by the ISO 26262 

standard for functional safety in road vehicles, using the proposed method. 

© 2016 Elsevier B.V. All rights reserved. 

1. Introduction 

Many control system designs are based on control network or 

sensor-level networks so that functionality can be distributed in 

space. Applications are found in industrial automation, transport 

vehicles, and many other fields. A large number of such small net- 

works are employed in safety-critical applications and there are 

increasing demands from regulatory agencies and industries for 

product developers to ensure compliance with functional safety 

requirements. 

Functional safety is an integrated part of the overall safety re- 

quirements for a product and is concerned with assuring that a 

system or equipment item operates correctly; taking into account 

the safe management of likely operator errors, system failures and 

environmentally induced problems. 

This paper investigates the feasibility of monitoring safety prop- 

erty requirements for an application that runs in a control network 

based system, in real-time. The aim is to develop a specialised 

monitor device, which is a programmable hardware based circuit 

that observes the behaviour of an application in real time and re- 

ports on violations. The work suggests that conventional control 

network architectures lend themselves to the development of run- 

time monitoring schemes in a useful way where the various con- 

trol messages are exposed on the network and the set of these 

messages can be interpreted in formal logic equations to inform an 
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observer about the behaviour of some key properties. It is specif- 

ically proposed that such a monitor can be used to observe func- 

tional safety properties. 

A case study example illustrates how such a monitor can 

be developed for an automotive application which is based on 

the controller area network (CAN) bus [1] . The case study ex- 

ample is based on a software controlled automotive gearbox, 

which can be seen as an important equipment item for safety 

evaluation. 

Two distinct use cases are evaluated for the monitor employ- 

ment. The first use case is where the development engineer carries 

out the verification process as part of the product development cy- 

cle, using the runtime monitor as a development tool. The second 

use case is where the runtime monitor is permanently installed in 

the system and is used to verify the correct behaviour of an appli- 

cation, through the lifetime of the product. 

Based on the case study example it is demonstrated that it 

is feasible to verify functional safety properties for a product us- 

ing such runtime verification. However, the value of using such a 

monitor for lifetime monitoring within a product has questionable 

benefits. 

The remainder of this paper is organised as follows: 

Section 2 describes some background for functional safety and 

runtime monitoring; Section 3 summarises related research work; 

Section 4 introduces the gear controller case study and its re- 

quirements; Section 5 describes the case study implementation; 

Section 6 discussed the evaluation and testing for the concept; 

and Section 7 summarises the conclusions. 
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2. Background 

Runtime monitoring for checking the performance behaviour 

of embedded systems’ applications is an established field. In this 

study the concept is extended to the monitoring of functional 

safety properties. 

2.1. Functional safety 

Functional Safety is achieved by product developers by design- 

ing and developing products to ensure all specified safety func- 

tions are implemented; and the level of performance required of 

each safety function is met. This is usually achieved by a develop- 

ment process that involves: identifying the formally required safety 

functions, based on risk assessment and management; assessment 

of the risk-reduction required by the safety function; ensuring the 

safety function performs to the design intent; and verifying that 

the system meets the assigned safety integrity levels. Then there 

is a requirement to conduct Functional Safety audits to assess evi- 

dence that the appropriate safety lifecycle management techniques 

are being applied consistently in the relevant lifecycle stages of a 

product. 

2.2. The functional safety standards 

Probably the best known functional safety standard in the elec- 

tronics industry is the IEC 61508 functional safety standard and its 

automotive adaptation ISO 26262 [2] . The IEC 61508 document de- 

fines four general Safety Integrity Levels (SILs), where SIL 4 rep- 

resents the most stringent safety level. The ISO 26262 document 

defines four Automotive Safety Integrity Levels (ASILs) where ASIL 

D is the most stringent safety level. Each level corresponds to the 

likelihood of failures for a safety function. 

The ISO 26262 does not specify any development processes or 

technologies. Rather it assumes that development processes such 

as ISO 9001, CMM or similar process are already in place and im- 

poses specific safety related requirements and outcomes on them. 

2.3. Runtime monitoring 

In this paper it is proposed that an independent monitor can be 

developed to monitor key safety properties during product runtime 

to confirm proper behaviour of an application during its execution 

phase. Such a runtime verification monitor is concerned with the 

monitoring of program execution behaviour so as to establish com- 

pliance with a requirements specification. The properties to be ob- 

served can be decided by the developers to gain confidence in the 

correct operation of the product or system. 

The concept of the proposed runtime monitor makes the 

following key assumptions: 

(a) The runtime environment on its own cannot detect violations 

of an application’s safety properties. Traditional means of node 

diagnostics and network diagnostics cannot have awareness of 

an application’s specifications. 

(b) It is not sufficient to verify the behaviour of functional safety 

properties outside of the actual runtime environment. The ver- 

ification of properties outside of the runtime context cannot 

make realistic assumptions on how the implementation envi- 

ronment can impact on the application’s behaviour in terms of 

functionality and timing. 

(c) The evaluation of the safety properties will not lead to erro- 

neous conclusions resulting in false negatives. This is assuming 

the monitor itself does not fail and all runtime parameters that 

can impact on the verification are accounted for. 

(d) The target system will expose sufficient global variables to the 

network so that the monitor logic can be meaningfully ex- 

pressed by observing the exported messages. 

(e) The assertion check process is sufficiently fast so that verifica- 

tion can be achieved in real-time while the system is executing. 

In the proposed scheme the requirement specification of a sys- 

tem is stated as an executable specification that describes the be- 

haviour of the system. That described system model is formally 

verified using a model-checker that can verify timed behaviour. 

Program code is generated from the specification model for prod- 

uct implementation. At runtime, selected properties that have al- 

ready been formally verified in the model checker are evaluated. 

This evaluation during runtime is a form of verification that is 

based on assertion testing [3] . 

3. Related work 

A runtime verification monitor is concerned with the mon- 

itoring of program execution behaviour to establish compliance 

with a requirements specification. The concept of monitoring sys- 

tem behaviour during runtime is well established as a means to 

employ a ‘lightweight’ formal verification method to assess run- 

time compliance behaviour in accordance with a product’s require- 

ment specifications. Runtime monitoring methods have been pro- 

posed by Havelund and Ro ̧s u [4] , Drusinsky [5] , Havelund et al. [6] , 

and Sammapun [7] , amongst others. The Monitoring and Check- 

ing (MaC) framework, by Lee et al [8] and Kim et al [9] , pro- 

poses a scheme to automatically link low-level observations of pro- 

gram execution behaviour to the relevant monitored properties. 

PathExplorer (PAX) is a runtime verification tool by Havelund and 

Ro ̧s u [10] that uses linear temporal logic (LTL). Watterson et al. 

[11] provide an in-depth review in the context of the requirements 

for monitoring in embedded systems. Michael et al. [12] describe 

runtime execution monitoring schemes to assess whether formal 

assertions correctly capture the intent of some natural language 

requirements. 

Many of the proposed methods to date are focused on solutions 

that perform on-line monitoring, and employ off-line processing 

of captured traces from the monitoring exercises. In the work de- 

scribed in this paper, a monitor device is proposed that can be em- 

bedded right into the product. The need for trace memory can be 

eliminated by using state by state evaluations during runtime. 

Interest in evaluation for safety conformance in products spans 

many engineering disciplines as described by Saleh et al [13] . In re- 

cent times there is growing emphasis on the development of soft- 

ware related safety cases, as discussed by Hawkins et al. [14] . How- 

ever, the concept of mapping specific safety requirements from a 

safety standard to runtime monitored properties is not well ex- 

plored in the research literature. Clauses 7 and 8 of ISO 26262-6, 

which refer to software architectural design and software unit de- 

sign respectively, each point to external monitoring techniques as 

a means of attaining ISO 26262 compliance, while the test case 

derivations covered by clauses 9 (Software Unit Testing) and 10 

(Software integration and testing) lend themselves to a monitoring 

approach. 

In automotive systems the need for behaviour monitoring is 

well understood, but solutions to the problems are incomplete. 

One significant outcome from research on these issues is the devel- 

opment of the AUTOSAR (AUTomotive Open System ARchitecture) 

[15] standard. AUTOSAR is an open, standardised software archi- 

tecture for automotive E/E (Electrics/Electronics) systems; provid- 

ing an infrastructure to assist with the development of in-vehicle 

software for the entire product lifecycle. Although the AUTOSAR 

recommendations are open to the inclusion of software monitor- 

ing, they do not suggest any formal approach. Lotoczky et al. [16] 
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