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In this paper, we further study the switching constructions of 
differentially 4-uniform permutations over F22k from the in-
verse function and propose several new explicit constructions. 
In our constructions, we first partition the finite field F22k into 
some minimal subsets that are closed under both mappings 
x �→ 1

x−1+1 and x �→ ωx, where ω ∈ F∗
22k is of order 3. Then, 

by utilizing some properties of such subsets to extend differ-
entially 4-uniform permutations over the subfield F4 or F24

to that over F22k , we give new constructions of differentially 
4-uniform permutations over F22k for the cases k odd, k/2 odd 
and k/2 even respectively. As compared to previous construc-
tions, our new constructions explicitly give large numbers (at 
least 222k−2−1) of functions.
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1. Introduction

Throughout this paper, let F2n be the finite field with 2n elements and F∗
2n be the 

corresponding cyclic group of order 2n − 1. For ease of implementation and to have 
good cryptographic properties to resist various kinds of cryptographic attack, substitu-
tion boxes (S-boxes) used in block ciphers are often chosen from permutation functions 
over F22k with low differential uniformity [1], high nonlinearities [23] and high algebraic 
degrees [18]. It is known that for any function F over F2n , its differential uniformity is 
always a positive even integer. If its differential uniformity is 2, then the function F is 
said to be an almost perfect nonlinear function (APN function for short).

Although many APN functions have been found over F2n for n odd and for n even 
respectively (see [2,3,6–9,12,15]), it is very hard to construct APN permutations for n
even. Until now, only one APN permutation over F26 has been found by Dillon et al. 
in [13]. To find any other APN permutations for even n is called the BIG APN prob-
lem. Therefore, people have to use differentially 4-uniform permutations as S-boxes. For 
instance, the S-box of the Advanced Encryption Standard (AES) is constructed from 
the inverse function x−1 (0−1 := 0) over F28 , which is differentially 4-uniform with the 
known maximum nonlinearity and the optimal algebraic degree.

There are 5 primarily constructed infinite classes of differentially 4-uniform permu-
tations over F22k which have been proved to possess the known maximum nonlinearity. 
They are 4 classes of power functions, namely the Gold functions [16], the Kasami func-
tions [17], the inverse functions [24] and the Bracken–Leander functions [4], together 
with a class of binomials [5]. Besides, many secondary construction methods have been 
proposed and studied to obtain more differentially 4-uniform permutations over F22k via 
known differentially 2/4-uniform functions, for instance, the switching method [25–30], 
the contraction method (from F22k+1 to F22k) [10,20] and the expansion method (from 
F22k−1 to F22k) [11], etc.

The switching method has attracted much attention recently and a lot of differen-
tially 4-uniform permutations over F22k have been constructed by modifying the inverse 
function in some special subsets of F22k . In [29], the authors applied some affine trans-
formations to the inverse function on some particular subfields of F22k and obtained two 
classes of differentially 4-uniform permutations. In [21], the authors investigated the con-
struction of differentially 4-uniform permutations by composing the inverse function and 
a cycle. In particular, the research on constructing differentially 4-uniform permutations 
of the form

F (x) = x−1 + f(x), where f(x) is an n-variable Boolean function, (1)

is more active. A lot of such differentially 4-uniform permutations were found in [26]. 
In addition, it was proved in [26] that all the permutations of the form (1) have the 
optimal algebraic degree and high nonlinearity that is not less than 2n−2− 1

4�2
n
2 +1� − 1. 

The authors of [27] generalized the technique of [26] and further proved that if F (x)
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