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Abstract

Certificate-based encryption has been recently proposed as a means to simplify the certificate management inherent to traditional pub-
lic key encryption. In this paper, we present an efficient certificate-based encryption scheme which is fully secure in the standard model.
Our construction is more efficient (in terms of computational cost and ciphertext size) than any of the previous constructions known
without random oracles.
� 2007 Elsevier Inc. All rights reserved.
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1. Introduction

In traditional public key cryptography (PKC) a certifi-
cate binding a public key and its owner’s identity is used
in order to prevent man-in-the-middle attacks. The man-
agement of these certificates during a key’s lifetime is a
complex issue, and it is often mentioned as one of the main
drawbacks against a widespread use of PKC. In Shamir
(1985), the concept of identity-based cryptography (IBC)
was proposed, which attempted to remove as much as pos-
sible the need for certificates. Roughly, the idea is that the
identity of the user Bob acts as his public key, and there-
fore a link between Bob and his public key is no longer
required. Now, Bob must identify himself to a trusted
authority prior to decryption, which will send him his pri-
vate key. There are some drawbacks in identity-based cryp-
tography, the most important being the fact that it is
inherently key escrowed, since the trusted authority com-
putes the private keys of the users. A second drawback is
that the secret keys must be sent to the users via a secret
channel, which makes the problem of key distribution

non-trivial. Finally, user revocation can be partially solved
by adding expiry dates to the identities of users.

These disadvantages motivated the introduction of a
new asymmetric encryption paradigm called certificate-
based encryption (CBE) (Gentry, 2003) aimed at bridging
the gap between traditional public key encryption and
IBE. An especially challenging problem in certificate man-
agement in PKC is the revocation of certificates. In many
situations, certificates need to be revoked, e.g. in case the
user’s secret key gets compromised. In the case of encryp-
tion, this means that Alice should know before encrypting
to Bob whether Bob’s public key has been revoked. Solving
this problem requires a heavy infrastructure. CBE miti-
gates this problem by making certificate revocation impli-
cit, in the sense that certificates have an expiry date, at
the end of which a new certificate must be obtained from
the trusted authority to be able to decrypt. Bob needs
not only his private key SKB to decrypt, but also this up-
to-date certificate meaning that PKB is still valid. Revoca-
tion is achieved by stopping the issuance of certificates
for the revoked public key, which means one gets rid of
third party (i.e. Alice) certificate status queries. CBE was
proposed as an intermediate paradigm between identity-
based encryption (IBE) and public key encryption (PKE),
in the sense that it is not key escrowed and still simplifies
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certificate management. An additional attractive property
of CBE is that this up-to-date certificate can be sent over
an insecure channel, in contrast to IBE, and therefore dis-
tributing keys is not an issue anymore. To summarize, the
main advantages of CBE with respect to other asymmetric
encryption paradigms are the removal of third party certif-
icate status queries, simpler key distribution and absence of
key escrow, while the disadvantage (with respect to IBE) is
that public keys are not identity-based.

1.1. Previous work

Generic constructions of adaptive chosen-ciphertext
secure (CCA-secure) CBE schemes were proposed in Al-
Riyami and Paterson (2005),Yum and Lee (2004) but were
later found to be flawed or to have unproven security
claims (Galindo et al., 2006; Kang and Park, 2005). In
the original work (Gentry, 2003), a CBE scheme building
up from the IBE scheme (Boneh and Franklin, 2001) and
using the random oracle heuristic (Bellare and Rogaway,
1993; Canetti et al., 2004) was presented.

In Dodis and Katz (2005), the problem of designing mul-

tiple encryption schemes with chosen-ciphertext security
was addressed, i.e. the encryption of data using multiple,
independent encryption schemes and resistant to chosen-
ciphertext attacks. Since multiple encryption schemes can
be used to enforce threshold access to data, they can be
used to build CBE schemes. The intuition is very simple:
a double encryption scheme requires two secret keys for
decrypting; one secret key is only known to the trusted
authority, while the other secret key is only known to the
user. Thus, an uncertified user lacks the secret key owned
by the trusted authority so he cannot decrypt; and the
trusted authority does not have access to the user’s secret
key, so it cannot decrypt on behalf of the user.

The generic CCA-secure CBE construction proposed by
Dodis and Katz in Dodis and Katz (2005) uses a one-time
signature (OTS), and CCA-secure identity-based encryp-
tion and public key encryption schemes. The trusted
authority is in possession of the master secret key of the
IBE scheme, while the user is in possession of the decryp-
tion key of the PKE scheme. To encrypt a message M to
the user with identity id and for time period i, a pair of
verification/signing keys (vk, sk) for the OTS scheme is gen-
erated. Next, the message M is split in two shares M1, M2

such that M = M1 �M2. Roughly speaking, the first mes-
sage share is encrypted using the IBE scheme with respect
to identity idki and ‘label’ vk, thus obtaining a ciphertext
C1; and the second message share is encrypted using the
PKE scheme with ‘label’ vk, thus obtaining a ciphertext
C2. Finally, a signature r = Signsk(C1,C2) is computed
and the ciphertext is set to be

C ¼ ðvk;C1;C2;rÞ ð1Þ

Decryption of a ciphertext of this form is done in the obvi-
ous way, as long as the user is in possession of the certifi-

cate for identity idki, which in this case is just the IBE’s
secret key with respect to identity idki. This construction
is in the standard model provided that the underlying
schemes are in the standard model.

1.2. Our results

Our goal is to design a CBE scheme without random
oracles more efficient than the schemes resulting from the
generic construction of Dodis–Katz (DK), which is the
only other construction in the standard model. The idea
is to find suitable chosen-plaintext secure (CPA-secure)
IBE and PKE schemes with a similar structure and to
exploit these similarities to design a more efficient combina-
tion, since CPA security is obtained at a lower cost than
CCA security. We successfully apply this idea to the IBE
and PKE schemes obtained from Waters (2005) and Boneh
and Boyen (2004) schemes. Compared to the DK cipher-
text as given in Eq. (1), our CBE scheme can be seen as
the result of removing the component C2 by ‘embedding’
it into C1. Thus, our ciphertext is shortened to

C0 ¼ ðvk;C1; rÞ ð2Þ
if compared to Eq. (1) when the DK construction is opti-
mistically instantiated with the CCA-secure IBE schemes
from (Boyen et al., 2005). This results in a new CBE
scheme with reduced computational cost and ciphertext
size. Our CBE scheme is proven secure under the standard
decisional assumption in bilinear groups. A detailed
numerical comparison is given in Section 4.3.

1.3. Extensions

– Better efficiency: It is possible to replace the one-time
signature in our construction by (essentially) a message
authentication code, as shown in Boneh and Katz
(2005). This improved transformation results in shorter
ciphertexts and more efficient encryption/decryption.
This improvement is also possible for the DK
construction.

– Hierarchical CBE: Although our scheme uses a single
trusted authority, it is straightforward to adapt it to a
hierarchy of authorities by replacing the IBE scheme
in our construction with the hierarchical identity-based
encryption scheme deriving from (Boneh and Boyen,
2004; Waters, 2005).

– Threshold CBE: The chosen-ciphertext secure schemes
obtained by applying the transformation (Canetti
et al., 2004) to IBE schemes built on bilinear pairings
enjoy several public verifiability properties. This feature
has been recently exploited in Boneh et al. (2006) to
build threshold chosen-ciphertext secure PKE schemes
in the standard model. It is possible to apply the same
techniques to our CBE scheme in order to obtain a
CBE scheme with threshold certificate generation. The
idea of a threshold CBE scheme is that the secret key
of the trusted authority is not stored in a single location,
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