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a b s t r a c t

Wireless sensor networks are exposed to various kinds of security threat. The node replication attack is
application-independent and can be launched by an adversary just by capturing a single sensor from the
network. The post-capture impact of this attack is serious as an adversary can launch various insider
attacks with the help of replicas that are deployed in the network. Counter-measures for node replication
attack have drawn the attention of many researchers in this field. The first step towards handling a node
replication attack is to detect the existence of replicas and remove them from the network. A number of
replica detection schemes have been proposed in the literature. However, only a few survey articles exist
based on replica detection schemes. Most of these survey lacks comparative analysis on the existing
schemes, and are limited only to a few referred schemes. In this paper, we have classified the existing
replica detection schemes considering a higher number of parameters than the existing schemes, and
highlighted advantages and disadvantages of the contributions. A detailed comparative analysis of the
existing schemes are made based on their communication cost, message overhead, storage requirement,
and number of replica detectors per node. We have simulated a few mostly referred detection schemes
using Castalia and analysed their performance in terms of detection probability, average number of
packets sent/received, detection time, and energy consumption.

& 2015 Elsevier Ltd. All rights reserved.
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1. Introduction

Wireless sensor networks (WSN) (Zungeru et al., 2012; Reza-
zadeh et al., 2012; Tanwar et al., 2015) provide a low-cost, efficient,
and feasible solution for remote-monitoring applications. A WSN
consists of a large number of tiny sensor nodes that are deployed
in higher density around or inside the target area to acquire data.
Each node senses and transmits the processed data to a dedicated
node, which is commonly known as base station (BS). Unlike
sensor nodes, BS has abundant resources and higher computa-
tional capability. Applications of WSN include healthcare, military,
habitat monitoring, traffic monitoring, rehabilitation and many
more (Buratti et al., 2006; Sohraby et al., 2007; Hadjidj et al.,
2013).

Sensor nodes are exposed to unattended and sometime
unknown environment. In such environments, sensor nodes are
susceptible to various kind of security threats such as hello
flooding, sybil, wormhole, node replication attack, etc. Claycomb
and Shin (2011), Modares and Salleh (2011). Among these security
threats, node replication attack is of major concern in WSN (Yu et
al., 2012; Huang and Teng, 2014). In node replication attack, an
adversary can reprogram a captured node, and generate a number
of replicas to be deployed back into the network. Moreover, node
replication attack also provides a scope for the adversary to launch
other insider attacks in the network (Zin et al., 2014). In this attack,
a replica has the identity of a genuine node and participates in all
the network activities. One of the solution to overcome the node
replication is to deploy tamper-resistant nodes. But, the deploy-
ment of tamper-resistant nodes are cost prohibitive (Karlof and
Wagner, 2003; Wang et al., 2006). Therefore, detection of replica is
the most efficient way to handle node replication attack.

Though, there are many kind of replica detection schemes
reported in the literature, only a few number of surveys on node
replica detection are available. Recently published works include
the articles by Xie et al. (2011), Zhu et al. (2012), and Khan

et al. (2013). However, the above articles lack a comprehensive
analysis of the existing node replica detection schemes. Xie et al.
(2011) have focused mainly on anomaly detection in WSN. Zhu
et al. (2012) and Khan et al. (2013) have discussed various replica
detection techniques. However, we found that their survey lacks
the following: (i) inclusion of a larger number of detection
schemes, (ii) critical analysis of communication complexity and
storage overhead, (iii) classification of replica detection schemes
using various parameters, and (iv) performance evaluation
through simulation.

In this paper, we have made a comprehensive survey of node
replica detection schemes reported in the literature. Our con-
tributions to this paper are as follows: (i) The existing schemes
classified not only based on detection types such as centralized,
distributive, etc., but also using additional parameters such as
geographical location dependency, claim-forwarding strategy, and
message routing type; (ii) a critical analysis is presented on the
communication, storage, and message overhead of each scheme,
and (iii) a few detection schemes are simulated and their perfor-
mance is compared. The metrics considered for the evaluation are:
detection probability, average number of packets sent/received,
energy consumption, and detection time.

The rest of the paper is organized as follows: classification of
existing schemes and discussion of their detection techniques are
given in Section 2. Analysis of the detection schemes is performed
in Section 3. Comparison of a few detection schemes through
simulation is made in Section 4. Finally, the conclusion and future
work are presented in Sections 5 and 6 respectively.

2. Replica detection schemes

In this section, first we explain the classification of existing
schemes based on various characteristics such as detection type,
claim forwarding strategy, etc. Next, we briefly discuss the existing
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