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a b s t r a c t

In this paper, we study the decomposition of anNFSR into a cascade
connection of anNFSR into an LFSRwhich is a kind of concatenation
of an NFSR and an LFSR. It is shown that this problem can be
solved based on polynomial factorization in F2[x], and a potential
weakness of an NFSR that can be decomposed in such a way is
further discussed.

© 2013 Published by Elsevier Inc.

1. Introduction

With the development of correlation attacks and algebraic attacks, stream ciphers based on linear
feedback shift registers (LFSRs) are facing more and more security problems. To resist these attacks,
many recently proposed stream ciphers are designed based on nonlinear feedback shift registers
(NFSRs). For example, many eSTREAM finalists use NFSRs as a building block, such as Grain [4],
Mickey [1] and Trivium [2].

In general, an NFSR can be implemented either in the Fibonacci configuration (called Fibonacci
NFSR for simplicity) or in theGalois configuration (calledGalois NFSR for simplicity), and the Fibonacci
configuration can be seen as a special case of the Galois configuration. In this paper, we are only
concernedwith Fibonacci NFSRs and Galois NFSRswhich are the cascade connections of two Fibonacci
NFSRs.

Let h(x0, . . . , xr) = h0(x0, . . . , xr−1) ⊕ xr be a Boolean function of r + 1 variables. A diagram of an
r-stage Fibonacci NFSR with characteristic function h is given in Fig. 1, denoted by NFSR(h). An output
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Fig. 1. An r-stage Fibonacci NFSR.

Fig. 2. The cascade connection of NFSR(f ) into NFSR(g).

sequence a of the NFSR(h) satisfies the following recurrence relation

ak+r = h0(ak, ak+1, . . . , ak+r−1), k ≥ 0.

The set of all output sequences of the NFSR(h) is denoted by G(h). In particular, if h is linear, then the
NFSR(h) is actually an LFSR, and so it is also denoted by LFSR(h).

The notion of the cascade connection of two Fibonacci NFSRs was first proposed by Green and
Dimond in [3], which was also called the product-feedback shift register. Let f (x0, . . . , xn) =

f0(x0, . . . , xn−1)⊕xn be an n-variable Boolean function and let g(x0, . . . , xm) = g0(x0, . . . , xm−1)⊕xm
be an m-variable Boolean function. The Galois NFSR shown in Fig. 2 is called the cascade connection
of NFSR(f ) into NFSR(g), which is denoted by NFSR(f , g). The output sequences of the register labeled
x0 is called the output sequences of NFSR(f , g) and the set of all output sequences of the NFSR(f , g) is
denoted by G(f , g).

The multiplication denoted by a dot ‘‘·’’ in [3] and an asterisk ‘‘∗’’ in [6]–[7] was introduced to
investigate the characteristic function of the cascade connection of two NFSRs. We shall use the
symbol ‘‘∗’’ throughout the paper. For any two Boolean functions f (x0, . . . , xn) and g(x0, . . . , xm),
define

f ∗ g = f (g(x0, . . . , xm), g(x1, . . . , xm+1), . . . , g(xn, . . . , xn+m)).

If f and g are characteristic functions of two Fibonacci NFSRs, respectively, then it is easy to see that
f ∗ g is of the form

f ∗ g = h0(x0, . . . , xn+m−1) ⊕ xn+m,

a characteristic function of an NFSR, and it was shown in [3]–[6] that the NFSR(f , g) is equivalent to
the NFSR(f ∗ g), i.e., G(f , g) = G(f ∗ g).

In this paper, we mainly study the decomposition of a Fibonacci NFSR into the cascade connection
of a Fibonacci NFSR into an LFSR. Specifically, given a Boolean function h, we present a method to
find all the linear Boolean functions l such that h = f ∗ l for some Boolean function f , where l is
called a linear ∗-factor of h. Our result shows that all linear ∗-factors of h can be obtained by factoring
a polynomial defined by h over the finite field F2. Furthermore, a potential weakness of an NFSR(h)
equivalent to a cascade connection of an NFSR(f ) into an LFSR(l) for cryptographic applications is
discussed, i.e., h = f ∗ l. It is proved that if a sequence in G(f ) has small linear complexity, then a
subset of sequences in G(f , l) = G(h) will have small linear complexities, whose number is equal to
the number of sequences in G(l). In particular, if f (0, . . . , 0) = 0, then G(l) ⊆ G(f ∗ l). Therefore, for
the sake of security, it is not advisable to design stream ciphers based on such NFSR(h). All our results
are also true for an affine Boolean function l.

The rest of the paper is organized as follows. In Section 2we present some necessary preliminaries.
Section 3 gives the main results of the paper. In detail, in Section 3.1, for a Boolean function h, we give
a linear Boolean function lh defined by h such that the set of linear ∗-factors of h is contained in that
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