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ABSTRACT

With the rapid advancement of Internet of Things, interaction behaviors among their industrial
equipments have been complex dramatically whereas they have been becoming a kind of safety-
critical systems and high requirements for safety have been urgent unprecedentedly. Therefore, it
has been a great challenge for practicing engineers to ensure temporal correctness and reliability of
interaction behaviors among industrial equipments. Nowadays, m-calculus, a process algebra and
NuSMV, a symbolic model checker, have been widely applied to address this posed challenge respec-
tively. However, they are always used separately. Because different formal methods focus on different
aspects of systems, only one single method is still difficult to cope very well with the posed challenge.
Therefore in this paper, an integrated framework of formal methods, which combines m-calculus with
NuSMV, is constructed. -Calculus can definitely specify equipment interaction, and NuSMV can auto-
mate verification process. Especially counterexamples fed back by NuSMV can help practicing engi-
neers to trace temporal violations. Furthermore, a cooperative traffic lights control strategy is

illuminated to show how the framework works.

© 2015 Elsevier B.V. All rights reserved.

1. Introduction

With the rapid advancement of Internet of Things, interaction
behaviors among their industrial equipments have drawn much
attention in recent years [1-3]. Because there exist a variety of
industrial equipments and also these equipments always need
directly or indirectly communicate and cooperate with each other
to reach information sensing and automatic control goals, their
complexity has been increasing dramatically.

On one hand, interaction behaviors among industrial equip-
ments have become complex dramatically. on the other hand, they
have become a kind of safety-critical systems [4,5] and high
requirements for safety are urgent unprecedentedly. A subtle tem-
poral flaw may cause catastrophic loss of money, time and even
human lives. Therefore it has been a great challenge for practicing
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engineers to ensure correctness and reliability of temporal proper-
ties of interaction behaviors among industrial equipments.

It is well known that traditional techniques such as testing or
simulation do not cope very well with the posed challenges. For
example, testing is not suitable due to high monetary costs and
time overheads. Likewise, simulation is not competent for verifica-
tion of temporal properties because it doesn’t consider all the pos-
sible system states. Therefore, formal methods [6-10], which rest
on mathematical logic, draw much attention. Generally speaking,
formal methods comprise formal specification and formal verifica-
tion. Formal specification can definitely specify interaction behav-
iors among industrial equipments and formal verification can
theoretically account for every possible system state. In contrast
to testing and simulation, they are more complete and reliable
for analysis and verification of interaction behaviors among indus-
trial equipments.

Nowadays, there have been many different formal methods to
specify and verify interaction behaviors among industrial equip-
ments [11-17]. Among these methods, there are two formal meth-
ods used widely. One is n-calculus [7], which is a progress algebra
for specifying concurrent systems. The other one is NuSMV [10],
which is a symbolic model checker for verifying the model of a
finite state system against its desired properties expressed in
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temporal logic. Generally speaking, the two formal methods facili-
tate analysis and verification of interaction behaviors among
industrial equipments and ensure correctness and reliability to
some extent.

However, the two methods are usually used separately. Because
different formal methods focus on different aspects of systems,
only one single method is still difficult to cope very well with the
posed challenge. For example, m-calculus is only good at system
specification, not at system verification, and NuSMV is just the
opposite. Therefore, in this paper an integrated framework of for-
mal methods is constructed, which combines m-calculus with
NuSMV and takes their respective advantages to cooperate with
each other. n-Calculus can definitely specify interaction behaviors
among industrial equipments, and NuSMV can automate verifica-
tion process.

The remainders of this paper will proceed as follows: Section 2
constructs an integrated framework of formal methods for equip-
ment interaction. Section 3 first examines a conceptual model of
interaction behaviors among industrial equipments, and then
based on this conceptual model, defines a collection of rules of for-
mal specification using 7-calculus. Section 4 translates m-calculus
expressions into a NuSMV program. In Section 5 a case study is
presented to show how the formal framework works. At last, Sec-
tion 6 draws some conclusions on this paper.

2. The proposed integrated framework

The proposed formal framework consists of two layers. The first
is specification layer, which adopts m-calculus as specification tool.
The second is verification layer, which accommodates NuSMV as
model checker.

n-Calculus is a process algebra for describing and analyzing a
concurrent mobile system. It has been widely applied to modeling
and reasoning of various concurrent and distributed systems
[14,18,19]. Due to its excellent ability for modeling concurrent sys-
tems, it is adopted as modeling tool in this paper.

Another advantage of using m-calculus is that its presentations
improve framework flexibility. The expressions of m-calculus can
be analyzed by either the existed tools for m-calculus, (for example,
HAL [9] or MWB [20]) or model checker (for example, NuSMV) by
translating them into a corresponding program.

However, m-calculus is only a language for modeling system,
not an automated tool for system verification. Therefore, NuSMV
is incorporated into this framework as a model checker. NuSMV
can automate to model checking temporal properties and it
addresses state explosion problem in an efficient way by support-
ing both binary-decision diagram-based and propositional
satisfiability-based model checking.

It is worth mentioning that although NuSMV can also be used in
modeling equipment interaction directly, it is just a programming
language rather than a mathematical notation. It is suitable only
for model checking system not modeling system.

The two different formal methods are incorporated into one
framework and collaborate with each other efficiently. As Fig. 1
shows, there are 6 steps in this framework in total. Each step is
introduced as follows:

In Step 1, interaction behaviors among industrial equipments
are specified in t-calculus. The method of specification will be pre-
sented in Section 3.

In Step 2, m-calculus expressions are translated into a NuSMV
program. The rules of translation will be presented in Section 4
in detail.

In Step 3, the temporal properties of interaction behaviors
among industrial equipments are defined in the context of specific
applications.

In Step 4, the temporal properties of interaction behaviors
among industrial equipments are specified in Computation Tree
Logic (CTL) [6], which is a branching temporal logic and extends
propositional logic by incorporating path quantifiers and temporal
operators.

In Step 5, NuSMV program and CTL formulas are together input
to NuSMV to verify whether or not system complies with the
desired temporal properties. The procedures of verification will
be introduced in Section 5 in detail.

In Step 6, counterexample, which includes a set of traces which
can help practicing engineers to trace temporal violation, will be
fed back to trace temporal violations by NuSMV if the system vio-
lates the desired temporal properties.

3. Formal specification using n-calculus

This section focuses on the step 2 of the framework. A concep-
tual model of equipment interaction is first proposed. Then the
syntax and semantics of m-calculus are summarized. Afterwards
based on this model, a set of specification rules are defined. Finally
the related work on formal specification is discussed.

3.1. A conceptual model of equipment interaction

In order to help practicing engineers to model equipment inter-
action, a conceptual model is presented, as shown in Fig. 2, In this
model, equipments are divided into two kinds: terminal equip-
ment such as Devicel, Device3 or Device4 and intermediate equip-
ment such as Device2. Interaction behaviors are divided into three
kinds: request operation, forwarding operation and response oper-
ation. Terminal equipment can launch both request operation and
response operation and intermediate equipment can launch for-
warding operation. In addition there exists message channels
between equipments such as a, b and c. Each equipment has a sta-
tus channel with the same name of equipment such as dewvicel or
device2.

3.2. The specification rules in m-calculus

The syntax and semantics of m-calculus are based on countable
sets of names representing communication channels and data and
ranged over by lowercase letters X,y,z,.... Processes are denoted
with uppercase letters A,B,C,.... The intuitive meanings of con-
structs and prefixes are listed as follows:

(1) Input Action a(x).[x = msg]P: means that a message is
received along the channel of g, if the message is equal to
msg, the process will continue as P.

(2) Output Action a(x).P: means that the message x is sent along
the channel of a and thereafter the process continues as P.

(3) Silent Action t: means that 7 is an inner action which can’t
be observed outsides.

(4) Choice Composition P+ Q: means that process can enact
either P or Q.

(5) Parallel Composition P|Q: means that the concurrent pro-
cesses P and Q are executing in parallel.

According to the syntax and semantics of 7-calculus, in the fol-
lowing lists, a set of rules are defined to specify interaction behav-
iors among industrial equipments.

Rule 1. A terminal equipment is specified as a process in 7-
calculus; an intermediate equipment is specified as a parallel
composition comprising one synchronization sub-process and
some forwarding sub-processes.



Download English Version:

https://daneshyari.com/en/article/461356

Download Persian Version:

https://daneshyari.com/article/461356

Daneshyari.com


https://daneshyari.com/en/article/461356
https://daneshyari.com/article/461356
https://daneshyari.com

