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a b s t r a c t

A hyperchaotic multi-scroll piecewise linear system in R4 is binarized to generate a pseudo-

random sequence which encrypt a grayscale image via symmetric-key algorithm. The se-

quence is analyzed throughout statistical tests according to the National Institute of Standards

and Technology (NIST) specifications. The scrolls of the system are the result of a switching

law that changes between the saddle hyperbolic equilibria of piecewise linear systems with

eigenvalues as follows: two negative real and one pair of complex conjugate eigenvalues with

positive real part. Thus, the encryption quality is evaluated depending on the variation of the

number of scrolls.

© 2015 Elsevier Inc. All rights reserved.

1. Introduction

The idea of transmitting sensitive information in a secure way, safely hidden to potential hackers and eavesdroppers, has

generated really strong impact in the scientific community inspiring nowadays many researchers to combine a great variety of

approaches in order to tackle this challenging issue. Several methods that mask the transmitted information have been proposed

during recent years. These encryption methods are based on many different techniques, for example, partial encryption [1], scan

patterns [2], cellular automata [3,4] and splay trees [5] among others [6–8].

One of the areas that has begun to caught attention in cryptography is chaos. This is due to the intrinsic dynamics of this

type of systems and the relationship between chaos and cryptography. In [9], Alvarez and Li determined that many properties of

chaotic systems have their corresponding counterparts in traditional cryptosystems, for example:

• Ergodicity and confusion: The output has the same distribution for any input.

• Sensitivity to initial conditions and diffusion with a small change in the plaintext: A small deviation in the input can cause

a large change at the output.

• Deterministic dynamics and deterministic pseudo-randomness: A deterministic process can cause a random-like (pseudo-

random) behavior.
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• Structure complexity and algorithm complexity: A simple process has a very high complexity.

Approaches based on discrete-time systems (maps) have been commonly used during the last decade to encrypt images

using block and stream cipher cryptosystems [10–13]. More recently, the scientific community has started to implement con-

tinuous time systems as cryptosystems, see [14–18] and the references therein. However, some approaches [19–22] have not

demonstrated the statistical properties of the pseudo-random generators and some others [23,24] have already been proven to

be unsafe for encryption.

Recently, some encryption theories have implemented 2D continuous systems whose solutions result in multi-scroll attrac-

tors generated through hysteresis [25]. Taking in consideration all these approaches, a new Pseudo-Random Bit Generator (PRBG)

based on hyperchaotic multi-scroll piecewise linear (PWL) systems is presented. Whose dynamics in addition to live in a space

with four degrees of freedom are also safe to be used in cryptography.

Among all the theories on generating multi-scroll attractors, for example: extension of the Chua’s diode, saturation and hys-

teresis among others [26], here, the generation of multi-scroll by PWL systems with unstable dissipative equilibria [27,28] is

considered. One of the advantages of unstable dissipative systems is that with a corresponding switching law the resulting tra-

jectory between two of these systems may be contained in a double-scroll attractor. The number of scrolls is given by the number

of saddle equilibrium points of each unstable subsystem. These equilibria are characterized by fast stable eigendirection and a

complex unstable spiral-like eigenplane corresponding to appropriate eigenvalues. The relation between the number of scrolls

and the resulting pseudo-random sequence will be analyzed throughout by some statistical tests.

The article is organized as follows: Section 2 introduces the theoretical basis for the hyperchaotic multi-scroll systems; while

Section 3 derives the PRBG along with some statistical tests showing that its use is safe in cryptography according to the National

Institute of Standards and Technology (NIST). Furthermore Section 4 applies a scheme for grayscale image encryption based on

the symmetric key stream cipher using the generator like a keystream. Section 5 endorses the method proposed by some security

analysis and finally some conclusions are drawn in Section 6.

2. Hyperchaotic multi-scroll attractors

Continuing the work based on PWL systems in R3 by [27,29] and extending to R4 as described in [28], we consider the class

of affine linear system given by:

Ẋ = AX + B, (1)

where X = [x1, x2, x3, x4]T ∈ R4 is the state vector, A = [ai j] ∈ R4×4, i, j = 1, 2, 3, 4, denotes a real matrix and B =
[B1, B2, B3, B4]T ∈ R4 stands for a real vector. We are interested in a dissipative system having a hyperbolic equilibrium point

at X∗
, i.e. AX∗ + B = 0. The corresponding set of eigenvalues � = {λi}, i = 1, . . . , 4 of A are as follows: two λi are negative real

eigenvalues, and two λi are complex conjugate eigenvalues with positive real part Re{λi} > 0. In order to assure dissipativeness

of (1), these eigenvalues are assumed to satisfy
∑4

i=1 λi < 0.

Nevertheless, the system given by Eq. (1) is unstable, therefore, we need to consider a switching system in order to generate

bounded trajectories as follows:

Ẋ = AX + B(X),

B(X) =

⎧⎪⎪⎨
⎪⎪⎩

B1, if X ∈ D1;
B2, if X ∈ D2;
...

...
Bk, if X ∈ Dk,

(2)

where R4 = ∪k
i=1

Di. The system given by Eq. (2) has the equilibria X∗
1 ∈ D1, . . . , X∗

k ∈ Dk with AX∗
i + Bi = 0, i = 1, . . . , k. The goal is

to choose vectors Bi, in such a way that system (2) becomes chaotic. Namely, for any initial condition X0 the trajectory converges

to some chaotic strange attractor presenting strong dependance on initial conditions, recurrence behavior and topological tran-

sitivity. To achieve that, a collection of heteroclinic orbits φ(X0) trapped in a hyperchaotic attractor A is needed, upon defining at

least two vectors B1 and B2 connecting neighboring equilibria. Note that all these heteroclinic connections would be structurally

stable, as it will be shown later for a 2-dimensional stable and 2-dimensional unstable manifolds in a transversal way. Thanks

to these heteroclinic connections, each trajectory is taken from the domain corresponding to one of the equilibria to the next

domain, thereby visiting all domains in a topologically transitive way. Besides, heteroclinic orbits are known to indicate chaos

existence.

The system generated by this method can display k multi-scroll attractors as a result of a combination of several unstable

“one-spiral” trajectories, where k is the number of subsystems introduced.

The location of the scrolls occurs in one direction grid (1D-grid) in which the equilibrium points of the subsystems are in-

troduced. Although many systems may satisfy the discussion aforementioned, the matrix A and the vector B will be defined as

follows:
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