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a b s t r a c t

In this paper, synchronization of Sprott chaotic systems and its application in secure com-
munication are presented. We first utilize a proportional-integral-derivative (PID) control
scheme to solve the synchronization problem of chaotic systems. Then for the purpose of
application to secure communication, a state signal of the analog chaotic system is con-
verted to a digital train with variable pulse width (square wave with random frequency)
by voltage controlled oscillator (VCO). The original digital message is masked by the digital
train generated from VCO in the chaotic transmitter via a logical exclusive-OR (XOR) oper-
ation and it can be successfully recovered by another VCO and XOR operation at the chaotic
receiver due to the synchronization. To verify the system performance, basic electronic
components containing operational amplifiers (OPAs), resistors and capacitors are used
to implement the proposed PID-based chaotic secure communication system. Finally, the
experimental results validate the proposed chaotic communication approach.

� 2012 Elsevier Inc. All rights reserved.

1. Introduction

A chaotic system is a very complex, dynamic nonlinear system and its response possesses intrinsic characteristics such as
broadband noise-like waveform, prediction difficulty, sensitivity to initial condition variations, etc [1,2]. These properties
offer some advantages in secure communication systems. Therefore, the synchronization of chaotic circuits for the secure
communication has received much attention in the literature [3–6]. Based on the research reports in the literature, it reveals
it is possible to setup a chaotic communication system to obtain a secure communication [7]. For achieving synchronization
between two chaotic systems, the proportional-integral-derivative (PID) control is an effectively technique. However,
the parameters for the PID controller must be applicable. There are some efficient selection mechanisms of parameters have
been provided by genetic algorithm (GA), evolutionary programming (EP), particle swarm optimization (PSO), and also have
been verified the success in tuning parameters of PID controller [8–12].

On the other hand, today, digital signals are extensively being used in commercial applications such as multimedia sys-
tems, mobile and wireless communications. Among all traditional analog-based secure communication scheme, chaotic
switching (chaotic shift keying, CSK) is used to transmit digital signals. The binary CSK is widely studied where two different
chaotic systems are present at the transmitter. Depending on the binary information bit (0-bit or 1-bit), one of these chaotic
systems is selected to mask the digital message. Therefore, the employed chaotic system is switched from time to time. At
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the receiver, the digital message can be recovered according to which slave system can achieve synchronization with its cor-
responding master one. However, it has been shown that the transmission time of each bit should be long enough and trans-
mission rate of CSK is generally slower than that of chaotic masking and modulation schemes [13].

Since EP algorithm has been proved as a useful technique for global optimization of complex functions [14–16], we first
propose a proportional-integral-derivative (PID) control scheme based on EP algorithm to solve the synchronization problem
of chaotic systems. The proposed PID controller is used to guarantee the synchronization between the transmitter and the
receiver in communication systems. Thus, it can ensure that the digital message masked by digitized chaos state in the trans-
mitter can be recovered in the receiver and high performance communication can be obtained by the proposed chaotic se-
cure digital communication system.

To verify the system performance, a PID-based chaotic secure digital communication system is proposed in which two
chaotic Sprott circuits (transmitter and receiver) and an EP-PID controller are implemented by using some electronic com-
ponents containing OPAs, resistors and capacitors, etc. In addition, the encryption and decryption operations are realized by
two voltage controlled oscillators (VCO), two XOR logic gates. Finally, the experimental results are given to verify the pro-
posed EP-based PID scheme’s success in the communication application.

2. Problem statement and preliminaries

The aim of this paper is to utilize the unpredictable characteristics of chaos signal, such as broadband noise-like wave-
form, prediction difficulty, sensitivity to initial condition variations, to construct a secure digital communication system.
To achieve this goal involves two basic steps: (1) selecting an appropriate controller such that the master–slave chaotic sys-
tems can be synchronized; and (2) establishing a new method to digitize the chaotic state to mask the original digital infor-
mation. Now we consider the following Sprott circuits, which are typical chaotic systems that have been thoroughly studied
[17].

Master Sprott circuit:

_xm1 ¼ xm2

_xm2 ¼ xm3

_xm3 ¼ �1:2xm1 � xm2 � 0:6xm3 þ 2signðxm1Þ
ym ¼ xm1

ð1Þ

Slave Sprott circuit:

_xs1 ¼ xs2

_xs2 ¼ xs3 þ u
_xs3 ¼ �1:2xs1 � xs2 � 0:6xs3 þ 2signðxs1Þ
ys ¼ xs1

ð2Þ

where _xm and _xs denote the derivative of xm and xs with respect to time t
0
, respectively. In order to speed up the dynamic

response of Sprott chaotic circuit, we rescale the systems (1) and (2) by a new time variable t ¼ t0
C, and then we have the fol-

lowing systems (3) and (4), respectively

_xm1 ¼ Cðxm2Þ
_xm2 ¼ Cðxm3Þ
_xm3 ¼ C½�1:2xm1 � xm2 � 0:6xm3 þ 2signðxm1Þ�
ym ¼ xm1

ð3Þ

_xs1 ¼ Cðxs2Þ
_xs2 ¼ Cðxs3 þ uÞ
_xs3 ¼ C½�1:2xs1 � xs2 � 0:6xs3 þ 2signðxs1Þ�
ys ¼ xs1

ð4Þ

where _xm and _xs denote the derivative of xm and xs with respect to new time variable t, respectively. C is a weighting factor to
speed up the response of the Sprott chaotic circuit , and 1 > C P 1.

Now let us define the state errors between the master and slave systems as

e1 ¼ xm1 � xs1; e2 ¼ xm2 � xs2; e3 ¼ xm3 � xs3 ð5Þ

Formerly, we have presented a simple but effective PID controller based on EP algorithm to achieve the synchronization of
two identical chaotic systems [9]. The term u in (2) is a PID controller obtained via EP algorithm to guarantee the synchro-
nization performance. The procedure to determine the PID controller u is to first define the output error signal ye = ym � ys,
then the continuous-form of a PID controller, with input yeð�Þ and output uð�Þ, is generally given as
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