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Article history: We study more in detail the relationship between rotation
Received 29 May 2013 symmetric (RS) functions and idempotents, in univariate and

Available online 24 June 2014 bivariate representations, and deduce a construction of bent

RS functions from semi-bent RS functions. We deduce the first

ggg;lt};?ggss:ymmetric Boolean infinite classes found of idempotent and RS bent functions of
function algebraic degree more than 3. We introduce a transformation
Bent function from any RS Boolean function f over GF(2)" into the
Idempotent idempotent Boolean function f'(z) = f(z,22,..., zznil) over

GF(2™), leading to another RS Boolean function. The trace
representation of f’ is directly deduced from the algebraic
normal form of f, but we show that f and f’, which have the
same algebraic degree, are in general not affinely equivalent
to each other. We exhibit infinite classes of functions f such
that (1) f is bent and f’ is not (2) f’ is bent and f is not (3) f
and f’ are both bent (we show that this is always the case for
quadratic functions and we also investigate cubic functions).
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1. Introduction

Rotation symmetric (RS) Boolean functions f(zg,x1,...,%,_1), invariant under cir-
cular permutations of the coordinates, have been originally introduced by Filiol and
Fontaine in [8,9] under the name of idempotent functions and soon after studied by
Pieprzyk and Qu [20] under their final name. They allowed obtaining Boolean functions
in odd numbers of variables beating the best known nonlinearities [12], and new bent
functions (in even numbers of variables) [5,10,22,23]. They need less space to be stored
and allow faster computation of the Walsh transform. Idempotents are Boolean func-
tions f over GF(2") such that f(z2) = f(z), for every z € GF(2"). There is a bijective
correspondence between idempotent functions and RS functions, by decomposing z over
a normal basis (see Remark 3.2). By abuse of language, we shall sometimes use the term
of RS function for idempotent function. The original motivation for the study of these
functions is that the rotation symmetry seems to increase the probability of finding in-
teresting functions by random search and gives nice structure which can be used for the
study.

Bent functions are extremal combinatorial objects [21]. They lie at maximal Hamming
distance from affine functions and provide then an optimal resistance against attacks by
affine approximations, such as the fast correlation cryptanalysis. They are weak against
other attacks like the Siegenthaler correlation attack and the fast algebraic attack, but
their study is nevertheless useful for cryptographic purposes (they are involved in sev-
eral block ciphers, for instance). They are also related to (Hadamard) difference sets,
designs, sequences for telecommunications and optimal error correcting codes (such as
the Kerdock codes). Semi-bent functions are similar (but weaker) objects, which can be
balanced (that is, have output uniformly distributed over GF(2)), contrary to bent func-
tions. For more details on bent and semi-bent functions, see [1,3,4,18] and the references
therein.

After recalling in Section 2 the main definitions, we investigate in Section 3 the rela-
tionship between the representation of Boolean functions by the algebraic normal form
(and the related notion of RS function), and the univariate representation (and the
related notion of idempotent function). We also study RS functions in bivariate repre-
sentation; we show that, in this framework, a proper relationship is between weak RS
functions (invariant under circular permutation of indices by two positions) and weak
idempotents (a natural notion that we introduce). We deduce a way of constructing a
new RS n-variable function, where n = 2 (mod 4), from two known semi-bent RS func-
tions in n/2 variables, by using the indirect sum. Then an infinite class of quartic RS
bent functions is exhibited (the first infinite class found of RS bent functions of algebraic
degree more than 3). In Section 4, we study a new transformation: given an RS Boolean
function f, we consider the function f’(z), z € GF(2"), expressed in univariate repre-
sentation (leading to the trace representation) and obtained from the algebraic normal
form of f(xg,x1,...,Zn_1) by replacing x; by z2i; this function f’ is a Boolean idem-
potent function. The trace representation of f is directly deduced from the algebraic
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