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a b s t r a c t

Contextual information about users is increasingly shared on mobile social networks. Ex-
amples of such information include users’ locations, events, activities, and the co-presence
of others in proximity. When disclosing personal information, users take into account sev-
eral factors to balance privacy, utility and convenience — they want to share the ‘‘right’’
amount and type of information at each time, thus revealing a selective sharing behav-
ior depending on the context, with a minimum amount of user interaction. In this article,
we present SPISM, a novel information-sharing system that decides (semi-)automatically,
based on personal and contextual features,whether to share informationwith others and at
what granularity, whenever it is requested. SPISM makes use of (active) machine-learning
techniques, including cost-sensitive multi-class classifiers based on support vector ma-
chines. SPISM provides both ease of use and privacy features: It adapts to each user’s be-
havior and predicts the level of detail for each sharing decision. Based on a personalized
survey about information sharing, which involves 70 participants, our results provide in-
sight into the most influential features behind a sharing decision, the reasons users share
different types of information and their confidence in such decisions. We show that SPISM
outperforms other kinds of policies; it achieves a median proportion of correct sharing de-
cisions of 72% (after only 40 manual decisions). We also show that SPISM can be optimized
to gracefully balance utility and privacy, but at the cost of a slight decrease in accuracy.
Finally, we assess the potential of a one-size-fits-all version of SPISM.

© 2015 Elsevier B.V. All rights reserved.

1. Introduction

Mobile devices are becoming the gatekeepers of people’s digital selves. More and more personal and private informa-
tion is stored, shared and managed on-the-go. Having access to people’s personal data and physical contexts (through an
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increasing number of embedded sensors), mobile devices represent a simple means to quickly share information with oth-
ers via mobile social networks, such as Facebook, WhatsApp or Google, without the need for manually typing their current
locations; location and photos are just two examples of data that can be easily shared. In addition to the user-triggered shar-
ing decisions, applications such as Foursquare and the now-closed Gowalla enable users to configure their smartphones
to share their location and co-presence automatically, in a push-based fashion. With a small set of default information-
sharing policies, users have the possibility to adjust the settings in order to match their sharing behaviors with their privacy
concerns.

Usually, there are several behavioral and contextual factors that influence users when they share their personal informa-
tion, as extensively shown in [1–5]. By analyzing people’s sharing behaviors in different contexts, it is shown in these works
that it is possible to determine the features that most influence users’ sharing decisions, such as the identity of the per-
son that is requesting the information and the current location [2]. For instance, tools such as the location-sharing systems
Locaccino [6] and PeopleFinder [4] have been used to gain significant insight into the benefits of providing users with the
ability to set personal sharing policies. Two recurrent findings in studies related to information sharing are that (i) users are
not particularly good at effectively articulating their information-sharing policies (compared to their actual behavior) [4]
and (ii) that sharing policies evolve over time [6,4].

In order to overcome these two issues, machine-learning techniques have been applied to improve to some extent the
decision-making process [7,8,4,9]. The advantage of such systems is that they can decide, in a semi-automatic fashion,
whether or not to share information. Most existing schemes, however, enable users to share only a specific kind of
information (e.g., location). Moreover, they only make binary decisions on whether to share the requested information.
This last issue in particular, is often mentioned as a crucial catalyst for overcoming concerns related to privacy [10,11] and
to a more open, sharing behavior.

In ourwork, we perform a comprehensive study of information-sharing inmobile social networks, by tackling, all at once,
the issues related to context, user-burden and privacy trade-offs. We introduce SPISM (for Smart Privacy-aware Information
Sharing Mechanism), a novel pull-based information-sharing system (i.e., users explicitly request information from their
friends) implemented on Android; it decides in a semi-automatic fashion, whether or not to share information and the level
of detail of the information to be shared with other users or services, based on personal and contextual features and past
behavior. SPISMmakes use of a cost-sensitivemulti-class classifier, typically based onnaive Bayes (NB) or non-linear Support
Vector Machines (SVM) with Gaussian or polynomial kernels, fed with different contextual features including the time of
day, the current location of the user and the identity of the requester. The cost-sensitive aspects enable SPISM to find an
appropriate balance between over-sharing (i.e., unduly sharing the requested information) and under-sharing (i.e., unduly
retaining the requested information). The multi-class aspects of the classifier enable SPISM to decide the correct level of
detail of the shared information (e.g., whether to share the name of the street or the city the user is in). The decision-
making core is supported by an active learning method that enables SPISM to either decide automatically – whenever the
confidence in the decision is high enough (based on the entropy of the distribution, computed over the possible decisions of
the classifier) – or to rely on the user’s input otherwise. As such, SPISM continuously learns from the user and, over time, it
requires less and less user-input. Note that, in this paper, we do not develop newmachine learning techniques. Instead, we
leverage on appropriate existing machine learning techniques to provide useful features for protecting the users’ privacy
while reducing their burden. As such, the main contribution of this paper is the design and implementation of a feature-rich
decision-making mechanism and the evaluation of its performance, in addition to the analysis of users’ sharing behaviors,
based on a novel and rich dataset. SPISM can work with any existing (mobile) social networks and could even be used
transparently by users, as it can operate at the operating-system level, filtering all requests for personal information from
mobile apps and websites and replying according to the user’s behavior.

The contributions of this work are as follows. First, we develop a novel information-sharing system (SPISM) for (semi-)
automatic decision-making in mobile social networks: It enables users to share different types of information (location,
activity and co-presence of other people) with other users or services in a privacy-aware fashion. Second, we conduct a
personalized online studywhich involves 70 participants where, in addition to collecting data about their sharing behaviors,
we provide insights into two other crucial factors in studies related to information sharing [12]: The reason behind a decision
to share and the confidence that the user has in her decision. Third, we evaluate SPISM with respect to the amount of
training data (provided by the user) and its performance, and we compare it against two policy-based mechanisms. Our
results show that SPISM significantly outperforms individual privacy policies specified by users, and it achieves a median
proportion of correct binary sharing decisions (i.e., whether to share the requested information) of 72% when trained on
only 40 manual decisions. Moreover, SPISM is able to infer the level of details at which the information should be shared
(e.g., street-level accuracy vs. city-level accuracy for location information) with a median proportion of correct decision of
60%. We also demonstrate the advantages of active learning techniques in our setting. Fourth, in this substantially extended
article (as compared to [13]), we enrich SPISM with a new functionality that significantly enhances the privacy of the users
while incurring a negligible decrease of performance and no side-effects on the usability. We also assess the potential of a
one-size-fits-all model for decision making.

The rest of the paper is organized as follows. We survey the related work in Section 2, and we present the SPISM
information-sharing platform in Section 3. We describe the survey methodology and discuss the participants in Section 4.
We present the performance results in Section 5, and we conclude this article in Section 6.
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