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a b s t r a c t

The large number of mobile internet users has highlighted the importance of privacy
protection. Traditional malware detection systems that run within mobile devices have
numerous disadvantages, such as overconsumption of processing resources, delayed up-
dating, and difficulty in intersection. This study proposed a novel detection system based
on cloud computing and packet analysis. The system detects the malicious behavior of the
mobilemalwares through their packetswith the use of dataminingmethods. This approach
completely avoids the defects of traditional methods. The system is service-oriented and
can be deployed by mobile operators to send alarms to users who have malwares on their
devices. To improve systemperformance, a new clustering strategy called contraction clus-
tering was created. This strategy uses prior knowledge to reduce dataset size. Moreover, a
multi-module detection scheme was introduced to enhance system accuracy. The results
of this scheme are produced by integrating the detection results of several algorithms, in-
cluding Naive Bayes and Decision Tree.

© 2015 Elsevier B.V. All rights reserved.

1. Introduction

Mobile malwares are pervasive in mobile devices. Such malwares cause various problems, such as theft, violation of
privacy, and unwanted financial charges. Traditional malware detection methods cannot effectively solve these problems
because of several reasons. First, given the computing capacity and battery life limitations of a mobile device, effective de-
tection is difficult to achieve without affecting the normal usage of a user. Second, the malware database often cannot be
promptly updated and is thus vulnerable to newmalwares [1]. Therefore, a new detectionmethod formobile malwares that
runs outside the device is necessary.

Recent mobile malwares with malicious behavior, such as privilege escalation, remote control, financial charges, and
personal information stealing [2], differ from traditional PC malwares which mainly aim at damage the normal function of
computers. The final goal of most of the malicious behaviors of mobile malwares is stealing information. Therefore, they
must function through the mobile internet to communicate with their servers [3]. From this perspective, if the packets of
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such malwares can be distinguished from others, these malwares could be efficiently detected, and their negative effects
can be significantly reduced [4].

A large number of mobile malwares are challenging the competence of mobile operators, who are obliged to protect user
privacy and enhance the network service quality [5]. Building a service-orientedmobilemalware detection system (SMMDS)
based on mining strategies is necessary. Such system can not only ensure the security of users privacy but can also enhance
the competitiveness of a mobile operator. The system can provide services to which users can subscribe. By analyzing the
packets of subscribers with the use of mining strategies, the malwares installed on mobile devices can be detected [6].

Compared with traditional malware detection systems, SMMDS can enhance the overall security level of the mobile
internet while reducing the risks to mobile users. With the use of this approach, the malware packets, once discovered, can
be blocked by installing a special device at the internet gateway. Every packet has to go through this device. In addition, the
system improves the quality of service and competitiveness ofmobile operators. Hadoop and several other cloud computing
platforms can generally provide sufficient computation power support to build such a system, which can process large-scale
data within a short time.

SMMDS is different from similar products for PCs in several ways. First, most of the similar products for PCs are aiming at
intrusion detection bymonitoring the traffic. SMMDS aims at identifying themalicious behaviors of themobile applications.
Second, those softwares for detecting PC virus from the internet side often need to work with local softwares which deploy
within the PCs to function. SMMDS do not need any local applications in order to function. Moreover, since the difference in
behaviors of PC andmobilemalwareswementioned above, themethod for identifying these behaviors can be very different.

Tomeet the demands of users andmobile operators, an SMMDS based on themining and classification ofmobile internet
packets is introduced. Moreover, to enhance the performance of the mining process, a novel clustering algorithm called
contraction clustering is introduced. The major contributions of the system are as follows:

• This system is the first to move the process of detecting mobile malwares from the devices to the internet without any
operation performed on the device. A system that is deployed at the internet gateway is established to analyze all the
packets for malware detection.
• Sharing the features of malwares among all users in a unified knowledge database expands the range of detection and

enhances the service quality of mobile operators.
• An improved clustering algorithm is introduced. This algorithmprocesses large-scale data at a high speedwith theoretical

and experimental proof.

The remainder of this paper is organized as follows: Section 2 summarizes the related works, including the latest
detection methods and systems. Section 3 describes the architecture and working process of SMMDS. Section 4 discusses
the improved clustering algorithmwith its performance proof. Section 5 presents the implementation of the system and the
experimental results. Section 6 concludes and presents the directions of future works.

2. Related work

In this section, relatedworks onmalware detection systems andmethods are reviewed. The systems include those devel-
oped for use on PC platforms andmobile devices. These approaches include signature-based andmachine learningmethods.

2.1. Malware detection systems

Various malware detection systems have been created on PC-based platforms, and some of which are quite typical and
exemplary [7–9]. Specially, in 2013, [10] presented a malware protection system which is built into the browser and deter-
mines the reputation of most downloads either locally or relying on the server-side data. Inspired by the latter two systems
that based their detection on the data of the networks, we move the detection system out of the devices to save their re-
sources.

Recently, malware detection systems of mobile devices are receiving increasing attention from scholars [11]. With the
fast development of mobile malwares, protecting the privacies of users of mobile devices is very urgent and necessary.
Meanwhile, a few related works were published, which can be divided into three categories:
Local detection. In 2012, [12] proposed a proactive scheme to spot zero-dayAndroidmalware by scalably analyzingwhether
a particular app exhibits dangerous behavior (e.g., launching a root exploit or sending background SMS messages). In
2013, [13] checked temporal properties of the interaction between an application and the Android event system using a
graph constructed with static analysis. The two works both used static or dynamic methods to detect mobile malwares
locally.
Distributed detection. This kind of detection system solves the problem of over consuming the resources of mobile devices
to some extent. In 2010, [14] proposed a semi-distributed malware detection scheme which utilizes the social community
structure and reflects a stable and controllable granularity of security to dealwith themalware based on the infection history
of the community. In 2011, [15] investigated the security versus energy tradeoffs and pointed that to enhance the accuracy
of the detection, taking more computing and storage resources would be inevitable. In 2014, [16] proposed a distributed
system for mobile malware detection with special optimization for limited storage of mobile devices.
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