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Nearly fifteen years ago and since the adoption of the E-commerce Directive 2000/31/EC the
issue of the intermediaries' liability in Europe was thought to have been settled by the
creation of a “safe harbor” regime, inspired by the American model. This article focuses on
two recent jurisprudential interpretations on the question of intermediaries' liability: the
Court of Justice of the European Union (CJEU) Telekabel judgment and the Judgment of the

European Court of Human Rights (ECtHR) in the case Delfi v Estonia. The author analyses
these evolutions and submits that intermediaries' asylum is in fact much less absolute

than it looks. The article also demonstrates that intermediaries' safe harbor will have to
deal with the recognition of human rights that could open new horizons to the develop-
ment of the regulation of the intermediaries' liability.
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1. Introduction

14 years have passed since the establishment of the Internet
intermediaries' safe harbor regime in the E-Commerce Direc-
tive 2000/31/EC. Since 14 years is more or less an age, which
can be seen as antediluvian in terms of Internet, it could have
been reasonably assumed that the question was more or less
settled and the legal answers refined in most instances.
Nonetheless, the question of E-Commerce's intermediaries'
asylum still remains enigmatic for national courts, both in
respect of the question of liability and of the injunctions
against intermediaries as third parties. Recent jurisprudential

evolutions, from the Court of Justice of the European Union
and the European Court of Human Rights, have added some
more haze to the landscape of intermediaries' asylum and li-
ability. Heterogeneity and diversification in respect of the
status of liability of Internet intermediaries among various
Member States is an inherent ingredient of the E-Commerce
Directive's regulation: the latter harmonized only the question
of exoneration from liability of three main archetypes of in-
termediaries leaving to national member states the thorny
question of liability." Indeed, as Christina Angelopoulos notes
“the veneer of approximation that the safe harbors supply
masks the persisting fragmentation of substantive liability
law along European borders.™
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This article focuses on two recent jurisprudential in-
terpretations on the question of intermediaries' liability: the
CJEU's Telekabel judgment® and the Judgment of ECtHR in the
case Delfi v Estonia.” In both cases the dominant human rights
rhetoric, while expressed in completely different terms in
each case, led somewhat surprisingly to a similar outcome: to
incommode and make much more delicate the position of
intermediaries by detailing even more the circumstances
surrounding their involvement and of their liability for
Internet copyright infringements.

2. The growing influence of human rights on
intellectual property enforcement

Balancing of interests has engaged academic copyright debate
as an internal challenge for copyright law. The main idea is
that the contours of the protectable subject matter, the
threshold of originality, the distinction between ideas and
expression and mainly copyright exceptions/limitations shall
be interpreted under a human rights vision in order to
reconcile copyright with the society and technological trends.

The Lernaean Hydra of piracy has unavoidably shifted the
human rights copyright debate in the field of intellectual prop-
ertyrights (IPR) enforcement. The rise of human rights rhetoricin
IP enforcementis a constant trend in CJEU's case law dealing with
the role of intermediaries in cases of copyright infringement.

The IP enforcement strategies of right holders have passed
various stages in response to emerging trends of copyright
infringement. After suing the distributors of peer to peer
software® and then the individual users at significant social
cost,’® the focus was given to Internet intermediaries due to
their organically indispensable role in making available of
copyright infringing content.

Depending on the target of the enforcement strategy
against Internet copyright infringement, different funda-
mental rights are at stake and this has been naturally reflected
in the CJEU's case law in the field of intellectual property
rights. In claims of direct copyright infringements which were
brought against individual users, the focus has been given on
the reconciliation of the right to respect for private life and
personal data protection with intellectual property law, since
the identification of direct infringers presupposed the disclo-
sure of their personal data to the claimants by Internet Service
Providers (ISPs). In claims against intermediaries, either on
the legal grounds of secondary infringement or in the form of
injunctions against intermediaries as third parties, copyright
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law clashes mainly with the freedom of ISPs to conduct
business, the right of the public to receive and impart infor-
mation and personal data protection.”

In the Promusicae,® the Tele2® and the Bonnier Audio'° cases the
Court set as a fundamental principle of IP enforcement the
proper calibration of different fundamental rights. According to
the Court, each Member State has toreconcile therequirements
of the protection of different fundamental rights, namely the
right to respect for private life on the one hand and the right to
protection of property (including intellectual property rights)
and to an effective remedy on the other. Furthermore, it stated
that the authorities and courts of the Member States shall
ensure that they do not rely on an interpretation of their na-
tional laws in a way that would be in conflict with fundamental
rights or with the other general principles of Community law,
such as the principle of proportionality.

In the Scarlet'* and the Netlog'? cases, the Court, following
the Promusicae case, stated that a fair balance must be struck
between the protection of copyright and the fundamental
rights of persons affected by such measures, since nothing in
the Charter of Fundamental Rights of the European Union
suggests that copyright is inviolable.’® Installing a system for
filtering all electronic communications passing through its
service would infringe the fundamental rights both of the ISP's
and of their customers, namely the ISP's freedom to conduct
business,'* their customers' right to protection of their per-
sonal data'® and their customers' freedom to receive or impart
information, since a filtering system would identify users'
Internet Protocol (IP) addresses and could lead to the blocking
of lawful communications of information.'®

Nonetheless, apart from setting as a fundamental principle
of IP enforcement the balancing of fundamental rights, the
Court's rulings are rather vague,'” sparing and elliptic, since
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