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ABSTRACT

Keywords: Mass surveillance programmes introduced by several EU Member States influence the
Presumption of innocence protection that citizens enjoy on the basis of fundamental rights and freedoms. This paper
Mass surveillance programmes focuses on the impact that these programmes have on the legal principle of presumption of
Data Retention Directive innocence. The authors argue that even in those circumstances where the principle does
Legal process not immediately apply because mass surveillance is undertaken before any criminal
European Union charge is issued, the collection of information and potential evidence limits the guarantees

offered by the principle during the stages of a legal process. It is argued that mass sur-
veillance programmes undermine the role of the principle of presumption of innocence at
the stages of a criminal process and compromise, therefore, the very effectiveness of the

legal process.
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reserved.

shift from a post-crime to a pre-crime society, based on risk
assessment, suspicion and pre-emption.' In this pre-crime
society suspicions are not based any longer on criminal
behaviour but largely on marginal behaviour and life-styles.?

Even if innocent, and not related with any criminal activ-
ities, we are watched by the State(s) every time we use internet,

1. Introduction

The use of programmes for the mass surveillance of in-
dividuals as well as the legitimization of the retention of data
from electronic communications in the European Union has
changed our society. One may argue that currently there is a
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make a phone call or send an e-mail.> Other devices that we are
asked to use in our households, as for example smart energy
meters,” open the possibility for being watched also when
turning on a light, starting the oven, or changing the television
channels.” In the logic of mass surveillance programmes we
can all potentially be involved in some criminal activities; we
are all therefore general suspects. It is needless to say that the
increase in the use of mass surveillance is closely linked with
the development of technology.® Devices that we use in our
daily lives offer possibilities for cheap and expedient mass
collection of personal information and data.

The shift of our society to a pre-crime one can also affect
some persons' relationships to others and to the State, in the
sense of introducing a “culture of suspicion” which affects
mutual trust, social inclusion and even creates a vague form
of presumption of guilt.” This context of fear and distrust is
what has sometimes been described as the “chilling effect” of
the surveillance society,® which can seriously affect in-
dividuals' exercising of their rights.

Mass surveillance programmes have been discussed in
the literature in the light of the problems that they create
for the right to a protected private life of the individuals
and the principle of proportionality.” Their extensive use by
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intelligence services and law enforcement authorities has
also raised the question whether these programmes can be
justified in a “security weighs more than other individuals'
fundamental rights” approach: in reality questioning the
very fundamentals of a democratic society.’® The discus-
sion of mass surveillance programmes increasingly in-
volves implications for the right to a fair process and
especially the principle of presumption of innocence due to
a shift in the burden of proof created by mass
surveillance.'

The focus of this paper is on these latest developments
of the debate — the way in which mass surveillance and
data retention programmes influence the application of the
principle of presumption of innocence (Pol). It explores the
safeguards and the usefulness of this principle in the age of
mass surveillance. Our main submission is that as a result
of mass surveillance and data retention programmes, the
principle of presumption of innocence has outlived its
usefulness during the stages of a criminal process, putting
at a risk the legality and effectiveness of the criminal pro-
cess in a democratic society. Following this introduction,
Section 2 will be devoted to the principle of presumption of
innocence and its relevance in a criminal process. Its
application will be discussed in light of the doctrinal debate,
the European Court of Human Rights (the Court) decisions
and the relevant laws. In Section 3 we discuss the use of
mass surveillance programmes in the Member States of the
European Union (as identified in a recent report for the
European Parliament)’” as well as the Data Retention
Directive'® as a form of legitimization of mass surveillance
at EU level. The way in which the information collected
with these forms of surveillance undermines the application
of Pol in a criminal process is discussed. Conclusions will be
drawn in Section 4.
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