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ABSTRACT

Keywords: This paper aims to provide a comparative overview and evaluation of various legal frame-
Telecommunication works for electronic communications security in light of the recent developments in the
Security electronic communications sector. The article also includes an insight on European Union and
Cyber security Turkish legal environment for data protection security in electronic communications sector.
Data protection The dynamic and ever-changing nature of electronic communication technologies brings
Privacy brand new opportunities for quick access to extensive information and communication
EU through integrated channels. On the other hand such dynamic nature paves the way for new
Turkey challenges and concerns regarding electronic communications security. Both national and

international sector regulators and policy-makers are encountering new threats for security
of electronic communications while trying to adapt to convergence and the ongoing ten-
dency for Internet Protocol (“IP”) based digital networks." Various legal frameworks come
into force accordingly and legal security measures are created by the regulators and the
sector actors, in order to overcome security concerns. Evolution of electronic communica-
tion technologies and new challenges that it yields, forces national and international au-
thorities to work for unified solutions and cooperation in fighting against these challenges.
© 2014 ELIG Attorneys-at-Law, Istanbul, Turkey. Published by Elsevier Ltd. All rights
reserved.

and it was only 15 years before Alexander Graham Bell patents
the telephone.? A rapid development in communication sys-
tems and invention of fax machine with the ability of scanning,
invention of telautograph, audio and radio transmission took
place after the following years since the worldwide commu-
nication systems emerged by virtue of Internet in1991.* This

1. Introduction

The history of communication begins with the history of hu-
manity. Invention of the optical telegraph in the year of 1792 is
accepted as a corner stone of the communication systems.” In
1862 first fax was sent by an Italian physicist’s pantelegraph
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was the beginning of a new era which boosted the communi-
cations’ pace of improvement. Previously, before the transition
to the electronic communication, communication was limited
with distance and speed.” Electronic communications enabled
people to communicate nearly as quickly as the speed of a
light, over much greater distances with scores of people and
vast amount of data can be transferred.

Electronic communications term encompasses all forms of
communications through electronic means, including but not
limited to communications via fixed line, mobile telephone,
facsimile, Internet, cable or satellite. In the age of converged
technologies gathering various kinds of communications in
the widest possible description has significant importance
due to the information technologies’ rapid development.
Therefore, “electronic communications” term shall be regar-
ded as comprehensive description covering existing means of
electronic communications as well as the future technologic
innovations.®

Public Switched Telephone Network (“PSTN”) and Inte-
grated Services Digital Network (“ISDN”) were considered as
the most traditional and widely-used networks which are
known as secure and reliable. However, by virtue of the In-
ternet’s recent improvement, electronic communications
services steered for the IP based systems, as of mid-nineties.”

Next are the Next Generation Networks (“NGNs”), which
are IP based systems providing telecommunication systems
by using broadband. NGNs enable all information and services
such as voice, data and media transferred through the same
network. Rapidly emerging communication technologies are
compatible with both IP based and new generation applica-
tions. In this respect NGN is a platform wherein all kinds of
electronic information and communications are combined.®
According to the International Telecommunication Union
(“ITU”), NGNs may be described as packet switching networks
providing high standards of electronic communication ser-
vices and supporting various broadband technologies. As the
NGNs provide mobility, services become accessible and
consistent for all users. Therefore NGN enables the conver-
gence of various networks compatible with the developments
in telecommunication sector by way of providing various
kinds of services through an IP based network to the end-
users or in other terms the consumers.

Convergence is a concept providing all voice, data, video,
imagery, and other applications and all access, transport, and
other service requirements through a single telecommunica-
tions facility.? Convergence makes traditional regulatory ap-
proaches of telecommunication sector insufficient, since it is
difficult to foresee the future issues related to electronic
communications.

Electronic communications operators focus on delivering
convergent services in order to keep up with the needs and
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requirements of the consumers.’® The Organization for Eco-
nomic Co-operation and Development (“OECD”) defines
convergence in two other aspects; first one is the overlapping
of technology, service and companies of different sectors.'*
The other definition given by OECD for the term “conver-
gence” is the vanishing of the technical and regulatory borders
between the sectors.'” In this respect, NGN and the term
“convergence” are compatible with each other. Thus, Euro-
pean Telecommunications Standard Institute (“ETSI”) refers
NGN as convergence of PSTN, mobile networks and Internet.

It can also be argued that “convergence is expected to
foster a multimedia environment where voice, audio, video,
and data can be seamlessly exchanged between users".'?
Along with the social, economic, and technological de-
velopments, the need of transforming the traditional compe-
tencies and responsibilities of national regulatory authorities
for the electronic communications emerged.

As a result of a legal need with respect to the above
mentioned developments in telecoms world, Directive 2002/
21/EC of the European Parliament and the European Union
Council, stipulates that each member state shall take
necessary measures to safeguard its electronic communica-
tions security, including the national regulatory authorities’
establishment of specific and proportional obligations appli-
cable to the providers of electronic communications
services.™

2. Governmental regulators for electronic
communications

The urge to establish the data protection and security mea-
sures for electronic communications sector, certain govern-
mental bodies are established under national and
international laws. Bearing in mind that mere governmental
efforts are not sufficient to fight against data protection
breaches and that a public private cooperation needs to be
established, a number of data protection authorities have
been constituted.

The Body of European Regulators for Electronic Commu-
nications (“BEREC”) is an umbrella organization which is
actively initiated in January2010™® and the main authority in
the Europe which serves for the development and better
functioning of the European electronic communications.
BEREC advises the European Commission (“EC”) and national
regulatory authorities on issues related to the application
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