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a b s t r a c t

Adding to the current debate, this article focuses on the personal data and privacy challenges

posedbyprivate industry’s useof smartmobiledevices that provide location-basedservices to

users and consumers. Directly relevant to personal data protection are valid concerns about

the collection, retention,use andaccessibilityof this kindofpersonal data, in relation towhich

a key issue is whether valid consent is ever obtained from users. While it is indisputable that

geo-location technologies serve important functions, their potential use for surveillance and

invasion of privacy should not be overlooked. Thus, in this study we address the question of

how a legal regime can ensure the proper functionality of geo-location technologies while

preventing their misuse. In doing so, we examine whether information gathered from geo-

location technologies is a form of personal data, how it is related to privacy and whether

current legalprotectionmechanismsareadequate.Wearguethatgeo-locationdataare indeed

a type of personal data. Not only is this kind of data related to an identified or identifiable

person, it can reveal also core biographical personal data.What is needed is the strengthening

of the existing law that protects personal data (including location data), and a flexible legal

response that can incorporate the ever-evolving and unknown advances in technology.

ª 2014 Anne SY Cheung. Published by Elsevier Ltd. All rights reserved.

1. Introduction

The pervasive use of geo-location technologies poses new

challenges to personal data and privacy protection, as they

enable third parties to locate and track people and objects

anywhere and at any time,1 for example in cases of emergency

and rescue.2 Although geo-location technologies have been

part of our daily lives for a while, they have been confined

largely to short-distance tracking and situations in which the

user is fully aware that such technologies are being used, such

as in the collection of tolls, the use of swipe cards on public

transport, entry and exit cards to gain access to buildings and

the use of Radio Frequency Identification (RFID) tags in library

books ormerchandise in shops.3 However, the combination of

ever-advancing technologies in geographical positioning sys-

tems (GPS), wireless-fidelity (Wi-Fi) and cellular identification

has produced much more powerful location-based services
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(LBS) that can cover large distances. Furthermore, these

technologies are often embedded in ourmobile devices, which

are connected invisibly and remotely to networks. Michael

and Michael point out that such overarching location tracking

andmonitoring across all time and space has pushed us to live

in a state of ‘uberveillance’, in which surveillance has become

constant and embedded, and individuals and objects can be

automatically located and identified.4

In other words, while we as consumers are using these

technologies muchmore extensively, they are in turn using us

as consumers. Not only do devices such as smartphones, lap-

tops, iPads and computer tablets disclose where we are and

when and what we are doing, they also enable telecommuni-

cations companies or Internet service providers to record our

activities. In revealing the unique combination of the location,

timeandcontentof our activities, theyallowdataaboutus tobe

sent to others for analysis and for subsequent profiling.5 The

smartmobile devices thatwe carrywith ushave in fact become

tools for surveillance, yet many of us have embraced them

willingly, albeit unwittingly. Thepotential for abuse ofpersonal

data and the threats to privacy that arise fromgovernment and

commercial entities using geo-location technologies are enor-

mous. Dobson and Fisher warn about the hazards of ‘geo-

slavery’, whereby a person’s physical location is coercively or

surreptitiously monitored or controlled by another.6 Litigation

and academic debate have already emerged concerning the

possible violation of the constitutional right to privacy that

might arise from the government’s use of geo-location tech-

nologies for law enforcement without a judicial warrant.7 In

2012, the US Supreme Court condemned the use of GPS tech-

nologies to track themovementsof suspectswithoutawarrant,

and deemed the practice to be in violation of the Fourth

Amendment of the Constitution.8 Another strand of the litera-

ture covers the gross breaches of personal data privacy and

autonomy that arise when consumer profiling is carried out on

the pretext of better service planning and more efficient

advertising and marketing.9

To examine the above issues, section 2 of this article de-

fines the meaning of location data, and highlights the prob-

lems concerning the surreptitious acquisition of location data

and the equally problematic issue of uninformed consent in

the seemingly voluntary disclosure of location data in con-

sumers’ increasing adoption of geo-location technologies.

Section 3 identifies the legal implications in the personal data

protection regimes in the European Union (EU) and the US. EU

law is an obvious choice in studying this topic, as it is

impossible to ignore the EU’s comprehensive and elaborate

legal scheme of personal data protection, especially its

extraterritorial effect in requiring an adequate level of pro-

tection in countries where the data are received.10 In contrast,

the choice to study the US approachmay be puzzling to some,

as personal data protection has been described as ‘frag-

mented’ and often depends on the type of data and the en-

tities in control.11 Nevertheless, Solove and Hartzog argue that

the US position is worth studying because of an emerging

jurisprudence based on the large number of settlement cases

and decisions from the Federal Trade Commission, which has

played a pivotal role in influencing the development of per-

sonal data regulations, policies and company practices.12 Due

to the globalised nature of technology companies, it is

necessary to understand the US legal landscape. After iden-

tifying the loopholes in the present legal regimes regarding

the protection of location data, the legal reforms proposed by

the EU and the US are examined to address this issue.13 In

reviewing the challenges posed by geo-location technologies

and analysing the issues in the current legal debate, we aim to
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