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ABSTRACT

Information security is not directly regulated in Australia and is instead subject to a patch-
work of different legal and regulatory frameworks. How Australian information security
practitioners construct and action information security therefore becomes important to the
overall operation of a fragmented regulatory framework. How then do Australian informa-
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Information security management tion security practitioners understand information security and make compliance-
oriented decisions? Our exploratory interview research examined how nine Australian
information security practitioners understood and constructed their role as delegated regu-
lators of organisational information security processes. Participants expressed a number
of concerns that reveal a very different world to that traditionally portrayed as the disci-
pline and practice of information security. We examine these concerns and discuss what
they mean in the context of the Australian environment.
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operate as expected and continue to address identified risks,
as part of an iterative process. The implementation of infor-
mation security therefore regards rational considerations that

1. Introduction

Information security, as a discipline, is portrayed as rational
and control-oriented. The appropriateness of controls is derived
through risk assessment frameworks that consider the con-
textual realities of the given organisation. In this paradigm, the
role of the information security practitioner is to identify
security risks that emerge and to design and implement ap-
propriate controls. The practitioner then ensures those controls

translate into actions that are accepted as reasonable by
organisations. These organisations accept the value of infor-
mation security as a self-serving good and one that has wider
societal benefits from the broader minimisation of risks arising
from security failures.’

It is therefore not surprising that a developing literature on
practitioner perspectives is starting to develop.? Such ‘human
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factors” or ‘human challenges™ studies highlight the disso-
nance between, on the one hand, the theory of information
security as a purely control-oriented approach, and on the other,
the practice of information security which is negotiated and
individually constructed.” How practitioners construct and
operationalise information security in practice is important to
understand in order to assess the effectiveness of legal and
regulatory application.

In Australia, understanding the day-to-day lives of practi-
tioners, and their perspectives on information security, and its
management, is particularly important because of the legal and
regulatory structure employed. Information security is not regu-
lated directly by a governing piece of legislation. Instead, a
patchwork of different laws, guidelines and regulations pro-
vides a principled range of security obligations for both private
and public sector organisations. A broad regulatory framework
underpins this patchwork of legal obligation which is predi-
cated on principles-based regulation (PBR).° In effect, the regulatory
function is partly delegated from the regulator to the regulatee,
in this case, the information security practitioner. As such, in a
system of delegated regulation,” such as in a PBR framework, it
is vital to understand practitioner perspectives of information
security and how core concepts of information security are being
constructed and actioned by delegated regulatory actors.

In this article, we report on findings from our exploratory
interview research which examined how nine Australian in-
formation security practitioners understood and constructed
their role as delegated regulators of organisational informa-
tion security processes. Our findings reveal a very different
world to that traditionally portrayed as the theory, discipline
and practice of information security. Participants in our study
had irregular working days and the ‘average day’ for all of our
participants focused mostly on processes of interaction and
negotiation. Definitions of information security also varied sig-
nificantly which revealed a number of different understandings
about the core constructs of information security, such as risk
and risk assessment. Most importantly, compliance consider-
ations also varied and it was clear that participants considered
the application of law and regulation from different sources
and in different ways. Our research therefore reveals a world
and practice of information security that is not as ordered and
structured as the control-oriented tradition of information se-
curity would have us believe.

* Human factors in this sense often refers to insider actors as
threats. See Carl Colwill, ‘Human factors in information security:
The insider threat - Who can you trust these days?’ (2009) 14(4)
Information Security Technical Report 186.

4 Ashenden more broadly refers to human challenges in rela-
tion to the complex actions of information security actors. See Debi
Ashenden, ‘Information Security management: A human chal-
lenge?’ (2008) 13(4) Information Security Technical Report 195.

> Gurpreet Dhillon and James Backhouse, ‘Current directions in
IS security research: towards socio-organizational perspectives’ (2001)
11(2) Information Systems Journal 127.

¢ See for an overview of PBR Julia Black, Martyn Hopper and Christa
Band, ‘Making a Success of Principles-Based Regulation’ (2007) 1(4)
Law and Financial Markets Review 191.

7 See more broadly Cary Coglianese and David Lazer,
‘Management-Based Regulation: Prescribing Private Management
to Achieve Public Goals’ (2003) 37(4) Law & Society Review 691.

Section 2 briefly outlines the legal and regulatory frame-
work for information security in Australia. Section 3 details the
research methodology employed in the study and Section 4
covers some key research findings. Section 5 provides some dis-
cussion in relation to what our study means for the legal and
regulatory framework currently adopted in Australia and Section
6 concludes our article in relation to future directions.

2. Regulating information security
in Australia

Information security in Australia is not directly regulated by
a specific and governing piece of legislation that covers all public
and private sectors. Government agencies are regulated by a
range of both Commonwealth and state laws and guidelines.
As a consequence, both federal and state governments have
developed approaches to secure the information held in
government-controlled systems.

Australian federal government agencies are covered by a spe-
cially designed framework comprising the Protective Security
Policy Framework (PSPF)? and the Information Security Manual
(ISM).° The ISM is based on a series of high-level principles
which are supported by a detailed controls manual. The first
principle is information security risk management, which sup-
ports agencies making informed, risk-based decisions specific
to their unique environments, circumstances and risk appe-
tite (subject to the implementation of a number of controls
which are stated to be mandatory). In addition, there is a range
of more technology-specific principles dealing with topics in-
cluding product security, media security, software security, email
security, network security and cryptography.®®

The Victorian Government in 2012 adopted the Common-
wealth Government’s PSPF and ISM." Other state governments
in Australia have adopted different approaches to ensuring the

& The Commonwealth Attorney-General sets the Australian Gov-
ernment’s protective security policy and has released the Protective
Security Policy Framework, in pursuance of that responsibility.
Attorney-General’s Department, ‘Government Response to the House
of Representatives Standing Committee on Communications Report
on the Inquiry into Cyber Crime ‘ (Commonwealth of Australia, 2010).
See also Sharon Oded, Corporate Compliance New Approaches to Regu-
latory Enforcement (‘Edward Elgar, 2013).

° The ISM is published by the Australian Signals Directorate pur-
suant to the Intelligence Services Act 2001 (Cth). It is made up of a
number of different publications. See Intelligence and Security De-
partment of Defence, Australian Government Information Security
Manual - Principles (2015); Intelligence and Security Department of
Defence, ‘Australian Government Information Security Manual -
Controls’ (2015) <http://www.asd.gov.au/publications/Information
_Security_Manual _2015_Controls.pdf>.

10 Intelligence and Security Department of Defence, ‘Australian Gov-
ernment Information Security Manual - Controls’ (2015) <http://www
.asd.gov.au/publications/Information_Security_Manual 2015
_Controls.pdf>, 37 — 60.

™ Victorian Government standards include Victorian Govern-
ment CIO Council, ‘Information Security Management Framework’
(2014) <http://www.enterprisesolutions.vic.gov.au//wp-content/
uploads/2014/07/SEC-STD-01-Information-Security-Management
-Framework.pdf>.
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