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ABSTRACT

Keywords: Privacy trust directly affects the personal willingness to share data and thus influences the
Personal data quality and size of the data, thus affecting the development of big data technology and in-
Privacy trust dustry. As China is probably the largest personal data pool and vastest application market
Questionnaires of big data, the situation of Chinese privacy trust plays a significant role. Based on the 17
Interview most common data collection scenarios, the following aspects have been observed through
Big data 508 questionnaires and interviews of 20 samples. To start with, there is a severe privacy trust

crisis in China, both in the field of enterprise services such as online shopping and social
networks, etc. and in some public services like medical care and education, etc. Besides,
there are also doubts about data collected by the government since individuals refuse to
offer personal information or give false information as much as possible. Some people even
buy two phone numbers, one is in use, while the other is not carried around or used by
them, which is only bought to be offered to data collectors. Secondly, in terms of gender,
females have lower trust in enterprises and social associations than males, especially in
the fields of social networks and personal consumption. However, there is no obvious dif-
ference in fields of government and public services. Females possess stronger awareness
but less skilled in precautions than males. Thirdly, people between the ages of 18 and 50
are more suspicious of data collected by enterprises, while age exerts little obvious influ-
ence on the credibility of data collected by the government, social associations and public
services. Older people are less aware of precautions than people at other ages. In addition,
from the perspective of education background, people with higher degrees possess stron-
ger awareness of precautions and thus lower degree of trust. Therefore, it is suggested that
more education on privacy consciousness should be given, and relative laws as well as regu-
lations need improving. Besides, innovation in privacy protection technologies should be
encouraged. What is more, we need to reinforce the management of the internet industry
and strictly regulate personal data collection of the government.
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Personal data directly reflects the demand from users,* which
is at the heart of the current application of big data.? However,
the influence of the idea that “Big data is big brother” is
increasing.® The privacy trust crisis leads to the result that in-
dividuals are reluctant and may even refuse to share personal
data, which will cause a decrease in data quality and quantity
and hence cut off the source of big data.* Therefore, it is im-
portant to study privacy trust. China as a country with the largest
population could be the largest personal data pool and the
biggest application market of big data, whose situation of privacy
trust will exert a great influence on global big data industry as
well as technological development. As a result, it is significant
to have an accurate assessment of the basic information re-
garding the Chinese privacy trust. For this purpose, the authors
have undertaken a thorough analysis of the current situation
and reasons for the nature of privacy trust among Chinese main-
land citizens through questionnaires and in-depth interviews.
Countermeasures are proposed at the end of this paper.

1. Literature review
1.1.  Personal data/ personal information

According to the laws and the legal standards of various coun-
tries and regions, both “personal data” and “personal
information” expressions are adopted.® For instance, the Eu-
ropean Union mainly uses “personal data”, while in Japan,
“personal information” is used most frequently. The same result
appears in the research documents.® However, the two terms
above are technically different from each other in that “data”
places more emphasis on being automatically processed by
devices while “information” stresses the transmission of the
content.” With the rapid development of information technol-
ogy, these two become more and more different in semantic
meanings. Although the concept of “personal data” is more ac-
curate, the concept of “personal information” is employed in
this study for it was used in original laws.

1.2.  Privacy

The concept of privacy is developing constantly. Therefore, dif-
ferent countries, nations or even individuals at different
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historical phases have different understanding of the term.®
Generally speaking, privacy is a concept irrelevant to public and
group interest, referring to the information that the clients keep
to themselves because they are reluctant to share with others
or it is inconvenient for others to know the information, per-
sonal affairs that the clients expect no intervention from others
or that is not suitable for others to interfere with, and per-
sonal domains that the clients does not want others to invade
or others are inconvenient to invade.’

1.3.  Privacy trust

According to Shneiderman, trust is the positive expectation of
a person or an organization based on their previous perfor-
mance and real assurance.’’ Though information technology
makes it more convenient in all aspects of life, it provokes
people’s attention to personal privacy, resulting in an unprec-
edented challenge for privacy trust.!* The emergence of big data
especially might expose personal privacy to the public, so that
privacy protectionists worry about the “Big Data is Big Brother”
scenario.” The current study on privacy trust focuses on the
following aspects: Firstly, factors influencing privacy trust in
the network environment. Some scholars state that the key in-
fluencing factor of privacy trust is privacy concerns, which
means that more concerns about privacy results in lower cred-
ibility and higher risks during the process of information
sharing.” Secondly, there is privacy trust in e-commerce. Some
scholars have done modeling analysis of privacy trust in
e-commerce and found that the more the consumers trust a
website, the less they will pay attention to their privacy. There-
fore, websites can gain trust from their users by establishing
a trust system.’ Thirdly, there is privacy trust in social net-
works. Dwyer et al. found that the more users trust a website,
the more willing they are to share information and develop
contacts on social network sites.” Most users have not taken
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