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Increasingly, data protection laws and the concept of privacy are subjected to manifold
challenges created through advancing new technologies such as Big Data, digital identity,
biometrics and social media sites. Such technological shifts, although being immensely
beneficial to society at large, create problems for the protection of an individual's privacy.
This article addresses the arising issues and suggests innovative technological solutions for

minimizing privacy infringements and negative impacts on the private sphere of

individuals.
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1. Introduction to privacy concepts

Privacy protection in Europe follows a long tradition. As part of
the European Convention on Human Rights,' national con-
stitutions of EU Member States” and the Charter of Funda-
mental Rights of the European Union® (CFREU) the right to
privacy forms a foundation for the European Member States'
data protection legislations. Increasingly, however, these laws
and the concept of privacy are subjected to manifold chal-
lenges created through advancing new technologies such as
Big Data,”* digital identity, biometrics and social media. These
technological shifts, although being immensely beneficial to
society at large, create problems for the protection of indi-
vidual privacy. This article addresses the present issues and

suggests innovative technological solutions for minimizing
privacy infringements and negative impacts on the private
sphere of individuals.

The first part of this paper highlights the current privacy
issues created by various forms of new technologies. In the
second part technological solutions are proposed to coun-
teract the identified privacy risks and the boundaries of such
measures are analyzed. In particular the ability of an indi-
vidual to consent to privacy infringements as a way of
allowing the service provisioning poses a question of
accountability and power abuse. Currently, users are “paying”
for services by making available their personal data. There-
fore, as a potential solution clear rules must be established on
the steps required to inform a user of the data's utilization by
the provider as well as third parties.
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2. Current privacy protection frameworks
2.1. Fundamental rights

Fundamental rights are key to the international legal frame-
work and touch upon an individual's right to privacy. How-
ever, in practice these rights are not yet sufficient to cater for
the privacy challenges faced in today's online world. Addi-
tional national laws are necessary to extend the essential
privacy protection to new technologies and scenarios
currently emerging.

In Article 1 of the UN Universal Declaration of Human
Rights® (UDHR) as well as in the CFREU the protection of
human dignity is a central concept. Furthermore the European
Convention on Human Rights contains an express protection
for privacy of individuals applying not only to government but
also to private actors. Thus, appropriate privacy laws must be
implemented in all countries to ensure the protection of these
fundamental rights.

Privacy infringements can occur in various forms either by
an individual directly disclosing information to a third party
on a social networking website or by a commercial entity
collecting the data for business purposes. This paper is con-
cerned with the second of these scenarios as private disclo-
sure is more likely to be acceptable within certain boundaries.

2.2. Specific laws

The US approach to privacy is primarily derived from consti-
tutional protections which have been expanded over the last
decades to include certain aspects of private conduct.
Furthermore, in addition to state data protection legislation
federal laws are in place in certain areas such as for the pro-
tection of medical data.® Recently the topics of surveillance
and privacy have gained traction based on the Snowden
revelations.

Already in 2011 a push for better privacy protection had
been undertaken by introducing the Do Not Track Me Online
Act of 2011” which aimed at enhancing customer rights in
order to limit the use of their personal information by com-
mercial entities. Due to a lack of a majority in Congress the
introduced law has not been passed yet. However, fresh
legislation action is being taken by Congresswoman Speier to
introduce a new Mobile App Privacy Protection Act® which
aims at the privacy issues created by the tracking functions in
mobile phone applications. The Act would ensure that users
of mobile services are made aware of the type and extent of
the data being collected from them as well as their options in
limiting disclosure by adjusting their mobile phone settings.

> UN Universal Declaration of Human Rights <http://www.un.
org/en/documents/udhr/>.

© U.S. Department of Health & Human Services, Privacy Pro-
tection, <http://www.hhs.gov/ocr/privacy/index.html>.
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& Congresswoman Speier commits to introduce such a legisla-
tion in the 113th Congress <http://speier.house.gov/index.php?
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Importantly the Act would also allow for civil actions and
potentially even class actions against the app-providers which
do not follow the disclosure provisions.

Currently, there are various class actions before US courts
based on the controversial topic of preventing companies
from tracking their users.’ California has passed such a “Do
not Track Law” requiring the companies to inform their cus-
tomers whether they conform to rules supplied by browsers
signaling that the user does not want to be tracked or referring
the consumer to choice options of the provider. This also in-
cludes the requirement to disclose third party tracking on a
website.'? The US Federal Trade Commission (FTC) has issued
guidelines on the subject.™*

The FTC has long realized that most commercial providers
of online services, falling outside the scope of specific privacy
legislations, such as for the protection of children under the
age of 13, do not adequately inform their customers of their
collection practices."” In its 2012 report the FTC has therefore
recommended to Congress “that Congress enact legislation to
implement a Consumer Privacy Bill of Rights based on the Fair
Information Practice Principles® (“FIPPs”)".**

In Europe these issues have not yet been specifically
addressed by way of sector-related legislations. However, the
Article 29 Working Party (an advisory group to the European
legislator) has raised the privacy issues created by apps in a
working paper.”” In particular it highlighted that only 61% of the
top 150 apps provide a privacy policy to the customer.’
Furthermore, no real choice is given to the app-user for raising
objections against the terms and conditions once the software is
downloaded. In most cases, only a simple box is left for the
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