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A B S T R A C T

Fault tree analysis (FTA) is a very prominent method to analyze the risks related to

safety and economically critical assets, like power plants, airplanes, data centers and web

shops. FTA methods comprise of a wide variety of modeling and analysis techniques,

supported by a wide range of software tools. This paper surveys over 150 papers on fault

tree analysis, providing an in-depth overview of the state-of-the-art in FTA. Concretely,

we review standard fault trees, as well as extensions such as dynamic FT, repairable FT,

and extended FT. For these models, we review both qualitative analysis methods, like cut

sets and common cause failures, and quantitative techniques, including a wide variety

of stochastic methods to compute failure probabilities. Numerous examples illustrate the

various approaches, and tables present a quick overview of results.
c⃝ 2015 Elsevier Inc. All rights reserved.
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1. Introduction

Risk analysis is an important activity to ensure that critical
assets, likemedical devices and nuclear power plants, operate
in a safe and reliable way. Fault tree analysis (FTA) is one
of the most prominent techniques here, used by a wide
range of industries. Fault trees (FTs) are a graphical method
that model how failures propagate through the system,
i.e., how component failures lead to system failures. Due
to redundancy and spare management, not all component
failures lead to a system failure. FTA investigates whether the
system design is dependable enough. It providesmethods and
tools to compute a wide range of properties and measures.

FTs are trees, or more generally directed acyclic graphs,
whose leaves model component failures and whose gates
failure propagation. Fig. 1 shows a representative example,
which is elaborated in Example 1.

Concerning analysis techniques, we distinguish between
qualitative FTA, which considers the structure of the FT;
and quantitative FTA, which computes values such as failure
probabilities for FTs. In the qualitative realm, cut sets are
an important measure, indicating which combinations of
component failures lead to system failures. If a cut set

contains too few elements, this may indicate a system
vulnerability. Other qualitative measure we discuss are path
sets and common cause failures.

Quantitative systemmeasures mostly concern the compu-
tation of failure probabilities. If we assume that the failure
of the system components are governed by a probability dis-
tribution, then quantitative FTA computes the failure proba-
bility for the system. Here, we distinguish between discrete
and continuous probabilities. For both variants, the follow-
ing FT measures are discussed. The system reliability yields
the probability that the system fails with a given time hori-
zon t; the system availability yields the percentage of time
that the system is operational; the mean time to failure yields
the average time before the first failure and the mean time
between failures the average time between two subsequent
failures. Such measures are vital to determine if a system
meets its dependability requirements, or whether additional
measures are needed. Furthermore, we discuss sensitivity
analysis techniques, which determine how sensitive an anal-
ysis is with respect to the values (i.e., failure probabilities) in
the leaves; we also discuss importance measures, which give
means to determine how much different leaves contribute to
the overall system dependability.
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