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Abstract:  

Alarm systems play important roles for the safe and efficient operation of modern industrial plants. Critical 

alarms are configured with a higher priority and are safety related among many other alarms. If critical alarms 

can be predicted in advance, the operator will have more time to prevent them from happening. In this paper, we 

present a dynamic alarm prediction algorithm, which is a probabilistic model that utilizes alarm data from 

distributed control system, to calculate the occurrence probability of critical alarms. It accounts for the local 

interdependences among the alarms using the n-gram model, which occur because of the nonlinear relationships 

between variables. Finally, the dynamic alarm prediction algorithm is applied to an industrial case study. 
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1. Introduction 

Alarm systems play a significant role in the safe management of large industrial plants. Typically, alarm 

systems are installed in distributed control systems (DCSs). However, with the advance of hardware and 

software, it is much easier to measure almost every process variable so that more alarms are configured to 

monitor the process, though some alarms are not useful to operators. This makes the alarm system inefficient, 

which is a significant cause of industrial incidents and serious accidents. For example, the explosion and fires at 

the Milford Haven Refinery in the UK, which caused £48 million of plant damage plus major production loss, 

could be prevented by the operating staff. They failed to do this partly because they faced a continuous barrage 

of alarms for a 5 h period leading to the accident [1]. 
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