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Abstract

We analyze a problem in computer network security, wherein packet filters are deployed to defend a network against
spoofed denial of service attacks. Information on the Internet is transmitted by the exchange of IP packets, which must
declare their origin and destination addresses. A route-based packet filter verifies whether the purported origin of a
packet is correct with respect to the current route map. We examine the optimization problem of finding a minimum
cardinality set of nodes to filter in the network such that no spoofed packet can reach its destination. We prove that this
problem is NP-hard, and derive properties that explicitly relate the filter placement problem to the vertex cover prob-
lem. We identify topologies and routing policies for which a polynomial-time solution to the minimum filter placement
problem exists, and prove that under certain routing conditions a greedy heuristic for the filter placement problem
yields an optimal solution.
© 2005 Elsevier B.V. All rights reserved.
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1. Introduction

Given the vulnerability of communication net-

works to a wide array of security attacks, a num-

R ber of network security measures have been
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concurrently send large amounts of traffic targeted
at a server, gateway, or network [3,8]. The aim of
the attack is to disrupt normal operation of the
targeted network system by depleting its resources.
Many DDoS attacks disguise their true origin by
inscribing bogus information in the source address
field of the IP (Internet Protocol) packet header,
referred to as IP source address spoofing. This
causes recovery to take on the order of hours
and days, at which point damage has already been
done. IP traceback—the problem of locating the
attack source—has been an active area of research
[15,17].

Whereas most DDoS defenses are reactive in
nature, a proactive approach called route-based
distributed packet filtering [16] is aimed at prevent-
ing spoofed DDoS packets from reaching their tar-
gets in the first place. Route-based filtering uses
route constraints in transportation networks to
determine whether a packet, given its source and
destination address, is misrepresenting its true ori-
gin. In semi-maximal route-based filtering, only
the source address is utilized to affect filtering,
which enables the linear filter table size required
for implementation in resource-bounded routers.
Distributed route-based packet filtering applies
this action at select transit nodes in the network
so that with a small deployment at ““‘checkpoints,”
effective discarding of spoofed packets is achieved.
Although the scope of scenarios to which this fil-
tering concept applies is broader than Internet
DDoS attacks—e.g., distributed intrusion detec-
tion and sensor networks in physical transporta-
tion systems—DDoS network security is the
focus area of this paper.

Consider a communication network whose
connectivity is represented as a graph. The fields
of a packet header, in particular, its source and
destination addresses, are inscribed by the origi-
nating node. Node o can “attack another node
d by forging the source address of a sequence of
packets as node s and sending them to d. The role
of route-based packet filters is to identify and
remove packets from the network whose source
addresses can be ascertained to be spoofed, before
they can aggregate and impart harm at their tar-
get. They must do so without violating the
requirement of safety: a packet whose source

address is not spoofed must not be discarded.
We study the following optimal filter placement
problem: Given a network and its routing, find
a minimum cardinality set of nodes where route-
based filters are placed such that no packet with
a falsely reported origin is permitted to reach its
destination.

The feasibility criterion is called perfect security,
a special case of more relaxed security measures
studied in [16] where certain triplets (o,s,d) are
allowed through. The optimization criterion exam-
ined in this paper, minimizing the size of the filter
node subset, is not the only meaningful criterion.
For example, one may consider the number of
edges as the cost function, or a notion of process-
ing overhead that varies depending on the traffic
load a node encounters. In the global inter-domain
Internet context where a single node represents an
entire domain, deployment of cooperative security
solutions is hindered by policy barriers across dif-
ferent administrative boundaries. Bilateral agree-
ments require significant effort to establish, and
multilateral agreements are that much harder to
come by. This provides a practical motivation,
from a deployment perspective, for considering
the number of filter nodes as the optimization cri-
terion. The “processing overhead” of a node with
many edges—Ilikely a large ISP (Internet Service
Provider) that provides transit service to other
domains—is not localized to a single physical rou-
ter since the ISP will have entry/exit/switching sta-
tions, called POPs (points-of-presence), at major
cities where it interfaces with other domains.
Route-based filters would need to be installed only
on border routers that connect to other domains.
In the intra-domain context, high-degree nodes
correspond to routers with many links, and pro-
cessing overhead is amplified proportionally to
the number of edges.

We assume that route-based filters have access
to routing information to determine if a packet
with source address s destined to d is spoofed, sub-
ject to safety. In the global inter-domain Internet,
route asymmetry—the path from o to d is not the
same as from d to o—is common, which makes
maintaining accurate route-based filter tables a
nontrivial challenge. The focus of this paper is
on studying an optimal filter placement problem
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