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KEYWORDS Abstract Homomorphic encryption system (HES) schemes are anticipated to play a significant
Homomorphic encryption; role in cloud-based applications. Moving to cloud-based storage and analytic services securely
Arithmetic operations; are two of the most important advantages of HES. Several HES schemes have been recently
Maximum/minimum func- proposed. However, the majority of them either have limited capabilities or are impractical in
tion; real-world applications. Various HES schemes provide the ability to perform computations for
Cloud computing; statistical analysis (e.g. average, mean and variance) on encrypted data. Domingo-Ferrer is one
Cloud-based applications scheme that has privacy homomorphism properties to perform the basic mathematical operations

(addition, subtraction and multiplication) in a convenient and secure way. However, it works only
in the positive numbers’ range which is considered as a limitation because several applications
require both positive and negative ranges in which to work, especially those that have to implement
analytical services in cloud computing. In this paper, we extend Domingo-Ferrer’s scheme to be
able to perform arithmetic operations for both positive and negative numbers. We also propose
using a lightweight data aggregation function to compute both maximum and minimum values
of the aggregated data that works for both positive and negative numbers.
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1. Introduction

The essential idea behind the efforts to involve homomorphic
* Corresponding author at: School of Computer Science, RMIT encryption system (HES) techniques in practical applications is

University, Melbourne, Australia. to employ the advantages of cloud computing services and
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phy. Examples of HES include Rivest et al. (1978), ElGamal
(1985), Benaloh (1994) and Paillier (1999), to name a few.
However, these are somewhat homomorphic encryption sys-
tems (SHES), meaning they only support either addition or
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multiplication, not both. A number of these schemes fail to be
appropriate for practical applications because they are often
inefficient and are unable to perform many required arithmetic
operations to build useful applications in cloud environments.

A fully homomorphic encryption system (FHES) would
support several operations simultaneously. This was a problem
until the breakthrough result of Gentry (2009), which is based
on the properties of ideal lattices (Bayer-Fluckiger, 2002). This
scheme is still quite impractical for real-life applications
because of its limitations in arithmetic operations, time con-
sumption and the amount of resources that are required for
computations. Shortly after, a FHES was introduced that used
only elementary arithmetic operations (Van Dijk et al., 2010).
While this modified scheme reduced the complexity of a fully
homomorphic encryption process by allowing it to be
described in simple terms, it is still complex enough to be use-
ful in any real-life applications. The aforementioned FHES
schemes and other similar schemes, such as Gentry (2009,
2010), have a common drawback, which includes computa-
tional overhead in terms of efficiency and execution time. This
led to the conclusion that these schemes are ineffective for real-
life applications, especially in a cloud-based environment.

The Domingo-Ferrer encryption scheme (Domingo-Ferrer,
2002) is considered a lightweight scheme that has the ability to
perform various arithmetic computations in a secure manner
based on homomorphic properties, and it can be a possible
candidate in various practical cloud-based applications. We
believe that the Domingo-Ferrer’s additive and multiplicative
privacy homomorphism scheme (Domingo-Ferrer, 2002) is
one of the most applicable HESs that can perform main basic
arithmetic operations, which include addition, subtraction and
multiplication. This is done in appropriate and secure ways
such as through statistical analysis services in wire and wireless
sensor networks (WSN), where aggregated data are analysed
using aggregation functions. Indeed, it has a convenient
encryption/decryption mechanism, which helps with use in
various cloud-based applications (see Fig. 1).

We are working to adapt Domingo-Ferrer’s scheme
(Domingo-Ferrer, 2002) to be able to operate within practical
applications in cloud-based environments by improving their
capabilities to encompass a wider range of arithmetic opera-
tions, which leads to increased opportunities to move many
of the existing applications to the cloud. In this paper, we high-
light and address the following issues:
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e An ability to involve a negative number’s range in
Domingo-Ferrer’s scheme (Domingo-Ferrer, 2002). We
extend Domingo-Ferrer’s scheme to be able to perform
arithmetic operations in both positive and negative num-
bers. We reorganise encryption/decryption parameters in a
way that helps to carry out numbers’ signs. This contribu-
tion allows the deployment of many applications that
require both positive and negative ranges in cloud-based
environments in a secure manner. In real-life situations,
we most often think of negative numbers when we speak
of real-world applications, such as military navigation sys-
tems, human health monitoring systems and many others.
We have to consider how they can be manipulated in a
secure and efficient way, especially those applications that
involve sensitive and private data. A negative number’s
range on encrypted data with homomorphism properties
can contribute to securing many aggregation functions that
use a negative number range as an essential part of their
computations.

According to the previous contribution, we introduce an
aggregation function to compute maximum and minimum
values among aggregated data based on both positive and
negative number ranges. This aggregation function is based
on Domingo-Ferrer’s additive and multiplicative privacy
homomorphism scheme. We improve an idea that is shown
in Ertaul and Kedlaya (2007). This is based on Domingo-
Ferrer’s scheme of finding maximum and minimum values
among aggregated values through an ability to combine
the two processes to find maximum and minimum in a sin-
gle process rather than complete them separately. This is a
result of taking advantage of both positive and negative
number ranges instead of working in a positive numbers
range only. This aggregation function is compatible to be
applied to the cloud because of its ability to find maximum
and minimum values among a set of values in their
encrypted form without the need to reveal any information
during the implementation of this function.

We revisit previous work and background concepts in Sec-
tion 2. The proposed extended scheme is described in Section 3.
In Section 4, we illustrate arithmetic and logical operations
and their specifications based on the proposed scheme. We pre-
sent implementation details and performance analysis in Sec-
tion 5. Finally, we conclude the paper in Section 6.
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Numerous applications can delegate their data processing to the cloud based on HES.
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