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KEYWORDS Abstract With the rapid growth of the Internet, a lot of electronic patient records (EPRs) have
Cryptanalysis; been developed for e-medicine systems. The security and privacy issues of EPRs are important
Integrated EPR information for the patients in order to understand how the hospitals control the use of their personal informa-
system; tion, such as name, address, e-mail, medical records, etc. of a particular patient. Recently, Lee et al.
Dynamic group; proposed a simple group password-based authenticated key agreement protocol for the integrated
Password; EPR information system (SGPAKE). However, in this paper, we show that Lee et al.’s protocol is
ISAuthc?ntication; vulnerable to the off-line weak password guessing attack and as a result, their scheme does not pro-
ecurity

vide users’ privacy. To withstand this security weakness found in Lee et al.’s scheme, we aim to pro-
pose an effective dynamic group password-based authenticated key exchange scheme for the
integrated EPR information system, which retains the original merits of Lee et al.’s scheme.
Through the informal and formal security analysis, we show that our scheme provides users’ pri-
vacy, perfect forward security and known-key security, and also protects online and offline pass-
word guessing attacks. Furthermore, our scheme efficiently supports the dynamic group
password-based authenticated key agreement for the integrated EPR information system. In addi-
tion, we simulate our scheme for the formal security verification using the widely-accepted AVISPA
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(Automated Validation of Internet Security Protocols and Applications) tool and show that our
scheme is secure against passive and active attacks.

© 2015 The Authors. Production and hosting by Elsevier B.V. on behalf of King Saud University. Thisis
an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

In an integrated EPR (electronic patient record) information
system of all the patients, the medical institutions and the aca-
demia with most of the patients’ information in details for
them, can make the corrective decisions and clinical decisions
in order to maintain and analyze patients’ health. In such sys-
tems, the illegal access needs to be avoided as well as the infor-
mation from theft during transmission over the insecure
Internet needs to be prevented.

A dynamic group key agreement protocol provides the
mechanisms to process member addition and deletion. Several
dynamic group key agreement protocols have been proposed
in the literature. We can divide the group key agreement pro-
tocols into two categories (Lee et al., 2013). The first one is the
group key agreement protocols with public key. For example,
key agreement protocols proposed by Tzeng and Tzeng (2000),
Tzeng (2002), Boyd and Nieto (2003), Kim et al. (2004), Lee
et al. (2006), and Jeong and Lee (2007) employ the public
key infrastructure (PKI) and provide higher security. How-
ever, they are required to maintain the complex and heavy
public key systems and users must hold extra storage for keep-
ing public/private key pairs. The second one is the group
password-based key agreement protocols (GPKE) without
public key. For example, key agreement protocols of Lee
et al. (2004), Abdalla et al. (2006), and Dutta and Barua
(2006) provide the same password to all communicating par-
ties. That is, each user does not have his/her own private pass-
word, and thus, the user cannot have his/her privacy.
However, Zhang et al. (2012) showed that Dutta and Barua’s
scheme (Dutta and Barua, 20006) is insecure, where their
scheme does not satisfy the key independence property
(Steiner et al., 2000) and any two malicious users whose logic
indexes are not adjacent in the former execution of the proto-
col may mount a replay attack in new protocol executions.
Hence, these password-based approaches are not much suit-
able for many practical scenarios (Lee et al., 2013).

Boyd and Nieto (2003) described the first conference key
agreement protocol, which can be completed in a single round.
However, their scheme lacks forward secrecy property. By the
forward secrecy property, we mean that when a node (user)
leaves the network, it must not read any future messages after
its departure. Kim et al. (2004) proposed an efficient and
secure constant-round authenticated key agreement protocol
(AGKE) for dynamic groups in the random oracle model.
Dutta and Barua (2006) proposed a variant of Kim et al.’s
scheme (Kim et al., 2004). Dutta—Barua’s scheme makes use
of the ideal-cipher model, instead of a simple mask, and they
claimed that their scheme is secure against dictionary attacks.
Unfortunately, their scheme contains another source of redun-
dancy that can be exploited by an attacker (Abdalla et al.,
2006). In 2006, Abdalla et al. (2006) proposed the first
provably-secure password-based constant-round group key
exchange protocol. It is provably-secure in the random-

oracle and ideal-cipher models, which makes use of the deci-
sional Diffie-Hellman problem assumption.

Recently, Lee et al. (2013) have proposed a simple group
password-based authenticated key protocol without the ser-
ver’s public key, called the SGPAKE protocol, for the inte-
grated EPR information system. Their scheme is based on
Abdalla and Pointcheval’s scheme (Abdalla and Pointcheval,
2005). Lee et al.’s SGPAKE protocol does not use any long-
term key or public-key system. Lee et al. (2013) claimed that
SGPAKE protocol provides each user a unique private weak
password and resists password-guessing attack, and thus their
scheme provides user privacy and data privacy. However, in
this paper, we show that any user U; in a group S, can derive
the private password of the user U;_; by setting the off-line
password guessing attack, so that it does not provide the user’s
privacy. We aim to propose an improvement on Lee et al.’s
SGPAKE protocol while retaining the original merits of Lee
et al.’s scheme. Through the formal and informal security anal-
ysis, we show that our improved scheme provides user’s pri-
vacy and perfect forward security, and also resists the offline
password guessing attack.

The remainder of this paper is organized as follows. In Sec-
tion 2, we provide the properties of the one-way hash function,
discrete logarithm problem and group Diffie-Hellman prob-
lem. In Sections 3 and 4, we review Lee et al.’s SGPAKE pro-
tocol and then discuss the security flaws of Lee et al.’s
SGPAKE protocol, respectively. We explain our improved
scheme in Section 5. In Section 6, we provide the security of
our improved scheme. Through the informal and formal secu-
rity analysis, we show that our improved scheme is provably
secure against an adversary for protecting the user’s privacy
and perfect forward security. In Section 7, we simulate our
scheme for the formal security verification using the widely-
accepted AVISPA (Automated Validation of Internet Security
Protocols and Applications) tool and show that our scheme is
secure. In Section 8, we compare the performances of our
scheme with other related existing schemes. Finally, we con-
clude the paper in Section 9.

2. Mathematical preliminaries

In this section, we discuss the properties of the one-way hash
function, discrete logarithm problem and group Diffie-Hell-
man problem, which are useful for describing Lee et al.’s
SGPAKE protocol (Lee et al., 2013) and its security analysis
as well as our improved scheme.

2.1. One-way hash function

A one-way collision-resistant hash function
h:{0,1}" — {0,1}" is a deterministic algorithm (Sarkar,
2010; Stinson, 2006) that takes an input as an arbitrary length
binary string x € {0,1}" and outputs a binary string
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